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The resilience of interconnected systems, such as financial networks, supply

chains, software systems, and social networks, is a critical concern in today’s

highly connected world. While interconnectedness enables efficient economic

transactions, rapid social learning, and adaptability to shocks, it also increases

vulnerability to systemic risks, where localized disruptions can propagate and

cause widespread failures.

This thesis addresses this fundamental challenge by examining how to rea-

son about and reinforce the resilience of complex networks through theoreti-

cal and applied tools, including probability, statistics, algorithms, and network

science, whereas we rely on centralized and decentralized decision-making to

design interventions that mitigate cascading failures and bolster network stabil-

ity. First, the thesis focuses on optimizing resource allocation in networks un-

dergoing contagion, developing novel resilience metrics for supply chains, and

creating efficient algorithms to prevent cascading failures. Secondly, this the-

sis studies models of contagion and gives a formalized definition of resilience.

Then, this thesis explores decentralized privacy-aware decision-making to rec-

oncile privacy with efficient social learning in risk-prone environments to en-

sure resilience. Finally, the thesis studies models of network formation and also

suggest modern ways to view complex interconnected systems through the lens

of LLMs.
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CHAPTER 1

INTRODUCTION AND THESIS OVERVIEW

The global financial system, supply chain, software systems, and modern gi-

gantic social networks are highly interconnected. Being interconnected is bene-

ficial for the function of the global economy and society since it enables efficient

economic transactions, fast social learning, and more flexibility in response to

exogenous shocks. Interconnectedness has many benefits, but it also brings new

challenges, such as increased vulnerability to systemic risks, since small local-

ized shocks and disruptions have an unexpected effect and may wreak havoc on

the global system, such as price volatility, disruption in the production system,

and disruption to the diffusion of information.

Several recent events include the economic impacts of the global trade war,

the global supply chain failures, and the recent CrowdStrike software failure.

Understanding how failures spread in interconnected networks is a topic of

cardinal importance given the well-connected structure of our modern world.

For instance, the supply chain disruptions and the economic crisis caused by the

recent pandemic show how localized incidents can spread rapidly. Our overar-

ching research question is:

How do we reason about and ensure the resilience of complex networks?

Through our research, we study the resilience of networks and the broader

societal impacts of complex networks through modeling, decision-making, and

intervention design. We use a mix of theoretical and applied tools, particularly

probability, statistics, algorithms, and network science techniques, providing a
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unified and interdisciplinary approach to study contagion, risk, and decision-

making for several problem domains. The work presented in this thesis can

be partitioned into two main themes, centralized and decentralized inference and

decision-making, and more broadly addresses the following interrelated ques-

tions:

1. How does a central planner measure and reinforce the resilience of networks? In

Chapter 2 (see also [320, 322, 321, 324]), we study how limited resources

can be (optimally) allocated in a network that undergoes contagion. We

give a polynomial-time algorithm to solve the underlying Markov Deci-

sion Process, provide algorithms with provable approximation guarantees

(optimal under reasonable assumptions) for the case of discrete controls,

and test the algorithms with real-world data.

2. What are metrics to characterize the resilience of a network? In Chapter 3, we

propose a novel topological measure of resilience. We develop efficient

algorithms to calculate the resilience in large-scale networks by leveraging

LP duality and establishing novel connections with widely used models of

financial contagion and systemic risk. Besides, we also develop algorithms

to allocate resources to avert cascading failures and devise mathematically

motivated and “rules-of-thumb”.

3. How can decentralized privacy-aware decisions reinforce the resilience of net-

works? Agents operating in risky environments, such as banks deciding

whom to lend to, operate under uncertainty and face privacy considera-

tions, such as regulations regarding disclosing their clients’ financial data.

Preserving individual privacy and enabling efficient social learning is cru-

cial to making these complex systems robust to failures; however, privacy
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and efficiency seem fundamentally at odds with each other and are hard to

reconcile. In our research, we rely on the framework of differential privacy

(DP) to control information leakage.

In Chapter 4, we provide algorithms for parameter estimation and online

learning in discrete and continuous parameter spaces under uncertainty

and offer noise-optimal algorithms for learning under uncertainty subject

to DP (cf. [325, 326]). Our results flesh out important trade-offs between

privacy, accuracy, and communication complexity.

4. How can we build stylized models to promote or stop contagion? Many com-

plex networks are characterized by the so-called core-periphery structure,

where a small number of well-connected nodes “dominate” the whole net-

work, and have been shown to be able to make networks more resilient

or allow rampant failures. In Chapter 5, we axiomatize core-periphery

graphs and hypergraphs, provide scalable algorithms for inference and

sampling in large-scale real-world data (cf. [318, 323]).

5. Can we make network models and contagion processes “richer” via using LLM

agents? Furthermore, the recent emergence of Large Language Models

(LLMs) has brought a lot of interest in studying interactions of multi-

agent systems comprised of LLM agents. Our work in Chapter 6 ana-

lyzes LLMs’ network formation behavior to examine whether the dynamics

of multiple LLMs are similar to or different from human social dynam-

ics. We find that LLMs exhibit key social network principles, including

preferential attachment, triadic closure, homophily, community structure,

and the small-world phenomenon when asked about their preferences in

network formation. In real-world networks, LLMs exhibit a stronger ten-

dency towards triadic closure and homophily compared to preferential
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attachment.

1.1 Optimal Interventions to Remediate Contagion

An exciting class of problems involves optimal interventions in dynamic net-

works that experience exogenous shocks. It is well-documented that the recent

pandemic has spread uncertainty among financial entities that experience in-

come shocks. A policy framework is stimulus checks, i.e., cash injections into

the financial system so that consumption is stimulated and contagion is averted.

A cardinal question policymakers face is [338, 389]: Who gets the interventions?

A typical pattern in these scenarios is that when somebody’s income is below a

certain threshold or satisfies some criterion, the household is entitled to a fixed-

value check, depending on the entity’s features. However, such rules are limited

by ignoring contagion effects through the financial network. If a business de-

faults, that may translate to job loss for the employees, who may not be able to

pay their debts, potentially creating a sequence of defaults.

A planner who aims to avert contagion faces two main design questions:

The first question corresponds to how the agents ration their assets upon de-

faults, which corresponds to solving a high-dimensional intractable problem

(cf. [40, 44]), and the second question corresponds on how to allocate resources

to resuscitate the network which can have significant impact on the economy

and society.

In Chapter 2 (cf. [322, 320, 321]), we address this issue by designing algo-

rithms to remediate contagion in dynamic networks undergoing shocks. The

corresponding high-dimensional optimization problem, modeled by a Markov
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Decision Process (MDP), is, in general, a hard problem that requires solving an

exponential number of optimization problems in the time horizon T , even when

the interventions are fractional.

We prove that the optimal policy for fractional interventions can be effi-

ciently calculated by solving only a polynomial number of optimization prob-

lems in the time horizon T . Moreover, when the interventions are assumed to

be discrete, we prove that this problem is hard to solve efficiently (NP-Hard). In

some cases, it cannot even be solved efficiently in an approximate way, i.e., by

giving solutions that are “close enough” to the best possible solution. In cases

where the problem can be approximately solved, we develop efficient and prin-

cipled approximation algorithms that approximate the optimal solutions. We

also introduce fairness constraints regarding the intervention and study how

fairly allocating stimuli affects social welfare, using fairness measures that re-

semble and generalize the Gini coefficient. Imposing such fairness measures

can distribute resources fairly while negatively impacting social welfare.

We test our methods with real-world and semi-artificial data and compare

them to heuristics that may represent simple policies that model existing gov-

ernment policies, such as bailing individuals and businesses earning less than a

threshold income. Moreover, our framework is vastly valuable for various sup-

ply and demand networks, where if the nodes cannot meet their demand, they

must split it proportionally, and the planner’s goal is to remediate contagion.

Examples include supply chains [324], ridesharing, high-performance comput-

ing, and influence maximization.
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Figure 1.1: Resilience of common supply chain architectures

Cascading Failures, Resilience and Interventions in Supply Chains. A first

insight into the extensions of our research above to other systems is the study of

cascading failures in production networks. In Chapter 3 (cf. [324]), we develop a

framework for studying how contagion spreads in production networks, which

production networks are resilient, and how to design optimal interventions to

avert contagion. A production network corresponds to products (e.g., comput-

ers) that a variety of suppliers can produce (e.g., HP, Lenovo, Apple, etc.) and

have sourcing dependencies (e.g., graphics card, motherboard, etc.) (cf. [142]).

The suppliers are hit by exogenous shocks, which result in cascading failures.

In Chapter 3 (cf. [324]), we first show that the distribution of failures in even

a simple family of realistic supply chain graphs is a power law, indicating the

need for formalizing a topological measure of resilience.

For this reason, we introduce the resilience metric, which is the maximum
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shock that a system can withstand such that it is highly likely that a large

fraction of products (e.g., 90%) will survive. We show that networks can be

partitioned into two categories: fragile networks, which cannot withstand any

systemic shock, and resilient networks, which can withstand nontrivial shocks

even as the network size goes to infinity. Both from theoretical findings and via

simulations of real-world supply-chain data, we conclude that more intercon-

nected networks – i.e., with increased interdependencies among products – are

less resilient, in agreement with prior works (cf. [142]).

For general graphs, identifying lower bounds for the resilience requires up-

per bounding the expected number of failures, which is generally a hard count-

ing problem (#P-hard), and provides sample complexity bounds for estimating

the cascade size. To circumvent the high complexity of sampling, we leverage

LPs and prove that the number of failures can be bounded by solving a linear

program in polynomial time. Furthermore, the LP for the number of failures is

directly connected with the financial contagion literature [139], establishing the

first connection between financial contagion and cascade models such as the in-

dependent cascade model [236]. Since financial contagion models have elegant

LP structures and can accommodate additional constraints while sharing sev-

eral properties with independent cascade models (hardness, inapproximability,

submodularity), this opens a new realm of possibilities to perform tasks such as

influence maximization, risk estimation, and network inference (see, e.g., [136]).

The rich LP structure of this upper bound can be used to design targeted

intervention algorithms so that the worst-case upper bound on the size of the

cascade is the smallest possible. We show that under certain assumptions, it

is optimal to intervene in the products with the maximum potential impact,
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which measures the dependence of other products on them. We show that the

appropriate measure corresponds to the Katz centrality of the edge-reversed

(or export) network. This is in agreement with our natural intuition and has

been empirically observed, namely, when the big electronic chip suppliers failed

during the pandemic, this resulted in a large shock to the hardware industry.

Moreover, we show that the “most complex/vulnerable” products correspond

to the products with many paths leading to them, corresponding to the Katz

centrality of the nodes in the network. Finally, we establish connections between

our proposed resilience measure and the commonly used Risk Exposure Index,

as well as systemic risk measures. [371, 96].

1.2 Privacy-preserving Group Decision-making

Highly connected environments can also offer informational benefits, but to

take advantage of this, we need to think about the underlying privacy issues

that affect this information. Individual agents usually operate in privacy-critical

environments where protecting their information and simultaneously learning

from each other to assert resilience is critical. For example, consider a set of

financial institutions trying to learn what stocks they should invest in while at

the same time protecting their clients’ portfolios. Similarly, a group of hospitals

wants to learn whether a new treatment is effective; however, their clients’ data

are governed by privacy regulations such as HIPAA and GDPR.

Efficient information aggregation and preserving individual privacy are

both crucial desiderata but seem fundamentally at odds and hard to reconcile;

therefore, an important question to ask is how high is the overhead of main-
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taining privacy while learning simultaneously. In Chapter 4 (cf. [326, 325]), we

control information leakage using rigorous statistical guarantees based on DP.

Adding DP randomization noise gives communicating agents plausible deni-

ability concerning their private information and network neighborhoods. We

consider two learning environments: linear updates for learning best estimates

from a continuous state space and log-linear updates for choosing from a dis-

crete state space.

The main technical contribution, compared to the non-private benchmarks

[343], is that in privacy-preserving regimes, the addition of DP noise may

change the most likely state with non-trivial probability, and, therefore, multiple

runs of the algorithm need to be carefully combined to produce high-probability

guarantees. To address this, we introduce two algorithms, an averaging and a

thresholding algorithm where each of these algorithms produces two estima-

tors; the former one with low Type-I error, and the latter one with low Type-II er-

ror. We compare the algorithms using the notion of communication complexity,

which corresponds to the total number of belief exchanges across all instantia-

tions of each algorithm to achieve a certain level of error and DP guarantee, and

provide asymptotic analysis and finite-time convergence bounds. This way of

comparing our proposed algorithms emphasizes the trade-offs between learn-

ing accuracy, communication cost, and the level and type of privacy protection

the agents are afforded. Finally, we prove that the optimal noise distribution

that minimizes the communication complexity is the Laplace noise with appro-

priately chosen parameters.
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1.3 Structural Insights of Core-periphery Networks

Besides understanding the spread of failures in networks, in Chapter 5, we build

stylized models to understand contagion (cf. [318, 323]). It is a frequent obser-

vation (cf. [7, 141]) that lots of financial networks and production networks

obey the so-called “core-periphery” structure, where the “big players” of an

economy correspond to the “core”, i.e., a well-connected set that almost every

other entity in the network has a connection to, and the “small players” which

correspond to the “periphery” of the network which is sparsely connected, but

well-connected to the core. It has been shown that depending on the magnitude

of the shocks, these well-connected nodes can either amplify or repress conta-

gion [141, 7]. In Chapter 5, we axiomatize and develop random core-periphery

models for graphs and hypergraphs. We also develop efficient algorithms for

sampling and inference that can run in (nearly)-linear time instead of exponen-

tial time, which naïve inference and sampling take.

Moreover, in [91, 92], we develop open-source software for high-

dimensional truncated sampling, which can be used for such models.

1.4 Emergence of Complex Behavior with LLM Agents

Social networks shape opinions, behaviors, and information dissemination in

human societies. As large language models (LLMs) increasingly integrate into

social and professional environments, understanding their behavior within the

context of social interactions and networks becomes essential.

In Chapter 6 (cf. [328]), we examine LLMs’ network formation behavior to
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Figure 1.2: LLM generated small world network.

examine whether the dynamics of multiple LLMs are similar to or different from

human social dynamics. We find that networks created by LLM agents exhibit

properties similar to the ones found in real-world human networks. Firstly,

we find that these networks exhibit micro-scale properties, such as preferential

attachment, triadic closure, and homophily. Moreover, these networks exhibit

macro-scale properties such as small-world phenomena and community struc-

ture. We also investigate LLMs’ decision-making based on real-world networks,

revealing that triadic closure and homophily have a more substantial influence

than preferential attachment.

These behaviors align closely with human behaviors, illuminating their po-

tential to replicate complex network dynamics. This insight broadens our un-

derstanding of LLMs’ capabilities, paving the way for applications in network

science and social sciences and practical applications such as chatbot develop-

ment, personal assistant technologies, and synthetic dataset generation, where

emulating human-like network behaviors is paramount.
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1.5 Thesis Conclusions

This Ph.D. thesis synthesizes my research on dynamic network systems, encom-

passing resource allocation, network resilience, privacy-preserving decision-

making, core-periphery structures, and network formation in LLM agents. In

resource allocation, I develop scalable algorithms for dynamic contagion prob-

lems, leveraging linear programming to approximate interventions in large

networks and exploring potential extensions to dynamic influence maximiza-

tion. Future work could involve refining approximation guarantees for dy-

namic contagion by extending classic influence maximization techniques to

multi-period settings, potentially integrating reinforcement learning for adap-

tive interventions. The resilience chapter characterizes supply chain networks

as resilient or fragile through graph percolation theory, proposing determin-

istic LP approaches for influence spread estimation. Promising research di-

rections include decentralized models where entities act strategically and ex-

ploring connections between supply chain disruptions and financial contagion.

The privacy-preserving decision-making chapter addresses decentralized esti-

mation under privacy constraints, identifying avenues for black-box hypoth-

esis testing and optimal consensus algorithms. Further work could investi-

gate Bayesian analogs of these algorithms and scalable methods for distributed

differential privacy in large networks. In core-periphery analysis, I introduce

frameworks and efficient inference algorithms for identifying core structures

in real-world networks, with potential extensions in influence maximization,

node ranking, and hypergraph analysis. Lastly, the network formation chap-

ter demonstrates that LLM agents exhibit classical network properties like ho-

mophily and triadic closure, opening avenues for developing heterogeneous
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agent simulations that model diverse human decision-making processes. This

line of work could extend to prototyping market dynamics, information spread,

and strategic interactions in AI-driven networks. Across these projects, I under-

score the importance of systemic risk analysis, privacy-accuracy trade-offs, and

foundational model security, proposing future research on algorithmic inter-

ventions, multi-agent simulations, and resilience metrics to safeguard complex

networked systems1.

1A detailed discussion of the results and future directions can be found in Chapter 7.
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Part I

Decision-making for Reinforcing Network Resilience
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CHAPTER 2

CONTAGION AND RESOURCE ALLOCATION

The contents of this chapter constitute joint work with Jon Kleinberg and Sid Banerjee.

The world consists of interconnected entities that interact with one another

through networks. Networks experience shocks due to adverse scenarios, such

as (partial) failures of nodes and edges. When exogenous shocks hit networks,

such shocks propagate through the edges of the network, causing cascades that

may affect a significant population of nodes in the network. This phenomenon

is often referred to as network contagion, and is of particular interest in the con-

text of financial networks [139, 180]. In these networks, financial entities, such

as individuals, businesses, and banks, have liabilities and assets, which result in

negative/positive cash flows. Assets and liabilities can be either internal, i.e.,

between nodes in the financial network in question, or external, i.e., originat-

ing outside the network. While these cash flows are balanced under normal

operating conditions, from time to time, shocks may lead to entities within the

network being unable to pay off their financial obligations (i.e., defaulting on

their liabilities). In such cases, these entities may only be able to clear a fraction

of their debts, which then impacts other entities, thereby setting off a chain of

defaults.

The above description captures the basic model of a contagion in an uncon-

trolled network. In many settings, however, the network regulator may be able

to intervene to help mitigate the effects of this contagion. The regulator thus

acts as an external controller responsible for (optimally) allocating intervention

resources (or interventions), subject to certain budget constraints, to avert de-
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faults. These interventions can sometimes take the form of continuous inter-

ventions or sometimes require discrete interventions [12, 122].

While the contagion process described above is specialized to the context of

financial networks, with small modifications, a similar model can be applied to

many other settings – to model unavailability and delays in ridesharing and/or

computer networks, viral marketing, failures in power grids, and shortages in

food bank networks, to name a few. Moreover, the network controller faces sim-

ilar resource rationing problems in each of these contexts. For example, in ride-

sharing, nodes correspond to neighborhoods of a city, flows correspond to the

movement of cars between neighborhoods, defaults correspond to increasing

delays and vehicle unavailability in some neighborhoods, and the regulator’s

interventions correspond to dispatching additional vehicles to mitigate these

defaults [37].

At a high level, the framework we study in this Chapter considers the prob-

lem of allocating resources to mitigate contagions in any generic supply/de-

mand network, subject to defaults, and where the demand is proportionally

split between neighbors of a node upon default.

In this Chapter, we develop a framework for budget-constrained interven-

tions in dynamic networks spanning a time horizon T based on the well-studied

Eisenberg-Noe (EN) model [139] where interventions affect its future states due

to the accumulation of liabilities at the nodes. Specifically, our work makes sev-

eral algorithmic contributions and offers useful managerial insights:

• We motivate the use of the EN model, as we initially show that finding the

optimal rationing scheme to minimize defaults is a computationally intractable
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problem (Theorem 2.3.1).

• When interventions are fractional, we show that solving the corresponding

Markov Decision Process (MDP) requires solving a only polynomial num-

ber of LPs as a function of the time horizon T (Theorem 2.4.1). In contrast,

naïvely solving the problem would require solving an exponential (in the

time horizon T ) number of LPs.

We also show that under some conservation assumptions, a special case of

our problem corresponds to solving one LP per sample path at the termi-

nal time T (Corollary 2.4.2).

• Next, we turn our attention to discrete interventions, which correspond

to intervention problems similar to intervention problems governments

faced during the pandemic, such as the case of Greece, New Zealand, and

the United States.

In detail, when discrete interventions are considered, we show that the

problem is intractable (Theorem 2.5.1) and that objectives that correspond

to minimizing the number of defaults are inapproximable (Theorem 2.5.2).

For the approximable objectives, we design LP-based approximation al-

gorithms for objectives that correspond to linear functions of the clear-

ing payments. Our algorithms obtain an instance-dependent guarantee,

which depends on how much the network is endogenously exposed in

the worst case (Theorem 2.5.3), which we call the endogenous exposure in-

dex (Section 2.3.5). Our LP-based approximation scheme is flexible and

can be extended to accommodate more general contagion models, such as

the model with bankruptcy costs studied in [356] (Theorem 2.5.5).

• Subsequently, if the static variant (T = 1) of the problem is considered,

we show that optimizing linear functions of the flows correspond to maxi-
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mizing a monotone submodular function, and, hence, we obtain an 1−1/e

approximation guarantee which is optimal unless P = NP (Theorem 2.5.4).

• Our LP-based framework is versatile and is also able to accommodate fair-

ness considerations. In particular, we optimize the same objectives as above

subject to a family of fairness constraints inspired by the Gini Coefficient

[178] and network fairness measures [257, 256]. We show that the Price of

Fairness (PoF) can be unbounded in the discrete case and bounded in the

fractional case (Theorem 2.6.2).

2.1 Managerial Insights and Policy Implications

To demonstrate our framework’s wide applicability, we experiment with a va-

riety of networks, such as synthetic networks, banking networks, online finan-

cial transaction networks, and ridesharing networks. We compare the results

of the proposed approximation algorithms with other network-based heuristics

on these datasets. We empirically study the incorporation of the fairness con-

straint in multiple datasets. By combining theoretical and empirical results, we

are able to obtain a variety of managerial insights and policy implications:

Fine-Grained Efficiently-Computable Intervention Decisions. Financial crises

profoundly impacted the study of how failures propagate within financial net-

works. It prompted extensive research into understanding the dynamics of

financial contagion and the interconnectedness of financial institutions. The

literature primarily aimed to answer the question of which nodes, if they fail

or experience significant losses, could potentially harm the financial network

the most. This concern often examines what happens when a node fails, ef-
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Figure 2.1: Example network to demonstrate the capability of the intervention
framework. The network consists of n nodes partitioned into one “sink node“
(v1) and n−1 “source nodes” (v2, . . . , vn). The regulator has a budget of B = n. We
compare two intervention policies of the regulator: Policy A (failure-based) and
Policy B (resuscitation-based; ours). The regulator chooses the most vulnerable
node for Policy A and bails it out with the entire budget B. For Policy B, we
allow the regulator to decide to bail out each node with an amount of at most
1, j ∈ [n]. In Policy A, the regulator decides to save the node whose failure is
the most detrimental to the network, i.e., the regulator chooses one of v2, . . . , vn.
Thus, Policy A in equilibrium would yield a total payment flow of 2n−1. On the
other hand, Policy B distributes the budget to v2, . . . , vn, yielding a total payment
flow of 4(n − 1) > 2n − 1 in equilibrium.

fectively reducing its assets to zero. Several key works in this domain, such as

[141, 81, 179, 180, 122, 62, 8], focused on the interplay between network structure

and the spread of financial contagion, such as the degree distribution, the edge

density [48], and centrality [211]. These works emphasized that understanding

the network’s connectivity patterns is crucial in determining the potential for a

financial epidemic to propagate easily and, therefore, highlighted that resusci-

tating highly interconnected entities would be the most impactful.

To this end, our work provides the following important real-world insights:

• Our work provides a new perspective and efficient algorithms to combat

this matter by devising intervention strategies for the entire financial network

(while most of the works of the last decade have focused on the impact

of an entity failing), and essentially asks the question of which subset of
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the network needs to be resuscitated to avert contagion subject to a budget. De-

signing an intervention algorithm is much more sophisticated than deter-

mining the individual network effects of a node failing since it depends

on additional constraints such as the interventions themselves, the bud-

get, and the underlying contagion mechanism, as illustrated in Figure 2.1,

which shows that an intervention strategy focused on nodes whose fail-

ure causes the most harm may produce fundamentally different (and less

effective) solutions than our proposed strategy, which focuses directly on

sets of nodes with the most potential to resuscitate the network.

• Our work contributes to the growing literature on systemic risk measures

(cf. [250, 96, 154, 54]) with novel insights (e.g., regarding dynamic and dis-

crete controls). Compared with the existing work on systemic risk mea-

sures which focus on static network instances and identifying the mini-

mum amount of intervention to bring the system to solvency, our frame-

work allows for the dynamic distribution of the interventions where the

regulator is not required to spend their budget all at once but instead the

regulator can allocate it dynamically according to the exogeneities. Thus,

our framework extends the existing literature and allows for extensions of

the systemic risk measures beyond the existing ones.

• Our experiments indicate that the network structure affects the regulator’s pol-

icy (Section 2.7). We show that:

– In many real-world datasets, the nodes responsible for clearing more

payments generally receive higher interventions (Section 2.7.1). How

the interventions are distributed varies according to the network. For

instance, for a core-periphery network their values are concentrated in

two main “bands” (core and periphery). For datasets that correspond
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to scale-free networks, the interventions are non-uniformly spread,

with most interventions having a low value and corresponding to

most of the less central nodes and few interventions having a high

value. Moreover, for most experiments, there is a positive correlation

between the financial connectivity of a node – which determines how

exposed the node is within the network – and the intervention it re-

ceived, highlighting that in most real-world data, interventions are

mostly allocated due to endogenous contagion.

– However, the regulator’s strategy for allocating interventions should

not always be focused on the most central nodes in the network. We

show that in core-periphery networks the best approach depends

heavily on how densely connected the core of the network is (Sec-

tion 2.7.2). These networks experience a phase transition comple-

mentary to phase transitions found in other related works such as [8].

Focusing interventions on these central nodes helps maximize net-

work resilience when core nodes have sparse connections. However,

as the core becomes more densely interconnected, a point is reached

where shifting support to the peripheral nodes becomes the most ef-

fective strategy. This nuanced approach to interventions underscores

the need to evaluate the network’s structural characteristics before

implementing strategies. Specifically, regulators should monitor the

connectivity ratio between the core and the periphery and adjust their

focus accordingly to improve the overall stability of the network.

• Our algorithm is efficient and can run for several real-world datasets (n ∼

102,T ∼ 101) within a few seconds/minutes (Section 2.7.5).
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Furthermore, the recent global pandemic heightened the necessity of formulat-

ing intervention strategies to rescue individuals, businesses, and financial insti-

tutions from impending economic collapse. Countries worldwide, including the

United States CARES Act, New Zealand, and Greece, implemented interven-

tion programs to alleviate the economic crisis. These initiatives were designed

based on various criteria, such as income [120], the number of dependents, and

whether employment was disrupted due to the pandemic (e.g., inability to work

remotely).

We want to emphasize that such policies are inherently discrete and can be

seen as fundamentally rooted in fairness, ensuring that entities receive fixed

interventions based on their circumstances, as opposed to a scenario where only

a select few large banks or businesses are eligible for financial assistance, which

is a scenario mostly suited for a model of continuous interventions (see, e.g.,

[12]). Our model captures this policy since each financial entity is entitled to a

fixed intervention – which the entity either received or not – that depends on

the entity’s characteristics.

Specifically, when discrete interventions are considered, our work provides

the following insights:

• Our experiments demonstrate that when considering network effects, thersholding-

based heuristics fail (Section 2.7.4). Such heuristics include thresholding based

on income or other attributes – which have been used worldwide to design discrete

intervention decisions (e.g., CARES Act, Greece, and New Zealand’s case). For

instance, the rationale behind ordering nodes according to their wealth

is straightforward: nodes with very low wealth may have fewer connec-

tions, making it challenging for the positive effects of an intervention to
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propagate. Conversely, nodes with considerably high wealth may already

be on the brink of solvency, minimizing the discrete intervention’s impact

on the network.

• In addition, several other network-based heuristics (degrees, centralities,

PageRank), proxies for a node’s influence produce inferior results (Sec-

tion 2.7.4). The reason behind this is the non-linear nature of the model

and the fact that most centrality measures can be considered as equilib-

ria to contagion problems, where there are no inputs provided (cf. Fig-

ure 2.1). While the equilibria of the EN model without solvent nodes re-

semble the calculation of the Katz centrality (cf. [369]), the non-linear na-

ture of the solvency constraint can cause inconsistencies, which makes us-

ing classical centrality measures an underperforming heuristic. Therefore,

our method can be perceived as a new measure of financial centrality, which

can be provably and efficiently computed at scale through linear program-

ming as demonstrated through extensive experiments, contrary to other

recent works examining financial centrality for interventions [211, 214].

• On the other hand, the LP-based randomized rounding algorithm we pro-

pose performs significantly better compared to the heuristics and better,

in fact, than its worst-case guarantee. In the static case, we also show that

the greedy algorithm (for which we provide a constant approximation)

performs similarly to the LP-based algorithm (Section 2.7.4).

Fairness in Interventions and its Effects. Our model offers significant flexibil-

ity and can accommodate a variety of fairness considerations, as demonstrated

by our experiments on several real-world datasets. Specifically:

• Our model offers the ability to integrate both fine and coarse-grained fairness
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constraints, a capability not present in other related works (Section 2.6).

Our experiments demonstrate that we can efficiently address the associ-

ated intervention problem while minimizing the impact on the Price of

Fairness in practice. This is achieved by extending the Gini Coefficient

and incorporating it as an additional constraint within our linear program-

ming relaxation.

• Our computational experiments show that fairness is in alignment with op-

timality (Section 2.7.3). Specifically, we show that for instances for which

spatial fairness constraints are considered (i.e., the interventions between

neighboring nodes should not vary much on average), the impact of in-

ducing fairness is minimal both in macroscopic terms – i.e., the Price of

Fairness (PoF) – and microscopically regarding the interventions them-

selves. This behavior is coherent in all the network structures we empiri-

cally study.

Recognizing Fundamental Supply-Demand Patterns in Other Domains. Our

proposed model has applications in a variety of domains of particular inter-

est to the management science community in which there are dynamic supply-

demand imbalances. Real-world applications include designing interventions for

supply-chain networks (cf. [324]), ridesharing (cf. [159]), and can have further

applications on influence maximization (cf. [291, 236]), allocation of compute

resources, and many more. Fundamentally, any network that corresponds to

a supply-demand network where there are demand requests between pairs of

nodes, resources are allocated proportionally to demand on equilibrium, shocks

can introduce scarcity of supply and initiate networked contagions, and the goal

of a regulator is to allocate discrete resources – such as vehicles, capital, and

other resources – are natural candidates for our model.
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Our model can be used to study network seeding problems and design seed-

ing algorithms to maximize influence – corresponding to maximizing flows – in

large-scale real-world networks. The work of [324] motivates the use of our

model to study a problem that is conceptually similar to the influence maxi-

mization problem (cf. [236]). Therefore, a very interesting application to our

model is to design such algorithms via modeling the probabilities of a node’s

influence at equilibrium by the equilibrium payments, the seeds as external as-

sets, and the cascade process as the proportional payment rule.

2.2 Related Work

Static Financial Networks. The EN model introduced in [139] models a fi-

nancial network where each node has assets and liabilities concerning the in-

ternal network, namely the other nodes of the network and the external sector.

According to the EN model, when a node defaults, namely is not able to pay

out its creditors (internal and external), it rescales its obligations proportionally

and pays the rescaled responsibilities in full. The EN model calculates these

payments, usually called clearing payments, by computing a solution to a fixed-

point problem or, equivalently, an optimal solution to a mathematical program

with a strictly increasing objective. The general problem has multiple equilibria;

however, this Chapter, for simplicity, examines the cases where the equilibrium

payments are unique.

In the presence of shocks [179], the nodes similarly can become default

due to external shocks that disrupt their assets. Moreover, the works of

[238, 272, 153] perform sensitivity analyses on the EN model and [18, 407] study
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network compression as a means of reducing the systemic risk. Moreover,

[213, 12, 137], investigate optimal interventions in the cases of defaulting. More

specifically, [213] investigates scenarios for multiple equilibria and provides

necessary and sufficient conditions for solvency under any equilibrium. Besides

this, their paper investigates optimal interventions that bring the system into

solvency and provides computational intractability results for the minimum in-

tervention problem by a reduction from the partition problem. The subsequent

work of [137] considers the structure of optimal discrete interventions under the

RV model (a model with bankruptcy costs) of [356] and proves hardness results

for objectives that are similar to ours using different approaches where there are

non-zero bankruptcy costs. Their paper does not consider stochastic shocks but

rather a fixed state of the network and a fixed non-zero percentage regarding

default costs. Additionally, their work does not include approximation algo-

rithms, fairness-constrained optimization, and empirical work. They prove that

for non-zero bankruptcy costs, maximizing the number of solvent nodes cannot

be approximated within a factor of n1/(log log n)C for some universal constant C > 0

that agrees with our improved inapproximability result for the EN model.

Several works have also focused on mechanisms for remediating contagion

with mechanisms different than interventions, such as credit default swaps,

claims trading, and purchasing illiquid assets. Specifically, several works have

studied credit default swaps, that is, triads of entities enter contracts with one

another, whereas the default of a third entity in the network forces a bilateral

transaction between the other two. Computing a clearing vector in such models

was shown to be PPAD-Complete by [362, 363]. [329] investigates the prob-

lem of sequential defaulting in networks with debt contracts and credit default

swaps and shows hardness results regarding identifying the number of default
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banks on the best-possible and worst-possible orders at which banks announce

their defaults. Moreover, the work of [39] studies a different policy framework

than ours based on purchasing illiquid assets rather than interventions. Such a

framework has been utilized as a major policy approach during the 2008 finan-

cial crisis, called the Troubled Asset Relief Program (TARP). Finally, the work of

[201] discusses algorithmic claim trading as a means of remediating contagion

and provides hardness results.

The work of [12] considers optimal intervention methods under budget con-

straints under the extended model of [179] and formulate optimization prob-

lems that minimize the systemic losses as well as reducing the number of de-

faulting institutions and apply their methods on publicly available data on the

Korean financial system. Their work considers fractional intervention policies,

which differentiate it from ours. More specifically, we consider discrete interven-

tions for the static and the dynamic regime in which case the model of [12] can

be seen as the fractional relaxation of the optimization objectives we study. Sec-

ondly, we experiment with high-granularity financial institutions (banks) and

view the problem from a societal lens, namely modeling the system’s entities

as “societal nodes” (businesses, households, individuals). Moreover, the work

of [117] focuses on providing the optimal bailout policies for networks arising

from the Stochastic Block Model using the Elliot-Golub-Jackson model.

From an experimental viewpoint, the work of [165] introduces a Bayesian

framework based on Gibbs sampling to recover the liability network when only

the aggregate assets and liabilities of nodes are known.

Finally, the work of [152] generalizes the classical EN model to a multi-

layered one, where the interconnected entities of the financial network have
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traded in multiple assets, develop a financial contagion model with fire sales

that allow institutions to both buy and sell assets subject to some utility and

study its equilibria. While the exact contributions of [152] are tangential to ours,

generalizing our model in their framework provides an excellent pathway for

extending the current work.

Dynamic Financial Networks. The work of [43] investigates multi-period li-

ability clearing mechanisms by formulating convex optimal control problems

on a different model from the EN we study in this Chapter. In their model, an

initial liability matrix L0 is (perhaps partially) cleared at a finite horizon T . The

entities have some cash held each time t, and they try to clear as many liabilities

as possible. The work of [43] waives the obligation of each node to repay its

debts in a pro-rata fashion. We believe that in a resource allocation setting, equi-

tably splitting the debts is fairer on first principles. Moreover, their work does

not extend to discrete interventions and fairness constraints, as we consider in

our work.

In a similar flavor, the work of [155] considers a continuous-time version

of the EN model and studies the default risk. The paper investigates defaults

that can result from insolvency or illiquidity and identifies the default times of

nodes. The authors, however, do not study network interventions. In a similar

spirit, [378] study a dynamic clearing and show that under the assumption that

the liability matrix is constant through time, the clearing problem corresponds

to solving a static problem at the terminal time. We want to emphasize that the

work of [378] differs significantly from our work for two main reasons. The first

differentiating point is that in our case, the liabilities arrive one at a time and

thus, the relative liabilities change over time, which makes the problem signif-
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icantly more complicated from a computational standpoint. The second differ-

entiating point corresponds to the fact that the work of [378] does not consider

interventions.

Another work closely tied to ours is the result of [86], where the authors

study a multi-period clearing framework where the level of systemic risk is

mitigated through assistance. The network is stochastic, and defaulted entities

are sold through a first-price sealed-bid auction. The authors also empirically

find that in core-periphery network architectures, targeting the systemically im-

portant entities is more effective, and in random topologies, targeting entities

that maximize the total liquidity is more effective. While being close to our

work, [86] differs from us in that while they mainly consider heuristic policies,

we derive optimal policies for continuous interventions and approximately op-

timal policies for discrete interventions.

Additionally, the work of [253] considers multi-maturity contracts, which

are different compared to single-maturity models such as [38, 86]. Our work

mostly resembles the latter works since the liabilities are revealed one at a time.

Finally, we mention the contemporary work of [83], which is closely related

to ours. The authors study a dynamic extension of the EN model and design

optimal intervention policies, assuming that the relative liability matrix remains

constant during the dynamic process. We note here that our framework is more

general than [83] since we consider the more general case where the relative

liability matrix (see Section 2.3) varies with time, which makes the resulting

dynamics non-convex (see also Appendix A.4).

When the temporal dimension is introduced, the model’s dynamics change
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significantly since accumulated liabilities from round t−1 affect the future states

of the model; in a sense, the behavior is closer to the dynamics in queuing net-

work models (see [235, 37]). On the other hand, this also suggests that insights

from the financial contagion model can be used to study interventions in more

general network allocation problems, such as in ridesharing [37].

Systemic Risk Measures. The theory of systemic risk has a long history of fi-

nancial mathematics. One of the papers that is most closely connected to our

work is the work of [179], where financial contagion in the presence of shocks is

investigated, and results are provided regarding the probability of contagion of

a subset of nodes due to a shock on a specific node.

Moreover, our work has connections to convex and coherent risk measures (cf.

[99, 250, 54, 154]). The work of [99], and the follow-up works of [250, 154], study

axiomatic frameworks for systemic risk over interconnected entities which has

the property to be decomposable over each agent. The aggregation functions

defined in their work are related to the social welfare functions we study in

this Chapter. Moreover, the interventions could be associated with measures of

susceptibility of each entity to systemic risk (see also Section 2.1), in accordance

with the “shadow prices” – which capture the systemic risk externality of the

decision-making of individual firms – studied in these works. In a similar spirit,

[54] defines the systemic risk measure as the minimum (random) cash injection

to that is required for each entity to bring the system to solvency. Although

directly related to the works of [99, 250, 154, 54], our models and algorithms,

such as the discrete interventions and the associated guarantees as well as the

dynamic contagion model, are complementary to the aforementioned works.
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Contagion Mitigation. In their recent work, [239] explore optimal interven-

tions within the Elliot-Golub-Jackson contagion model and present a (1 − 1/e)-

approximation algorithm for an intervention problem. this Chapter, under cer-

tain conditions, also proves that our objective is submodular and establishes a

similar (1 − 1/e)-approximation algorithm. However, our focus diverges as we

use the EN model instead. Additionally, we address interventions in dynamic

networks and fairness in interventions. We also demonstrate a stronger inap-

proximability result when maximizing the number of solvent nodes, compared

to [239].

All these works, including ours, relate to epidemics and epidemic contagion

mitigation, as seen in studies by [99, 72, 131, 132, 203]. However, the mathemat-

ical questions differ significantly. Epidemiological control problems often pose

#P-hardness challenges, whereas our behavioral assumptions in the EN model

allow for polynomial-time solutions for fractional interventions.

2.3 Model

We use [n] to denote the set {1, . . . , n}. For vectors (resp. matrices), we use ∥x∥p

for the p-norm of x (resp. for the induced p-norm); for the Euclidean norm (i.e.,

p = 2), we omit the subscript. 0 (resp. 1) denotes the all zeros (resp. all ones)

column vector, and 1S represents the indicator column vector of the set S . We

use x ∧ y (resp. x ∨ y) as shorthand for the coordinate-wise minimum (resp.

maximum) of vectors x and y. For a given vector x, we use the array notation

x(i : j) to denote a sub-vector of x from xi to x j (inclusive range). We use x ⊙ y to

denote the Hadamard product between vectors x and y, and ≥,≤, >, < to denote
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coordinate-wise ordering. In a network context, we use the notation j ∼ i to

denote a directed edge from a node j to a node i.

Throughout the paper, we use the tildes (e.g., p̃(t), z̃(t), etc.) to denote the

decision variables for fractional controls and bars (e.g., p̄(t), z̄(t), etc.) to denote

the decision variable for discrete controls.

2.3.1 Liability Network and Control Problem

The system consists of a dynamic network {G(t)}t∈[T ] spanning a finite time hori-

zon T with n entities (denoted by [n]), where each directed edge ( j, i) denotes that

entity j owes a total internal liability p ji(t) > 0 to entity i at round t. Agents have

external liabilities b j(t) ≥ 0, generated at the start of each round t. Each agent

owes in total p j(t) = b j(t) +
∑

j∼i p ji(t).

Each agent possesses assets c j(t) ≥ 0 to clear their liabilities. Moreover, each

agent experiences shocks x j(t) ∈ [0, c j(t)], and is able to clear a total of p̃ j(t) ∈

[0, p j(t)].

The regulator has a budget B(t) ≥ 0 at each time and aims to infuse it to

the agents through interventions. Each agent j receives an intervention z̃ j(t) ∈

[0, L j(t)] which increases their total assets from c j(t) to c j(t)+ z̃ j(t). The sum of all

interventions is at most B(t), i.e.
∑

j∈[n] z̃ j(t) ≤ B(t). The set of feasible intervention

policies is denoted byZ.

Definition 2.3.1. We say that node j undergoes default at time t if p̃ j(t) < p j(t);

else, when p̃ j(t) = p j(t), we say that j is solvent. For brevity, in the static regime

(i.e., T = 1), we ignore the time index.
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2.3.2 Liability and Asset Accumulation

At the start of each (discrete) round t, new internal liabilities ℓ ji(t) ≥ 0 get

generated in the system. The total liability p ji(t) is calculated as the sum of

the instantaneous internal liabilities ℓ ji(t) ≥ 0 and the accumulated liabilities.

At equilibrium in round t − 1, each agent is able to clear a total amount of

p̃ j(t − 1) ∈ [0, p j(t − 1)].

So at each round a fraction
(
1 − p̃ j(t−1)

p j(t−1)

)
of each of agent j’s liabilities are

cleared. Thus, the total liability between j, i ∈ [n] at the start of round t (i.e.,

before clearing) is given by

p ji(t) = ℓ ji(t) + p ji(t − 1) ·
(
1 −

p̃i(t − 1)
pi(t − 1)

)
,

If we define ℓ j(t) =
∑

j∈[n] ℓ ji(t); then the total liabilities owed by j at the start

of round t become

p j(t) = b j(t) + ℓ j(t) + (p j(t − 1) − p̃ j(t − 1)).

Similarly, at the start of each round t, new external endowments ξ j(t) ≥ 0

arrive, and an agent’s assets constitute of the new endowments and the surplus

assets from round t − 1, i.e.

c j(t) = ξ j(t) + c j(t − 1) − x j(t − 1) + z̃ j(t − 1) +
∑
i:i∼ j

ai j(t − 1)p̃i(t − 1) − p j(t) ≥ 0. (2.1)

whereas ai j(t − 1) ∈ [0, 1] correspond to the ratio of the total liabilities of i

that i has decided to give to j. In Section 2.3.3, we elaborate on the values of the

fractions ai j(t).

33



Finally, we assume that the surplus budget carries forward to the next round

and that a new non-negative budget W(t) ≥ 0 is added at each time, namely

B(t) = W(t) + B(t − 1) −
∑
j∈[n]

z̃ j(t).

At time t = 0 (before the contagion starts), the values of all variables are

assumed to be zero.

2.3.3 Rationing

One of the important problems faced by the regulator and the agents is the na-

ture of the model assumed regarding the rationing of the clearing payments,

cf. [139, 356, 43, 15, 8]. In simple words, choosing how to split a node’s obliga-

tions is a non-trivial task which poses some intractability challenges (see, e.g.,

[330, 53] and the references therein). Below, we give computational arguments

regarding these challenges and propose the model of [139] as a computationally

tractable solution.

As we briefly elaborated in Equation (2.1), the quantity a ji(t) p̃ j(t) corresponds

to the total payment from node j to node i at equilibrium, and a ji(t) ∈ [0, 1]

corresponds to the fraction that j gives to i compared to its other obligations,

and
∑

j∼i a ji(t) ≤ 1 (as the node can also be obliged to the externally). We call the

row (sub)-stochastic matrix A(t) with entries a ji(t) the rationing scheme.

The first question regarding the rationing scheme is whether there is an op-

timal rationing scheme, in the sense that it minimizes the total number of de-

faults defaults. Our answer to this problem is negative form a computational
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standpoint by showing that finding the optimal rationing scheme is NP-Hard.

Specifically, we define the OPTIMAL-RATIONING decision problem as:

Definition 2.3.2 (OPTIMAL-RATIONING). Given an integer D, aggregate liabili-

ties p(t), aggregate assets c(t), a subset S of the nodes, and a rationing scheme

AS c(t) of the nodes that belong to S c = [n]\S , does there exist a rationing scheme

AS (t) for the nodes of S such that the total number of defaults is at most D?

We prove that OPTIMAL-RATIONING is NP-Hard by a reduction from the

3-SET-COVER problem [230]:

Theorem 2.3.1. OPTIMAL-RATIONING is NP-Hard.

Given that finding the optimal rationing is an NP-Hard problem, an alter-

native way to ration the payments is to use the computationally tractable (and

suboptimal) rationing scheme proposed in [139]. In the sequel, we state this

modeling assumption:

Assumption 1 (Proportional Rationing [139]). The relative liabilities are set as fol-

lows:

a ji(t) =


p ji(t)
p j(t)

, if p j(t) > 0

0, otherwise
.

Conceptually, the EN model has an engraved notion of “fairness” since each

node j must return to i the actual fraction of its total liabilities.
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2.3.4 Financial Environment

We let (Ω,F ,P) denote the probability space, let (I,≤) be a totally ordered index

set; let (S,Σ) be a measurable space, and X : I × Ω → S be a stochastic pro-

cess. For an event E ⊆ Ω, we write P[E|X(1 : t)] to denote the probability of E

conditioned on the natural filtration of X up to t.

Till now, we have been agnostic in our model description as to the exact

nature of the exogenous shocks to the system, i.e., the per-round internal and

external liabilities and external asset payouts. We assume that the environment

is stochastic, i.e., the instantaneous assets and (internal and external) liabilities

induce uncertainty in the system in the forms of a disturbance. We denote the

financial environment at round t as U(t) = (b(t), ξ(t), x(t), {ℓ ji(t)} j,i∈[n],W(t)) and as-

sume that it is a Markov Chain evolving in a state space U ⊆ R
3n+(n

2)+1
≥0 . We

will use the letter ∆ to denote the maximum ℓ1 norm of a component of u, for

instance, ∆u = supu∈U ∥u∥1, and ∆b = supu=(b,ξ,x,ℓ,W)∈U ∥b∥1, etc.

Assumption 2 (Markovian Exogenous Shocks). The financial environment U(t) is

a Markov Chain, i.e. P[U(t) = u(t)|U(t − 1) = u(t − 1), . . . ,U(1) = u(1)] = P[U(t) =

u(t)|U(t − 1) = u(t − 1)].

Moreover, we assume that the interventions z̃(t) are Markovian.

Assumption 2 is a reasonable assumption for a financial system since we

are studying a model of accumulated debt and equity, and furthermore, it of-

fers mathematical tractability. A realistic scenario where Assumption 2 fails

in the case of contracts with maturity dates, namely at time t, we are consid-

ering random bilateral contracts of the form ℓ ji(t, τ) signed at time 0 ≤ τ ≤ t

which matures at time t. In this case, the total liability between nodes j and i
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is given as p ji(t) =
∑
τ≤t ℓ ji(t, τ) + p ji(t − 1)

(
1 − p̃i(t−1)

pi(t−1)

)
which makes the state s(t)

non-Markovian. Another interesting case where the Markovian assumption is

violated is credit default swaps (CDS; cf. [329, 330]), where the seller entity of

the CDS insures the buyer entity against some third-party defaulting. The above

extensions of our framework constitute interesting avenues for future work.

2.3.5 The Endogenous Exposure Index

We define β j(t) =
∑

j∈[n] a ji(t) denote the financial connectivity of j at time t (cf.

[179]) and β(t) to be the vector of the financial connectivity. Throughout the rest

of the paper, the following instance-dependent quantity, which we define as the

endogenous exposure index would be useful:

βmax(I) = sup
u(1:T )∈UT

max
t∈[T ]
∥β(t)∥∞.

Similarly to related works (cf. [38, 253]) in order to establish the uniqueness

of the solution, we make the following assumption about βmax, which is equiva-

lent to requiring b j(t) > 0 for all t ∈ [T ]:

Assumption 3 (Non-vanishing External Liabilities). βmax < 1.

From a societal context, this assumption is reasonable since it can be inter-

preted as a “tax” (see, for example, similar points made in [40]). When fractional

(resp. discrete) interventions are assumed we will use the notation β̃max(I) (resp.

β̄max(I)) to denote the Endogenous Exposure Index.
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2.3.6 Control Problem and Markov Decision Process

Now, as in the EN model, the clearing vectors p̃(t) ≥ 0 must satisfy the following

constraints for t ∈ [T ],

p̃(t) ≤ p(t) = b(t) + ℓ(t) + p(t − 1) − p̃(t − 1) (2.2a)

p̃(t) ≤ AT (t) p̃(t) + c(t) − x(t) + z̃(t) (2.2b)

z̃(t) ∈ Z

We refer to the first constraint (Equation (2.2a)) as the solvency constraint,

since if for some node j it holds with equality, it means that this node can repay

its debts in full. We refer to the second constraint (Equation (2.2b)) as the default

constraint, since when it holds with equality for some node j ∈ [n], this means

that j partially repays its debts proportionally to its creditors. Finally, clear-

ing vectors are always non-negative. Note by definition the bounds in Equa-

tions (2.2a) and (2.2b) are non-negative; we can thus compress these constraints

as p̃(t) ∈ [0, p(t) ∧ (AT (t) p̃(t) + c(t) − x(t) + z̃(t))]. Note that in the above equations,

A(t) is implicitly a function of p(t), which makes the constraints non-linear.

Next, given the current state p(t), exogenous input c(t), shock x(t), and action

z̃(t), a natural “maximal” choice of the clearing vector p̃(t) is for it to be the fixed

point of the system

s(t) =

p(t)

p̃(t)

 7→
 p(t)

p(t) ∧
(
AT (t) p̃(t) + c(t) − x(t) + z̃(t)

)
︸                                            ︷︷                                            ︸

=Φ(s(t),̃z(t);s(t−1),U(t))

. (2.3)

When the round is evident from the context, we use the abbreviation Φt(s, z) to

denote the mapping with information up to time t acting on the state action pair
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(s, z), i.e., for all z we have that s(z) = Φt(s(z), z). Note that, under Assumption 3,

the second component (i.e., p̃(t)) of Φt is a contraction. We also make the following

assumption based on the agents’ responses:

Assumption 4 (Maximal instantaneous clearing). In each round t, each agent max-

imally clears her current liabilities, i.e., with clearing vector p̃(t) as the (unique) fixed

point of

p̃(t) = p(t) ∧
(
AT (t)p̃(t) + c(t) − X(t) + z̃(t)

)
.

The above condition, taken from the EN model, is standard in the finance

literature – it imposes a natural requirement that agents try and explicit liabil-

ities as soon as possible, subject to the proportional clearing rule. If one wants

to maximize flows (or minimize defaults), one may be tempted to think this is

without loss of generality. However, this is not the case in dynamic external in-

terventions; one can create examples where dropping this assumption leads to

higher overall rewards. These settings, however, are somewhat extreme, and it

may be possible to eliminate them via other assumptions.

We want to emphasize that this is a subtle issue and is not without loss of

generality since we are specifying a particular form of clearing payments via

maximal clearing. In our context, this provides a natural and interesting way

that a behavioral assumption in the finance literature – simply that agents clear

liabilities as they arise to the extent possible (see the works cited in Section 2.2)

– leads to tractable instances of dynamic optimization over multiple stages, as

we show in Theorem 2.4.1.

It is easy to observe that under Assumption 2 and Assumption 4, the se-

quence s(t) = (p(t), p̃(t)) is a Markov Chain (MC). More specifically, at time t,

the only information needed to determine pi j(t) is the instantaneous liabilities
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(which is an MC), the action z̃(t − 1) and the remaining liabilities from times

t − 1, therefore extra information from round 0 up to t − 2 is redundant. Since

the external liabilities are also an MC and the sum of p ji(t) only depends on

the state of the system at t − 1, then s(t) is an MC based wrt to s(t − 1) and

z̃(t − 1). Also Equation (2.2) depends only on the state of the system at time

t − 1 and the calculated maximum liabilities at the start of round t; there-

fore, the optimal clearing vector that occurs on the element-wise minimum

of the RHS of the inequalities of Equation (2.2) is dependent on the previous

state s(t − 1) and the action z̃(t − 1). Similarly, the control z̃(t) depends on in-

stantaneous liabilities ℓ(t) and b(t), the external endowments ξ(t) and shocks

x(t), which are Markovian by Assumption 2 and Assumption 4. Furthermore,

z̃(t) depends on p(t) and A(t), which depend on the liabilities at time t and

the uncleared liabilities from time t − 1. These define a transition kernel T ,

T ((s, z)→ s′) = T (s′|s, z) = P[s(t) = s′|s(t − 1) = s, z̃(t − 1) = z]. We also denote the

projection on (s, z) of the kernel (which is a distribution itself) as T (·|s, z) = Ts,z(·).

The MC is associated with an initial distribution over the state space s(0) ∼ π0.

The state space of the MC is denoted by S.

Given the above setting of networked interactions over time with stochastic

shocks, we can now formulate the problem of optimal dynamic interventions

for maximizing various objectives as a Markov Decision Process (MDP). In this

section, we formalize this and show that when interventions are continuous, the

MDP can be solved optimally for a wide range of objectives.

Rewards & Objective. We consider two classes of reward function. The for-

mer type of reward is a linear reward function parametrized by a vector v > 0,
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Rv(t) = vT p̃(t) =
∑
j∈[n]

v j p̃ j(t). (Lin-OBJ)

When not clear from context, we assume that v = 1, and we denote the

function simply by R(t). We note that due to the properties of the EN model

[139] all objectives of the above form would yield the same policy, which we

call the optimal policy. Thus, our framework allows for the maximization of a

large family of reward functions.

This reward measures the total flows of payments in the network. Another

reward function we are interested in is counting solvent nodes, which we call

the absolute solvency reward, i.e.

RAS(t) =
∑
j∈[n]

1
{
p̃ j(t) = p j(t)

}
. (AS)

The stochastic reward incurred by a state-action pair at time t is R(t). Note

that here we can use any function of p̃(t) that is coordinate-wise strictly increasing

due to [139, Lemma 4] and get the same solution.

The overall objective that is to be maximized is the sum of rewards over a

finite horizon [T ],

max
z̃(1:T )∈Z

Es(0)∼π0

T−1∑
t=0

R(s(t), z̃(t) = Π(t, s(t)),U(t))


s.t. Equation (2.2) ∀t ∈ [T ]

(2.4)

We also assume no accumulated debts and interventions from time t ≤ 0. We

let r(s, z) = EU(t)
[
R(s(t) = s, z̃(t) = z,U(t))

]
.
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ℓ12(1) = 1

ℓ13(1) = 1

c1(1) = 1

b1(1) = 1

b2(1) = 1

b3(1) = 1

1

2

3

p̃1(1) = 3, z̃∗1(1) = 2

p̃2(1) = 1, z̃∗2(1) = 0

p̃3(1) = 1, z̃∗3(1) = 0

(a) t = 1: p(1) = (3, 1, 1)T , r(1) = 5

ℓ12(2) = 1

ℓ13(2) = 1

p12(2) = 1

p13(2) = 1

c1(2) = 1

b1(2) = 1

b2(2) = 1

b3(2) = 1

1

2

3

p̃1(2) = 3, z̃∗1(2) = 2

p̃2(2) = 1, z̃∗2(2) = 0

p̃3(2) = 1, z̃∗3(2) = 0

(b) t = 2: p(2) = (3, 1, 1)T , r(2) = 5

Figure 2.2: A contagion network over T = 2, with instantaneous internal liabil-
ities ℓ, external liabilities b, and external assets c that are identical over the two
rounds. The total budget infusion is W(t) = 2 at each round. The optimal inter-
vention for t = 1 is z̃∗(1) = (2, 0, 0)T , in which all nodes can cover their debts, and
no liabilities are carried over from t = 1 to t = 2. Similarly, in t = 2 the optimal
intervention vector is z̃∗(2) = (2, 0, 0)T and all liabilities are cleared. The value
function equals r(1) + r(2) = 10.

Value Function. We define the value function V z̃(t, s) as the optimal reward

we can collect from time t onward, starting from state s and applying policy

z̃(1 : T ). The value function obeys the HJB equations for actions chosen from

the action set, i.e., V(t, s) = maxz∈Z(t)

{
r(s, z) + Es′∼Ts,z [V(t + 1, s′)]

}
. In Figure 2.2,

we present an example of an intervention scenario under our model for a toy

dynamic network with T = 2 periods.
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2.4 Efficient Computation of the Optimal Policy

The above MDP has a very high-dimensional state and action space (R2nT and

RnT respectively), so a priori it is unclear if it can be solved efficiently. Sur-

prisingly, we show below that we can exploit the structure of the problem – in

particular, the fact that the random shocks are exogenous (Assumption 2), and

the maximal clearing assumption (Assumption 4) – to give a closed-form expres-

sion for the value function as an expectation over the exogenous shock vector

U(1 : T ); moreover, this also allows us to compute it efficiently (and thus find

near-optimal policies) via Monte Carlo estimation.

We now proceed to show how to calculate the value function V(t, s) and the

optimal policy z̃∗(t). First, it is easy to check that given a realization of the random

shocks u(t : T ), the optimal reward (and policy) can be written as a sequence of

nested linear programs. More surprisingly, we prove that, due to the structure

of our model, we can exchange the maximum and expectation operators in the

value function. Consequently, when the shocks are generated randomly, we

get that the value function (Theorem 2.4.1) can be approximated by sampling

N sample paths and then, for each sample path u(t : T ) solving a sequence of

T − t + 1 linear programs.

Our algorithm (Algorithm 1) is comprised of two routines: first, Pathwise-V

takes as an input a sample-path u(t : T ) of exogenous shocks, a starting state s,

and budget constraints L(1 : T ) and W(1 : T ) and solves a deterministic dynamic

program for each sample paths.

The second routine (Aggregate) inputs a natural number N, the budget con-

straints L(1 : T ) and W(1 : T ), a financial environment U, and the starting state
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Algorithm 1 Approximate V(t, s)

Pathwise-V(L(t : T ), W(t : T ), u(t : T ), s)

1. Given the initial state at round t − 1 calculate A(t) and p(t)

2. For each t′ ∈ [t,T ]

(a) Let u(t′) =
(
b(t′), c(t′), vec({ℓ ji(t′)} j,i∈[n])

)
be the financial environment.

(b) Let p̃∗(t′), z∗(t′) be the optimal solution to max p̃(t′),z(t′) 1
T p̃(t′) subject to

the dynamics of Equation (2.2) and the random shocks
b(t′), c(t′), {ℓi j(t′)}i, j∈[n].

(c) If t′ < T , use p̃∗(t′) to calculate A(t′ + 1), p(t′ + 1), c(t′ + 1) and B(t′ + 1).

3. Return Vu(t:T ) =
∑

t′∈[t,T ] 1
T p̃∗(t′).

Aggregate(N, L(t : T ), W(t : T ),U, s)

1. Sample N i.i.d. sample paths {ui(t : T )}i∈[N] ∼ U where a sample path
consists of a realization of the environment on T − t + 1 periods.

2. For every i ∈ [N] compute

Vui(t:T ) = Pathwise-V(L(1 : T ),W(t : T ), ui(t : T ), s)

3. Return V̄(t, s) = 1
N

∑N
i=1 Vui(t:T ).

s. The algorithm then samples N exogenous shock realizations fromU. Condi-

tioned on any of the sample paths ui(t : T ) with i ∈ [N], it calls the first routine

to compute the sample value function V̄ui(t:T ). Finally, it aggregates all solutions

and outputs an estimate V̄(t, s).

Theorem 2.4.1. Under Assumption 3, Assumption 4, and Assumption 2, the following

are true

1. The value function V(t, s) satisfies

V(t, s) = EU(t:T )

[
max
z̃t , p̃t

{1T p̃t + max
z̃t+1, p̃t+1

{1T p̃t+1 + max
z̃t+2, p̃t+2

{1T p̃t+2 + . . . }}}

]
and corresponds to solving a sequence of linear programs.
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2. For N = log(2/δ)(T−t+1)2∆2
u

2ε2 samples, Algorithm 1 returns an ε-approximate solution

V̄(t, s) such that |V̄(t, s) − V(t, s)| ≤ ε with probability at least 1 − δ.

In general, it is known that solving a general MDP has exponential complex-

ity (see, e.g., [374]) and it would naïvely require to solve O
((

log(1/δ)∆2
u

ε2

)T
)

LPs on

2n variables each to approximate V(1, s). Theorem 2.4.1 reduces the complexity

with respect to T to polynomial; namely to approximate V(1, s) we now only re-

quire solving O
(

log(1/δ)∆2
uT 3

ε2

)
LPs on 2n variables each which is polynomial in the

time horizon T . Also, in practical scenarios, the matrices {A(t)}t∈[T ] are typically

sparse, so the sequence of nested LPs can be solved efficiently.

Finally, as a special case of Theorem 2.5.3, we can show that if certain con-

servation conditions regarding the state space U of the financial environment

hold, then A(t) is a constant matrix, Equation (2.2) become linear, and, therefore,

resolving the dynamic clearing problem requires solvingO
(

log(1/δ)∆2
uT 2

ε2

)
LPs at the

terminal time with 2nT variables each.

Corollary 2.4.2. The dynamics of Equation (2.2) are convex (and, specifically, linear)

if and only if ℓ ji(t)
b j(t)+

∑
k∈[n] ℓ jk(t) are constant for every j, i ∈ [n] and t ∈ [T ]. If this condition

holds, then approximating the value function within accuracy ε > 0 with probability

1 − δ requires taking N = log(2/δ)∆2
uT 2

2ε2 sample-paths, and solving a single terminal LP on

each path.

This recovers the results of [378, 83].
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2.5 Network Control with Discrete Interventions

We next focus on the problem of allocating discrete interventions. For

the discrete interventions problem, each node can be allocated discrete re-

sources up to some value L j ∈ N. We allow controls to belong to ei-

ther ZBIN
d =

{
z̄(1 : T ) ∈

∏T
t=1[L(t)] : z̄(1 : T ) ≥ 0,1T z̄(t) ≤ B(t) ∀t ∈ [T ]

}
or ZAON

d ={
z̄(1 : T ) ∈

∏T
t=1{0, L(t)} : z̄(1 : T ) ≥ 0,1T z̄(t) ≤ B(t) ∀t ∈ [T ]

}
. We seek to find the

optimal policy that maximizes the value function at round t = 0, subject to the

dynamics

s(t) =

p(t)

p̄(t)

 7→
 p(t)

p(t) ∧
(
AT (t) p̄(t) + c(t) − x(t) + z̄(t)

)
︸                                            ︷︷                                            ︸

=Ψ(s(t),z̄(t);s(t−1),U(t))

. (2.5)

Again, when the round is clear from context, we use the abbreviation Ψt(s, z)

to denote the mapping with information up to time t acting on the state action

pair (s, z), i.e., for all z we have that s(z) = Ψt(s(z), z).

2.5.1 Intractability Results and Failure of Threshold-based

Policies

In the sequel, we define the decision version of the optimal intervention prob-

lem:

Definition 2.5.1 (OPTIMAL-DISCRETE-INTERVENTIONS). Given a financial envi-

ronment u(1 : T ) ∼ U and a non-negative number V∗, does there exist a discrete
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intervention rule z̃(1 : T ) ∈ ZBIN
d (or ZAON

d ) such that the value function under

reward Equation (Lin-OBJ) (or Equation (AS)) is at least V∗?

To give intuition on the reduction and its construction, we proceed by giving

a polynomial-time reduction from a variant of the Set-Cover problem to the

decision version for the maximization of the Equation (Lin-OBJ) objective, and

similarly for the Equation (AS) objective. Our reduction resembles the reduction

presented in [236] for the Influence Maximization problem.

Theorem 2.5.1. OPTIMAL-DISCRETE-INTERVENTIONS is NP-Hard.

At first glance, it would seem that Equation (Lin-OBJ) and Equation (AS)

would need similar algorithms to be solved approximately. However, surpris-

ingly, while there is an approximation algorithm for Equation (Lin-OBJ), the

answer regarding Equation (AS) is negative, and, specifically, it is NP-hard to

approximate a solution for Equation (AS) within any polynomial factor in the

instance size.

We first state the inapproximability result for Equation (AS):

Theorem 2.5.2. It is NP-Hard to approximate the Equation (AS) within a factor of
k+a(|I|)n

k+n = Ω(a(|I|)) for any function a(|I|) = poly(|I|) of the input instance size |I|,

unless P = NP.

We then turn our attention to Equation (Lin-OBJ). Initially, a natural policy

for interventions would be a threshold policy, regarding one’s existing equity, that

is if the initial equity w j of a node is below a threshold θ, then this node is bailed

out with a stimulus check of value L j. Thus, the designer should order nodes by

their equities in ascending (or descending) order and intervene as many nodes
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as possible, in this order, subject to the budget, breaking ties consistently. Such a

policy can perform arbitrarily badly. To observe this, consider the static regime

(T = 1), a network G on n nodes, which is built as follows: It consists of an

initial node with c1 = ξ1 = b1 = 1 and a directed path 2 → n where b j = ε/2

for 2 ≤ j ≤ n − 1, bn = 1 − (n − 1)ε + ε/2 and c2 = 1. We let x = c, L = 1 and

B = 1. The optimal policy bails out v2 and achieves a total flow of O(n), whereas

the naive policy bails out node v1 and achieves an objective of 1. The gap grows

unbounded as n→ ∞. The same (bad) example can be altered to fool the policy,

which bails out nodes in descending order of their equity.

From a policymaker’s perspective, this policy is reasonable since the entities

are sorted according to their wealth, and someone would argue that the inter-

ventions are “fair”. However, as we show, this is not the case and such policies

may not serve the policymaker’s eventual goal of maximizing welfare. In Sec-

tion 2.7.4, we give more examples of this policy failing in real-world datasets.

Finally, the failure of the aforementioned policy motivates the development of

more sophisticated approximation algorithms, which we will discuss in the next

section.

2.5.2 Approximation Algorithms for Linear Rewards

In this Section, we prove approximation guarantees based on randomized

rounding. In brief, we solve the relaxation problem where the fractional so-

lutions belong toZ and round accordingly.

First, note that a rounding regime that iteratively rounds the fractional opti-

mal solutions in a backward fashion does not yield correct results. The reason is
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Algorithm 2 Randomized Rounding for Dynamic Interventions

Sample-Interventions(L(t : T ), W(t : T ), u(t : T ), s)

1. Until constraints are satisfied and the approximation guarantee is not
violated

(a) For every agent j ∈ [n] sample (independent) interventions

z̄ j(t : T ) ∼ Bin
 z̃∗j(t : T )

L j(t : T )
, L j(t : T )


or z̄ j(t : T ) ∼ L j(t : T )Be

(
z̃∗j(t:T )

L j(t:T )

)
(for AON).

2. Return the value function VS OL
u(t:T ) =

∑
t′∈[t,T ] 1

T p̄(t) given the calculated
approximate (S OL) policy after calculating the clearing payments p̄(t : T ).

Aggregate-Discrete(N, L(t : T ), W(t : T ),U, s)

1. Sample N exogenous shocks {u j(t : T )} j∈[N] ∼ U

2. For i ∈ [N]

(a) Call Pathwise-V(L(t : T ),W(t : T ), ui(t : T ), s) and get the optimal
fractional policy z̃∗(t : T ).

(b) Calculate

VS OL
ui(t:T ) = Sample-Interventions(L(t : T ),W(t : T ), ui(t : T ), s)

3. Return V̄S OL = 1
N

∑N
i=1 VS OL

ui(t:T )

that a suboptimal action at round t + 1 can affect the optimal fractional action at

round t.

To combat this, we rely on the following algorithm: More specifically, let t

be a fixed round and s(t) be a fixed state at round t and let u(t : T ) be a sample

path for the random sequence U(t : T ) from time t onward. Conditioned on the

realization of u(t : T ), the regulator seeks to solve the following deterministic
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problem

max
z̄(t:T )

Vu(t:T )(t, s(t)) =
T∑

t′=t

R(s(t′), z̄(t′), u(t′))

s.t. s(t′) = Ψt′(s(t′), z̄(t′), u(t′)), z̄(t′) ∈ ZBIN
d ∀t′ ∈ [t,T ].

We also consider the fractional relaxation where the decision variables lie in

Z. Let VS OL
u(t:T )(t, s(t)) be the value that the approximation algorithm produces, let

VREL
u(t:T )(t, s(t)) be the optimal solution of the relaxation (i.e., when the interven-

tions belong toZ) and let VOPT
u(t:T )(t, s(t)) be the optimal solution. From optimality

we know that VREL
u(t:T )(t, s(t)) ≥ VOPT

u(t:T )(t, s(t)). Note that since u(t : T ) is given, the

optimal policy for the relaxed program consists of solving T − t + 1 LPs sequen-

tially and finding the pair of the clearing vector and optimal policy. We produce

a rounded policy S OL that corresponds to an intervention vector z̄(t : T ) ran-

domly by rounding the matrix z̃∗(t : T ) of the optimal relaxed policy by round-

ing all random variables z̄ j(t′) as Binomial i.i.d. vectors on L j trials with biases

z̃∗j(t
′)/L j for all t′ ∈ [t,T ].

Theorem 2.5.3. Algorithm 2 yields the following approximation guarantee (on expec-

tation):

Eu(t:T ),z̄(t:T )

[
VS OL(t, s(t))

]
≥

(
1 − β̃max

)
· Eu(t:T )

[
VOPT (t, s(t))

]
for the reward function R(t) = 1T p̄(t).

Similarly, if we want to extend it to other linear objectives, the approximation

ratio is going to be downscaled by a factor of ζ = max j∈[n] v j/min j∈[n] v j. Note that

in the proof of Theorem 2.5.3, there is no dependence on the states created by

the rounded outcomes. Therefore, we can compare and lower bound by the

fractionally relaxed policy’s reward value at each round t.
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Note here that the approximation guarantee of Theorem 2.5.3 depends on

the endogenous exposure index βmax, which depends on the domain of the sample

path and the fractional interventions. While, to the best of our knowledge, this

is the first approximation guarantee for this problem, we should note that the

approximation guarantee can be simplified under specific cases: Firstly, if the

system can clear all the liabilities, then the approximation factor simplifies to

∆b/(∆b + ∆ℓ where ∆b is the maximum magnitude of an external liability. This

is similar to the static case, has no dependency on the time horizon, and is only

instance-dependent (i.e., it depends onU). Otherwise, the approximation factor

lower bound loses an Ω(T−1) factor.

As the approximation factor of Theorem 2.5.3 is instance-dependent, one

may ask whether obtaining a better approximation guarantee for the problem

is possible. We give a positive answer to this question in the case of T = 1

(i.e., the static regime). In [226], the authors show that a greedy policy that

orders nodes based on their financial connectivity achieves an approximation

ratio of at most 3/4 for the case when T = 1. In this Chapter, we improve upon

this result. Specifically, for interventions in ZAON
d and T = 1, we can show that

the corresponding optimization problem corresponds to maximizing a monotone

submodular function, which yields an approximation algorithm achieving a con-

stant approximation factor of 1 − 1/e which is optimal unless P = NP [151, 302].

The detailed description of the greedy algorithm and its proof are provided in

Appendix A.3.6.

Theorem 2.5.4. For T = 1 and z̄(1 : T ) ∈ ZAON
d , there is a greedy algorithm that

satisfies

Eu,z̄

[
VS OL(s)

]
≥

(
1 −

1
e

)
· Eu

[
VOPT (s)

]
for linear rewards Rv = vT p̄. Moreover, the approximation guarantee is optimal unless
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P = NP.

2.5.3 Generalization of the LP-based algorithm for Bankruptcy

Costs

A natural extension of our model would consider incorporating bankruptcy

costs as it is captured by the Rogers-Veraart (RV) model introduced in [356].

According to [356, Definition 2.6], the clearing payments must satisfy:

p̃ j(t) =


p j(t), p̃ j(t) ≤

∑
i∈[n] ai j(t) p̃i(t) + c j(t) − x j(t) + z̃ j(t)

κA
∑

i∈[n] ai j(t) p̃i(t) + κc(c j(t) − x j(t) + z̃ j(t)), otherwise
,

(RV-model)

where κA, κc ∈ (0, 1] are scalar constants such that (see [356, Definition 2.5]), κA

is the fraction of the face value of net external assets realized on liquidation, and

κc is the fraction of the face value of inter-entity assets realized on liquidation.

The EN model (and subsequently our model that includes interventions) is a

special case of the RV model for κA = κc = 1.

Thus, all of our hardness and inapproximability results (Theorems 2 and 3)

hold naturally in the more general RV model as well, since our model can be

obtained by plugging κA = κc = 1 to Equation (RV-model). Moreover, based on

the mixed integer linear programming formulation of [22], the dynamics corre-

spond to
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ȳ(t) ⊙ p(t) ≤ AT (t) p̄(t) + c(t) − x(t) + z̄(t) (2.6)

p̄(t) ≤ κAAT (t)p̄(t) + κc(c(t) − x(t) + z̄(t)) + ȳ(t) ⊙ p(t) (2.7)

p̄(t) ≤ p(t)

0 ≤ p(t)

z̄(1 : T ) ∈ ZBIN
d orZAON

d

ȳ(1 : T ) ∈ {0, 1}nT ,

where ȳ(1 : T ) are auxiliary variables that we optimize together with the

clearing payments p̄(1 : T ) and the controls z̄(1 : T ), the fractional relaxation

corresponds to relaxing the controls to belong to Z, and the auxiliary variables

to belong to [0, 1]nT . It is straightforward to extend the proof of Theorem 2.4.1 to

the fractional relaxation of the RV model. We can similarly show that the value

function of the fractional relaxation of the RV model can be solved similarly

to the EN model and corresponds to a sequence of nested LPs, with the only

change that now we also optimize over the fractional relaxation ỹ(1 : T ) of ȳ(1 :

T ).

In the sequel, we turn our attention to applying the same LP-based frame-

work as in the case of the EN model, where we solve the fractional relaxation

and then sample the interventions similarly to Algorithm 2. The following the-

orem provides an approximation guarantee (under certain values of κA) for the

randomized rounding algorithm when bankruptcy costs are considered:

Theorem 2.5.5. For the RV model and all κc ∈ (0, 1], κA ∈

[
0,min

{
1, 1/β̃max − 1

} )
,

the randomized rounding algorithm yields the following approximation guarantee (on
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expectation):

Eu(t:T ),z̄(t:T )

[
VS OL(t, s(t))

]
≥

κc

1 + κc

(
1 − (1 + κA) β̃max

)
· Eu(t:T )

[
VOPT (t, s(t))

]
for the reward function R(t) = 1T p̄(t).

Note that this algorithm does not yield the optimal approximation guarantee

as choosing κA = κc = 1 yields a guarantee of 1/2 − βmax which we already know

is worse than the 1 − βmax guarantee of Theorem 2.5.3.

2.6 Incorporating Fairness Constraints in Network Interven-

tions

We say that an intervention is fair across the nodes if the intervention each node

gets “does not differ a lot from its neighbors”, whereas the “neighborhood” of

a node can be expressed in terms of the existing financial network or can be ex-

pressed in terms of an auxiliary network. In this way, we can measure fairness

in interventions in various settings. For instance, we can compare the interven-

tions between a node and all other nodes in the network, interventions between

a node and its neighbors on the financial network, and interventions between

nodes belonging to different population groups (such as minority groups). We

require the fairness metrics to be invariant towards scaling the entire control

vector, namely, do not change when the control changes from z(t) to αz(t) for

some α > 0, similarly to [178, 257, 256].

Proposition 2.6.1. Our model allows for incorporating any convex fairness constraint

ϕ(p̃(t), z̃(t)) ≤ 0 through augmenting the constraints of Equation (2.2).
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Driven by the above desiderata, we call an intervention rule1 z(t) in the

model fair if the interventions of a node do not “differ much” from its neigh-

bors. As a starting point, we consider the Gini Coefficient [178] and generalize

it accordingly to our model. In detail, we measure the deviation between a node

and its neighbors on a dynamic graph H(t) with weights w ji(t) ≥ 0 (w j j(t) = 0 for

all j ∈ [n]), with the following two measures:

1. Asymetric Fairness.

GCasym(z(t); H(t)) =
∑

(i, j)∈E(H(t)) wi j(t)|z j(t) − zi(t)|

2
∑

i∈[n] zi(t)
(∑

j∈[n] wi j(t)
) . (2.8)

This measure, though asymmetric, is inspired by the initial definition of

the Gini Coefficient [178], which equals 0 if all resources are equitably dis-

tributed and 1 − 1/n if one node gets all the resources. However, such

measure varies from 0 to
∑

i∈[n](wi, j0 (t)+w j0,i(t))
2
∑

i∈[n] wi, j0(t) (if a node j0 ∈ [n] gets all the in-

terventions) for an arbitrary measurement graph H(t). In contrast, a more

natural fairness measure is expected to lie in [0, 1]. This technical issue

is mitigated subsequently by the subsequent definition of symmetric fair-

ness.

2. Symmetric Fairness.

GCsym(z(t); H(t)) =
∑

(i, j)∈E(H(t)) wi j(t)|z j(t) − zi(t)|∑
i∈[n] zi(t)

(∑
j∈[n](wi j(t) + w ji(t))

) . (2.9)

Note that the above measure of inequality is well defined: when all nodes

get the same interventions, it equals zero, and when one node gets all the

interventions, it equals one.

1Here, z(t) can correspond to discrete or fractional interventions. When the context is spec-
ified, we use the corresponding notation, i.e., z̄(t) for the discrete interventions and z̃(t) for the
fractional interventions, respectively.
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Appendix A.2 provides some potential fairness measures.

To incorporate these fairness measures, we formulate the following relax-

ations to the optimization problems involving the aforementioned fairness met-

rics for a target fairness metric upper bound g(t) ≥ 0 for any choice of non-

negative weights. First, we consider the following optimization problem that

extends the formulation without fairness by adding the GC-dependent con-

straints for asymmetric fairness. We introduce auxiliary variables ϖ ji(t) for all

( j, i) such that:

ϖ ji(t) ≥ 0 ∀( j, i) (2.10)

−ϖ ji(t) ≤ z j(t) − zi(t) ≤ ϖ ji(t) ∀( j, i)∑
( j,i)∈E(H(t))

w ji(t)ϖ ji(t) ≤ 2g(t)
∑
j,i∈[n]

w ji(t)z j(t).

Similarly, by replacing the right-hand side of the last inequality, i.e.,

2g
∑

j,i∈[n] w ji(t)z j(t), with g(t)
∑

j,i∈[n](wi j(t) + w ji(t))z j(t), then we get the optimiza-

tion formulation for the case of symmetric fairness. Then, a natural question we

might ask is, “What is the maximum effect of these fairness constraints on the welfare

objective function?”. We define the Price of Fairness (PoF) to be

PoF(z(1 : T )) =
Value function without Fairness Constraints

Value function with Fairness Constraints
.

We prove the following about the PoF:

Theorem 2.6.2. The following are true:

1. For any M = M(n,T,∆u) > 0, there exist instances with non-trivial fairness
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constraints (i.e., g(1 : t) > 0) such that discrete interventions yield PoF > M.

2. For any non-negative increasing reward function R such that R is bounded by

a function f (n,T,∆u) < ∞ and fairness constraints g(1 : t) ≥ 0, there exists

M = M(n,T,∆u, g(1 : T )) > 0 such that fractional interventions yield PoF < M.

2.7 Effect of Network Structure on Intervention Policies

We assess how the network structure affects interventions in real-world and

semi-synthetic data. We run experiments with various datasets, including syn-

thetic networks and financial networks from various online and physical set-

tings, and an application to a non-financial networked resource intervention

problem arising in ridesharing.

2.7.1 Distribution of Interventions

We construct the following datasets2:

Synthetic Core-periphery Network (Stochastic blockmodel) (T = 10, n = 50).

We generate a network of n = 50 nodes and T = 10 rounds. In contrast, the

structural graphs Gt are drawn i.i.d. from an SBM with a Core-periphery struc-

ture with two blocks of size ncore = 10 and nperiphery = 40 and edge probability

matrix

pcc = 0.45 pcp = 0.1

ppc = 0.1 ppp = 0.1

. The internal liabilities and the external liabilities

are drawn i.i.d. from Exp(1), where the internal liability between (i, j) at round

2More information can be found at Appendix A.6.
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t is realized conditioned on the edge (i, j) existing on Gt. The asset and shock

vector are set to 0 every time.

Online Financial Network (Scale-free) (Venmo transaction data) (T = 6, n =

200). We use publicly available data3 from public Venmo transactions to form

a dynamic transaction network. The dynamic financial network corresponds to

Venmo transactions between July 2018 to September 2018 (3.8M transactions).

Data is grouped weekly, and we identified two sets of nodes: V1 (top 100 by

incoming transactions) and V2 (top 100 by outgoing transactions), combined as

V = V1 ∪ V2. We counted transactions within V and between V and the exter-

nal system, adding one transaction for nodes with zero outgoing transactions.

Random liabilities were generated using a Gamma distribution based on trans-

action counts, ensuring b(t) > 0. The details of the dataset construction have

been deferred to Appendix A.5.

Non-financial Allocation Network (Scale-free) (Extra dispatches in rideshar-

ing) (T = 31, n = 69). To demonstrate our framework’s applicability beyond

financial networks, our final experiment looks at the problem of creating extra

dispatches (for example, using autonomous vehicles) in ridesharing networks to

mitigate instantaneous demand-supply imbalances. We use publicly available

trip data from the NYC Taxi and Limousine Commission (TLC). We describe the

process of creating the dynamic network in detail in Appendix A.5.

Physical Financial Network (Bipartite) (Cellphone Mobility Data) (T = 5, n =

152). Data generated based on mobility data from the SafeGraph platform dur-

3https://github.com/sa7mon/venmo-data
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(a) Scale-free (Venmo) (b) Scale-free (TLC)

(c) Bipartite (SafeGraph) (d) Core-periphery (SBM)

Figure 2.3: Relation of topology and interventions for the three types of net-
works. We use L(t) = W(t) · 1.

ing April 2020. The nodes in the financial network represent (i) Points of Interest

nodes (POI nodes) that represent various businesses categorized by their NAICS

codes to categories (i.e., grocery stores, banks, gas stations, etc.) and the Census

Block Group4 (CBG) they are located at (ii) CBG nodes that represent a set of

households in a certain location. We focus on a period of T = 5 months span-

ning from December 2020 to April 2021. The detailed creation of the financial

network has been deferred to Appendix A.6.

We study the distribution of interventions for the various topologies. In Fig-

ure 2.3, we report the relationship between the clearing payments and the in-

terventions and the relation between the mean financial connectivity and the

interventions. We fit an ordinary least squares model (OLS) to the points and

4A CBG is a unit used by the US Census. It is the smallest geographical unit for which the
bureau publishes sample data, i.e., data that is only collected from a fraction of all households
and contains 600-3K people.
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a robust linear model via iteratively reweighted least squares with Huber’s T

criterion.

Regarding the scale-free networks, we observe a positive correlation be-

tween the clearing payments and the interventions, which are mostly concen-

trated in a non-uniform way, meaning that the regulator focuses more on nodes

that clear more payments. Lower values have more observations, and higher

values have fewer observations due to the scale-free nature of the liabilities.

Additionally, there is a positive correlation between the financial connectivities

and the interventions.

For the bipartite graph, we observe a positive correlation between the clear-

ing payments and the interventions (R2 = 0.887), with several nodes getting

small interventions regardless of their payments. However, the mean financial

connectivity is uncorrelated (R2 ≈ 0) with the interventions. A potential expla-

nation for this could be that most nodes (which correspond to households) have

external obligations that are significantly larger than the internal ones, making

the financial connectivity small in general while at the same time, these nodes

receive high enough interventions.

Finally, we observe that in the case of the core-periphery network, the in-

terventions are separated into two main “bands”, which correspond to the

core and the periphery nodes, respectively, and are positively correlated with

R2 ≈ 0.85, meaning that the optimal interventions are focused more towards the

core nodes.

In all of the experiments of Figure 2.3, a common pattern emerges: nodes

that clear more payments get higher interventions. These nodes are also cen-
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Figure 2.4: We analyze the R2 values that relate clearing payments and financial
connectivity to interventions across varying values of pcc and ppp = ppc = pcp.
Our observations reveal a distinct pattern: when the core is sufficiently sparse
(i.e., pcc is small), the optimal policy allocates more bailouts to more central
nodes (reflected by R2 > 0). Conversely, when pcc is high, the budget is opti-
mally allocated to the most peripheral nodes (indicated by R2 < 0). Therefore,
interventions in a sparse core enhance the network’s resilience, while a dense
core can facilitate the spread of shocks.

tral in the network regarding their exposure. One may be urged to think that

more central nodes would generally get higher bailouts. As we show in the fol-

lowing Section when the more central nodes are sparsely connected, this is the

case; however, as the connections between the central nodes become denser, the

regulator should focus on the less central nodes to remediate contagion.

2.7.2 The Role of Centrality and a Phase Transition

Previously, we showed that more central nodes generally get higher interven-

tions. In the core-periphery network, we observed a “banding” phenomenon,

where the interventions were concentrated around the core and the periphery

nodes, with higher interventions corresponding to the core nodes. The first

question that comes up is whether this is a general trend. As we show below,

our answer is negative. Namely, we can construct networks where this does
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not hold. Specifically, we show that as long as the core nodes are sufficiently

sparsely connected, then intervening in the core nodes incurs the maximum

benefit for the network; however, when the core connections become dense

enough, it is optimal to intervene in the periphery nodes.

To show this, we consider a family of core-periphery networks constructed

via a stochastic blockmodel with ncore = 10 nodes and nperiphery = 40 nodes, and

edge probability matrix

pcc ppc

pcp ppp

 with pcc ≥ max
{
ppp, ppc, pcp

}
. For simplicity

we have taken ppp = pcp = ppc, and sample liabilities from Exp(1) for the real-

ized edges. In Figure 2.4, we vary pcc from 0.1 to 0.9, and ppp from 0.1 to pcc

and report the correlation coefficient R2 between the clearing payments and the

interventions as well as the mean financial connectivity and the interventions.

We observe the following interesting phase transition: When the ratio λ =

pcc/ppp is close to 1, i.e., the core is relatively sparsely connected compared to

the periphery, then R2 > 0 and the core nodes (which have higher financial

connectivity) are the ones which get the interventions. On the other hand, as

λ increases and the core becomes dense enough, it reaches a critical value λcrit

(see the rightmost subfigure in Figure 2.4), at which the regulator allocates to

the periphery nodes (which corresponds to R2 < 0).

The regulator’s interventions are not universally centered on the most cen-

tral nodes in a financial network. Instead, the optimal intervention strategy de-

pends critically on the density of connections within the network’s core. When

core nodes are sparsely connected, interventions should be concentrated on

these central nodes to maximize network resilience. Conversely, as the core be-

comes densely interconnected, a critical threshold is reached beyond which the
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most effective intervention strategy shifts towards supporting the peripheral

nodes. This nuanced understanding of interventions highlights the importance

of assessing the network’s structural properties before deciding on intervention

strategies.

A related but complementary to our phase transition has also been observed

in [8] from the point of network shocks. Specifically, the authors find that when

network shocks are sufficiently small, denser connections enhance financial sta-

bility; however, dense connections become a mechanism to propagate shocks

beyond a certain shock magnitude. Our phase transition complements this find-

ing and provides additional insights regarding optimal interventions. Under

the assumption that the magnitude of shocks is homogeneous but the network

structure is heterogeneous, intervention at the core nodes remediates contagion

the sparser their connections are.

2.7.3 Experiments with Fairness

In Section 2.6 and Appendix A.2, we proposed various fairness measures, which

we examine here. Specifically, to induce fair interventions (in the fractional

case), we run Algorithm 1 with the constraints of Section 2.6. In Table 2.1, we

run experiments with the fairness constraints where we constrain the symmetric

Spatial GC (Figure 2.5) and the Standard GC (Figure 2.6) to be at most g(t) = 0.5

at all times for different values of the budget infusion W(t) (per dataset).

We observe that constraining according to the Spatial Gini Coefficient affects

the relation of payments and interventions slightly (see Figure 2.5); however,

constraining according to the Standard Gini Coefficient (see Figure 2.6) affects
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(a) Core-periphery (SBM) (b) Bipartite (SafeGraph)

(c) Scale-free (Venmo) (d) Scale-free (TLC)

Figure 2.5: Relation of topology and interventions for the three types of net-
works and fairness constraints according to the Spatial Gini Coefficient. We use
L(t) = W(t) · 1 and g(t) = 0.5.

the results non-trivially, with the most important changes occurring at the scale-

free networks. This is because the Standard Gini Coefficient treats the interven-

tion graph as a complete graph and treats the nodes on an equal basis. This can

greatly affect scale-free networks since very few nodes are the most exposed

ones, and most nodes have small exposure in terms of their liabilities.

Next, in Table 2.1, we report the PoF for the corresponding experiments of

Figures 2.5 and 2.6. We take the average of over 50 independent runs for the

datasets that involve randomness. Table 2.1 indicates that all fairness measures

achieve a PoF close to 1 in all datasets. This indicates that, generally, our inter-

vention algorithm can respect algorithmic fairness constraints with a very small

cost on the total welfare.

Secondly, we perform experiments imposing asymmetric fairness con-
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(a) Core-periphery (SBM) (b) Bipartite (SafeGraph)

(c) Scale-free (Venmo) (d) Scale-free (TLC)

Figure 2.6: Relation of topology and interventions for the three types of net-
works and fairness constraints according to the Standard Gini Coefficient. We
use L = W(t) · 1 and g(t) = 0.5.

Fairness Constraint Synthetic TLC Venmo Safegraph
Budget Increase W(t) 50 100 50 500K

Spatial GC (wi j(t) = ai j(t)) 1.013 1.008 1.020 1.020
Standard GC (wi j(t) = 1{i , j}) 1.005 1.009 1.013 1.102

Table 2.1: Price of Fairness. The payments and interventions are at Figures 2.5
and 2.6. We set g(t) = 0.5.

straints. In Figures 2.7(a) to 2.7(c), we study the total flow objective where we

run the unconstrained optimization problem (i.e., with a large upper bound),

and second, we restrict the Equation (Standard-GC-Asym) to be at most 0.1. Af-

ter the optimization, we report the relaxation optimum, the rounded solutions

to the problem, and the realized Equation (Standard-GC-Asym). We study the

behavior concerning the Equation (Standard-GC-Asym) and Equation (Prop-

GC-Asym) constraints. For the SafeGraph and the German Banks data, we use

the fuzzy version of the Equation (Prop-GC-Asym) where the weights repre-
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sent the probability that a node is a minority node. In other words, we want

to impose constraints between minority and non-minority groups. For the for-

mer dataset, the weights q are the minority scores for each CBG and business

where we impute missing data with the MLEs of the existing data. For the lat-

ter dataset, the values of q are sampled i.i.d. from Beta(2, 5). We use a budget

increase rate of 104 for SafeGraph, similar to the one reported in Figure 2.8, and

an intervention L = 106 · 1 for German Banks. Lastly (Figure 2.7(d)), we plot the

relation between the upper bound on the Equation (Sp-GC-Asym) coefficient

and the PoF for the German Banks Data for L = 105 · 1.

The German banks dataset Equation (Standard-GC-Asym) case (Fig-

ures 2.7(a) and 2.7(c)) has predictable behavior. To be more specific, as the

number of interventions k is small, the instance for which g = 0.1 has a lower

relaxation optimum as well as rounded value for k ≤ 6 and later approaches the

unconstrained optimum (i.e., where g = 1). In the constrained case, the Gini co-

efficient rises to its upper bound of 0.1 until k = 6 and then starts to drop, which

coincides with the objective value plots. The explanation for this phenomenon

is rather simple: at first, when resources are scarce, selecting certain nodes on

the network subject to these resources creates inequality, which is mitigated by

the constraint at the expense of the quality of the solution, creating a worse PoF

of about 1.2. When k is large enough, i.e., k ≥ 6, the available resources allow

the constrained version to create a solution close to the unconstrained version

(by “rebalancing” some z̄∗i values), which is reflected on both objective values,

and eventually the PoF reaches 1 when the two solutions eventually meet. Sim-

ilarly, when we constrain the Equation (Prop-GC-Asym) (Figure 2.7(c)) the PoF

is approximately 1.16 in the worst case (k = 2) and approaches 1 at k = 6.
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The PoF for the SafeGraph subject to the Equation (Prop-GC-Asym) con-

straint data is approximately 1, meaning all the resources have been equitably

allocated between minority/non-minority groups subject to the respective con-

straint(s). Lastly, in Figure 2.7(d) we observe that the PoF drops quickly to 1

in most cases and a decent trade-off between fairness and optimality can be

achieved when g = 0.4.

2.7.4 Failure of Threshold-based and Structure-based Heuris-

tics for Discrete Interventions

The next set of experiments evaluates the randomized and greedy algorithms

against network-based heuristics. For this reason, we focus on the case where

T = 1. We use the following heuristic methods to allocate stimulus, where for

each step, we augment each set (based on the criteria below) maximally subject

to the budget constraint:

• Wealth Policy. We sort the nodes in increasing order of initial wealth b j +∑
i∼ j pi j −

∑
j∼i p ji, nodes with the lowest wealth each time. Note that we

performed the same experiments with decreasing order of wealth, and the

results were similar and thus omitted.

• Out-degree Policy. We take the nodes with the highest out-degrees.

• PageRank [316]. We take the k-top nodes in decreasing PageRank values.

The calculation of PageRank takes into account the directionality of the

graph.

• Eigenvector Centrality [158]. We take the nodes in decreasing value of their
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eigenvector centrality (i.e., values of the principal eigenvector of the corre-

sponding random walk transition matrix). The computation of the eigen-

vector centrality measure ignores directionality.

• Random Permutation. Baseline criterion that considers a random permuta-

tion of the nodes.

Such policies are well-known benchmarks and have been used on similar

tasks such as Influence Maximization [236]. We also report the relaxation opti-

mum for all experiments, which is an upper bound to the true optimum (assum-

ing discrete interventions). We are considering an additional dataset of German

banks. (T = 1, n = 22) from the work of [97] where the internal and external

assets and liabilities of German Banks are reported.

Firstly, for various values of L, either fixed or varying, we report the cor-

responding objective values averaged over multiple draws of shocks from the

corresponding shock distribution, where we report both the empirical mean and

standard deviation (std). We parameterize the available budget with a pair of

parameters. The former parameter ℓ parameterized the budget increase rate,

and the latter parameter k parameterized the multiplicity of resources. We make

assumptions about the interventions that fall into two main categories: (i) fixed

interventions, where L = ℓ · 1 and Bk = ℓ · k and the number of interventions k

varies along the x-axis of the plots. This is equivalent to bailing out at most k

nodes on the network, where every node gets a stimulus value of ℓ. (ii) variable

interventions: in the SafeGraph experiments, we determine the interventions

as discussed in Appendix A.6. We assume that for each step k, the budget in-

creases by some amount ℓ, so, again, the available budget is Bk = ℓ · k. In the

experiments, we focus on the following linear objectives: the total flows/sum of
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payments, which corresponds to choosing v = 1, the sum of internal flows/pay-

ments which corresponds to choosing v = β, and the sum of external flows/sum

of taxes which corresponds to choosing v = 1 − β.

On the German Banks dataset, in the worst case, the greedy algorithm out-

performs the LP-based one by ≈ 15%. In contrast, the PageRank and centrality-

based heuristics are outperformed by greedy by ≈ 58% in the worst case. Finally,

we note that the random permutation, wealth, and outdegree heuristics perform

poorly in both objectives. The significantly decreased performance of the wealth

heuristic is justified by the fact that nodes that are important for the intervention

process and have priority (i.e., lower wealth) are not well-connected.

Similarly, one can argue about the other heuristics. In the case of the out-

degree heuristic, nodes with low equity may be well connected to the other

nodes; thus, giving them priority does not contribute substantially to the overall

objective. The uneven form of such curves suggests that these simple heuristics

are not good candidates for this optimization problem.

For the SafeGraph data, the randomized rounding algorithm outperforms

all benchmarks and is also very close to the greedy algorithm with a worst-case

difference of about 7.1% and being as far as approximately 40% from the other

heuristics in the worst case in the v = 1 − β plot. In Figure 2.8(d), the differ-

ences are about 18% in the worst case, however the greedy algorithm quickly

approaches the randomized rounding algorithm. Figure 2.8 suggests that inter-

ventions and {financial connectivity, centrality, wealth} may have some correla-

tion; but not very high. We believe such naïve policies have pitfalls, i.e., includ-

ing bailing out big corporations that may not need interventions or bailing out

individuals who are not “important” to the network.
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2.7.5 Additional Computational Experiments

Dynamic Fractional Interventions. For the fractional intervention setting, we

report the payments, cumulative rewards, and interventions for the datasets in

question; since we solve the problem optimally, we do not report competing

methods. In Figure 2.9, we plot the average clearing payments, the average

cumulative reward, and the average fractional interventions for the Synthetic

Core-periphery data and the Venmo data together with confidence intervals by

averaging over 50 samples of the random networks. We plot the clearing pay-

ments of the five most important nodes (in terms of total payments). The runtime

required to solve these problems varies from a few seconds to a few minutes.

Dynamic Discrete Interventions and Randomized Rounding. For the dis-

crete intervention setting, we report the results from running the randomized

rounding algorithm which performs well in practice (see next Section), and has

been shown to outperform several network-based heuristics. Similarly, in Fig-

ure 2.10, we plot the average clearing payments, the average cumulative reward,

and the average discrete interventions for the TLC data and the SafeGraph data.

Again, the runtime required to solve these problems varies from a few seconds

to a few minutes.

2.8 Discussion

In this paper, we have studied a dynamic resource allocation problem through

the lens of financial contagion, which can incorporate a variety of resource al-

location problems. We formulate an intervention problem in a network that
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obeys the EN contagion model. We study the problem of allocating fractional

and discrete resources so that contagion is averted, and we design algorithms

to calculate the optimal interventions. We prove that the problem of discrete

interventions is intractable and that there is no hope of finding an approxima-

tion algorithm for some specific objectives. For the other objectives, we de-

velop approximation algorithms that rely on randomized rounding and pro-

vide a greedy algorithm that works for a particular intervention setting. In the

sequel, we introduce various fairness measures in both regimes and study the

Price of Fairness. Then, we test our developed algorithms on real-world and

semi-artificial data and develop decision-making insights.

There are several potential future road maps for our work. Firstly, whether

the approximation ratio for discrete interventions can be improved (and by how

much) is currently unknown beyond the case of T = 1. Moreover, another in-

teresting question in the dynamic setting relaxing is the assumption that the

system responds optimally at each step and how it compares with the globally

optimal policy. Lastly, rounding the clearing variables is interesting to achieve

a provable solution within some factor from the optimal policy.
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(a) German Banks, Equation (Standard-GC-
Asym), L = 106 · 1

(b) SafeGraph, Equation (Prop-GC-Asym), L
custom

(c) German Banks, Equation (Prop-GC-
Asym), L = 106 · 1

(d) German Banks Data, Equation (Sp-GC-
Asym), L=105 ·1

Figure 2.7: Figures 2.7(a) to 2.7(c): Relaxation Optima and Rounded Values for
(i) unconstrained fairness, (ii) constrained fairness (given by the TargetGini
variable, which gives the upper bound g on the fairness). For Equation (Prop-
GC-Asym), we use minority demographic characteristics for SafeGraph, and
artificial data drawn i.i.d. from Beta(2, 5) for German Banks. Number of sim-
ulations as in Figure 2.8. Figure 2.7(d): Relation between fractional PoF and
the upper bound g on the Equation (Sp-GC-Asym) for varying resources for the
German Banks dataset.
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(a) German Banks,v = 1, L = 106 · 1 (b) German Banks, v = β, L = 106 · 1

(c) SafeGraph,v = 1, L estimated from real-
world data with a budget given by Bk = 104 · k

(d) SafeGraph, v = 1 − β, L estimated from
real-world data with a budget given by Bk =

104 · k

Figure 2.8: Comparison of randomized rounding, greedy, and network heuris-
tics on the data. We ran 1K simulations for German Banks and 50 simulations
for SafeGraph. Error areas represent 1 std.
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(a) Clearing Payments (Li(t) = W(t) = 50) (b) Interventions (Li(t) = W(t) = 50)

(c) Clearing Payments (Li(t) = W(t) = 100) (d) Interventions (Li(t) = W(t) = 100)

Figure 2.9: Fractional interventions in financial networks based on the stochastic
block model (a-b) and Venmo data (c-d).
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(a) Vehicle flows (W(t) = 100, Li = 10) (b) Extra dispatches (W(t) = 100, Li = 10)

(c) Payments (W(t) = 500K, L custom) (d) Interventions (W(t) = 500K, L custom)

Figure 2.10: Figs (a-b): Interventions (extra dispatches) in ridesharing (January
2021 NYC data; we report 5 busiest neighborhoods).Figs (c-d): Discrete inter-
ventions in a financial network (based on SafeGraph Data, December 2020-April
2021).
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CHAPTER 3

TOPOLOGICAL MEASURES OF SYSTEMIC RESILIENCE:

A NETWORK PERCOLATION APPROACH

The contents of this chapter constitute joint work with Amin Rahimian.

The global economy consists of many interconnected entities that are re-

sponsible for the supply and sourcing of products [88]. These production net-

works consist of products, each of which has some required inputs that can be

obtained from a group of suppliers and play a critical role in the day-to-day

operations of the world economy [274]. This interdependence between prod-

ucts leads to cascading failures once parts of the supply chain are disrupted

[206, 88, 275, 164, 4, 193]. For example, the recent COVID-19 pandemic and

the war in Ukraine disrupted parts of global supply, whose failures then spread

to other parts of the supply chain network, causing bottlenecks and choke points

[145, 142, 189, 413, 372]. In light of such problems, there is an ever-emerging

need to study the resilience of supply chain networks to identify vulnerabili-

ties, such as bottlenecks and choke points, and take steps to mitigate their effects

[242, 191, 370, 58, 371]. A motivating example is a tree production network in

which various raw materials lead to the production of more specialized prod-

ucts in several layers. There, it is easy to observe that the failure to produce any

of the raw materials, because all the suppliers that make them have failed, has

a devastating effect on the network and almost nothing can be produced.

Various methods and approaches can be used to study the resilience of sup-

ply chain networks [334, 24, 143]. One direction is to use network analysis tools

to identify critical components of the network and assess their vulnerability to
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disruption. This can include identifying key suppliers, products, and trans-

portation routes and evaluating their importance to the overall network. An-

other approach is to use simulation modeling to analyze the impact of different

disruptions on the network and evaluate the network’s ability to recover from

these disruptions [371]. This can include analyzing the effect of different distur-

bances (e.g., natural disasters, supply chain failures, etc.) and scenarios where

disruptions occur (e.g., simultaneous disruptions, sequential disruptions, etc.).

In addition to these technical approaches, it is important to consider organiza-

tional and strategic approaches to building resilience in supply chain networks

[77, 373]. This can include implementing contingency plans, developing rela-

tionships with alternative suppliers, and diversifying the network to reduce the

impact of a single point of failure. Building resilience in supply chain networks

requires a multifaceted approach that includes technical analysis, strategic plan-

ning, and organizational preparedness. By understanding the structure and dy-

namics of these networks, it is possible to build foundational resilience into sys-

tems that can evolve to withstand disruptions and recover more quickly when

they occur.

3.1 Overview of the Results

We model the product requirements as a digraph, including raw material with

no incoming edges and only outgoing edges, and more complex products

whose sets of incoming edges indicate requirements for their productions. We

refer to this digraph as the production network and also assume that each prod-

uct has a number of suppliers that operate and can fail with probability x. Ac-

cording to our model, a product can be produced when all its requirements are
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Figure 3.1: High-level graphical overview of our main results. Exact bounds are
located in Table 3.1.

met and its suppliers do not all fail. We consider two models for percolation:

(i) a homogeneous model according to which each product has n suppliers and

suppliers fail i.i.d., and (ii) a heterogeneous model according to which each sec-

tor has a varying size (modeled by a heterogeneous number of suppliers) and

supplier failures can be correlated.

For a high-level summary of managerial insights, see Section 3.6.

Emergence of Power Laws due to Cascading Failures (Section 3.3). To start

with, we state that the size of cascading failures in a production network follows

a power law when the underlying production network is a random directed

acyclic graph (DAG) – representing a simple topological hierarchy among K or-

dered products whereby the production of more complex products is contingent

on the supply of simpler products and raw materials. Our first result follows:
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Informal Theorem 1. Consider the production network of K products that is realized

according to a random DAG model with edge probability p, and consider the node per-

colation model with failure probability x for each of the n suppliers of each product. Let

F be the total number of products that cannot be produced due to the unavailability of

their suppliers or other required products. Then F follows a power law distribution and

admits a lower tail bound of P[F ≥ f ] ≥ C/ f for some constant C > 0 which depends

on K, p, and x.

Random DAGs provide a simple and clear representation of our resilience

measure. These and other stylized models of production networks allow us to

gain a foundational understanding before analyzing the resilience of real-world

production networks (see, e.g., [422, 57]).

The Resilience Metric (Section 3.4). We study the drivers of resilience in sev-

eral stylized models of production networks and identify resilient and non-

resilient architectures. Recall that we use x to denote the probability of suppliers

failing randomly. Consider a production network G with K products. Our no-

tion of resilience, denoted by RG(ε), determines the maximum value of x such

that at least (1− ε) fraction of the products in the production network G are pro-

duced with probability at least 1 − 1/K. In particular, we are interested in the

behavior of RG(ε) for fixed ε as K → ∞. For resilient production networks, this

limit is bounded away from zero. We show that this asymptotic notion of re-

silience is non-trivial, as resilient and fragile families of networks both exist. In

the sequel, we provide a non-asymptotic characterization of resilience, i.e., for a

production network of finite size with a finite number of suppliers, suitable for

analyzing real-world network architectures.
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Topology Is the Network Resilient? Main Result Resilience

Random DAG No Theorem 3.4.2 Oε

((
1
K

)1/n
)

Parallel Products Yes Theorem 3.4.3 Ωε

((
1
µm

)1/n
)

Backward network No Theorem 3.4.4 and Equation (3.4) Oε

(( m log K
K

)1/n)
for m ≥ 2

No Oε

((
1
K

)1/n
)

for m = 1

Forward network Yes, with probability η∗ Theorem 3.4.5 See Theorem 3.4.5

Random Trellis Yes, when r = m = µ = O(1) Informal Theorem 4 Ωε

((
1

r(1+p)

)2/n
)

No, when K/r = o(K1/3) Oε

((
1√
K

)1/n
)

Any Network G No if r = ω(K2/3) Theorem 3.4.7 Oε

((
K

r3/2

)1/n
)

Yes, for µ, r, and c fixed Ωε

((
1

(m+r)(µ+c)

)1/n
)

Table 3.1: Summary of Results for the Homogeneous Cascade Model (see
Section 3.1 for the definition of parameters for each network). The notation
Ωε (·) ,Oε (·) suppresses the dependence on ε.

Characteristics of Fragile and Resilient Networks (Section 3.4). We charac-

terize the resilience of networks based on their structural characteristics. We

find that there are four unifying characteristics/global graph features that de-

termine resilience: (i) r: the number of raw products, which corresponds to the

size of the primary sector; (ii) c: the number of final goods; (iii) m: the sourcing

dependency, which is the maximum number of inputs a product sources from;

and (iv) µ: the supply dependency, which is the maximum number of outputs a

specific product supplies.

In the warm-up results, we study the resilience of stylized production net-

works that help demonstrate the interplay between these parameters. These

structures and their parameterization are as follows.

1. Random DAGs: K products ordered as 1, 2, . . . ,K and connected with di-

rected edge probability p that respects their ordering; see Section 3.3.2 and

Figure 3.3(a).

2. Parallel products with dependencies: A set of r raw materials that are used to
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produce K − r final goods, each complex product requires m raw inputs

(source dependencies), and each raw material is sourced by µ final goods

(supply dependency); see Section 3.4.1 and Figure 3.3(b).

3. Hierarchical production networks: (i) Backward hierarchical production network:

A tree production network with depth D and fanout m ≥ 1, i.e., each

product has m inputs independently of the other products. In this sup-

ply chain, the failures start from the raw materials we position at the

tree’s leaves, and the cascades grow from the leaves to the root (see Sec-

tion 3.4.2 and Figure 3.4(a)), and (ii) Forward hierarchical production net-

work: A tree production network generated by a branching process (also

known as the Galton-Watson process) with branching distributionDwith

mean µ, which has (random) extinction time τ, and extinction probabil-

ity η∗(D) = P[τ < ∞]. In this regime, the percolation starts from the root

node (raw material), and proceeds to the leaves (see Section 3.4.2 and Fig-

ure 3.4(b)).

Table 3.1 and Figure 3.1 summarize our results for the resilience of the above

architectures and the corresponding theorems where the results are proved.

Namely, we show:

Informal Theorem 2. Random DAG, backward production network, and random trel-

lis with m ≥ 1 and constant width are always fragile with RG(ε) → 0 as K → ∞ for all

ε. In contrast, parallel products with dependencies are resilient. The forward production

network satisfies P
[
RG(ε) = 0

]
> 0.

In addition to identifying fragile architectures, our non-asymptotic analysis

of RG(ε) reveals how various factors such as the number of raw materials r,
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the number of final goods c, and the sourcing dependency µ affect resilience.

These nuances are fleshed out in Section 3.4, as we present our results for each

architecture in Table 3.1. Specifically, we show:

Informal Theorem 3. For any network G, even r > K2/3 raw products cause it to

be fragile. In contrast, a network that has a fixed number of raw products r, source

dependency m, supply dependency µ, and number of final goods c is always resilient.

Intuitively, fragile networks look like “cowboy hats”, and resilient networks

look like “rolling pins” (cf. Figure 3.1). As a corollary of the previous result,

we see that a trellis network with width r and D = K/r tiers with random edges

generated independently with probability p between tiers d and d + 1 satisfies

the following:

Informal Theorem 4. If the trellis has D = o(K1/3) tiers, then it is fragile with re-

silience that goes to zero at the rate Oε
((

1
√

K

)1/n
)

as K → ∞. On the other hand, if

the number of raw products and the edge probability for the trellis are fixed (r and p

are both O(1)), then the trellis is resilient and its resilience can be lower bounded by

Ωε

((
1

r(1+p)

)2/n
)

as K → ∞.

Homogeneous Model with Inventory. In the sequel, we consider the capa-

bility of suppliers to hold inventories. In the simple case of the homogeneous

model, if the suppliers of product i have enough stock of product j, then they

drop the dependency of i to j with probability 1− y where y ∈ (0, 1) is a quantity

related to the available inventory. The question comes to evaluating the cas-

cade size when inventories are available. As a first remark, this is equivalent to

decreasing the sourcing dependency from m to my.
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However, if done with Monte Carlo methods, calculating the cascade size

Fy in a network is #P-hard to compute [99, 71]. A way to efficiently estimate

the size of the cascade E
[
Fy

]
is through linear programming (LP). Using the

union bound, we bound the cascade size E
[
Fy

]
by a linear program that takes

into account the failure probabilities x, the number of suppliers, the network

structure, and the inventory (cf. Theorem 3.4.10). We show that if y is sufficiently

small, then the cascade size is well approximated by a linear program:

Informal Theorem 5. If y = ϱ/m for some ϱ ∈ (0, 1), then there exists an LP, whose

optimal value p∗
G

satisfies E
[
Fy

]
≤ p∗

G
≤

(
1 + ϱ + O(ϱ2)

)
· E

[
Fy

]
.

The linear program we give can be used to give an (1 + ϱ + O(ϱ2)) approxi-

mation to the cascade size (E
[
Fy

]
) which can be computed in almost linear time

Õ(K +M) for small infection probabilities y = ϱ/m for ϱ ∈ (0, 1). This matches the

lower bound Ω(K + M) in runtime for maximum influence (up to logarithmic

factors); see [71]. This constitutes a novel result and connection to the inde-

pendent cascade literature, perhaps of independent interest, to the best of our

knowledge.

Our LP resembles those used in the literature on systemic risk and financial

contagion (see, e.g., [139, 179]), and it is also related to the literature on influ-

ence maximization [71, 236]. With the LP framework, we establish a promising

connection between cascading failures in supply chains and financial contagion,

as well as the independent cascade model. On the other hand, we show that if

the inventory is small (y > 1/m), there exist instances where the LP can be as

far away as an Ω(K) additive factor from E [F] (Appendix B.7). Moreover, the

dual LP of p∗
G

corresponds to a systemic risk measure, as axiomatized in [96]

and subsequent works.
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Finally, the LP formulation can be used to identify “vulnerable” products

– i.e., products that are more likely to fail than others, and subsequently de-

sign interventions in supply chains (see Section 3.4.5) based on Katz centrality.

We show that under certain assumptions, the probability that each node fails is

related to its Katz centrality [231], which is consistent with the existing litera-

ture on financial networks [368, 45]. Furthermore, we establish a generic lower

bound on RG(ε) and an optimal intervention policy (under assumptions) as fol-

lows:

Informal Theorem 6. 1. For y < 1/m, RG(ε) ≥
(

ε
1TβKatz

G
(y)

)1/n
, where βKatz

G
(y) =

(I − yAT )−11 is the Katz centrality of G.

2. If a planner can protect up to T products, then the optimal intervention of the

planner is to protect the T products in decreasing order of Katz centrality in GR,

i.e., γKatz
G

(y) = (I−yA)−11 for 0 < x < (1−µy)1/n. If x ≥ (1−µy)1/n the optimization

problem can be solved in poly-time via leveraging the Lovasz extension of p∗
G

subject to the intervention constraints.

Therefore, with sufficiently large inventories (y < 1/m) and sufficiently small

shocks (x ≥ (1 − µy)1/n), the Katz centrality of each node in the production

network can inform the social planner’s effort to design contagion mitigation

strategies to improve supply chain resilience. In the latter case, our approxima-

tion algorithm leverages the LP’s submodularity and cascade size approxima-

tion.

Connections to Risk Exposure Index (Section 3.4.6). To establish connections

with existing measures of supply chain risk in the literature, we adopt the def-

inition of Risk Exposure Index (REI) by [372] to our model. Accordingly, REI
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for a product i is defined as the maximum potential impact of a given prod-

uct (node), measured by the change (derivative) of the cascade size subject to a

shock at node i. We show that

Informal Theorem 7. Under reasonable assumptions, a network’s REI is proportional

to its nodes’ highest Katz centrality.

Empirical Results (Section 3.4.7). We experiment with real-world supply

chain networks from [422] and the World Input-Output database from [390].

In the former case, the production networks are DAGs, whereas in the latter

case, the networks correspond to countries’ economies and can have cycles. We

use Monte Carlo simulations to numerically determine the average resilience

(pRavg
G
=

∫ 1

0
pRG(ε)dε) in the multi-echelon networks of [422], and show that the

average resilience agrees with the derived upper bound of Theorem 3.4.7:

Observation 1. pRavg
G
∝ Kα1

rβ1
for some α1, β1 > 0 empirically determined (p-values <

0.01) by regressing pRavg
G

calculated from the supply chain data set of [422].

We also relate the average REI, that is, REIavg
G
=

∫ 1

0
REIG(x)dx, to Ravg

G
, m, and

K using regression. We show:

Observation 2. In the large inventory regime of Informal Theorems 5 and 6, REIavg
G
∝

Kα2 mβ2

(Ravg
G

)γ2
where α2, β2, and γ2 > 0 are empirically determined (p-values < 0.01) using

regression from values calculated in the supply chain data set of [422].

Heterogeneous Model (Section 3.5). We generalize our analysis to a hetero-

geneous model, where each product has a different number of suppliers and

supplier failures may be correlated. We generalize the definition of RG(ε) as the
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largest value x such that under the worst-case joint distribution of failures, ν,

with the average number of failures upper bounded by x, at least (1− ε) fraction

of the products survive with probability at least 1/K over the supplier failures

sampled from their joint distribution ν.

We give lower bounds by extending the aforementioned LP technique and,

moreover, show how to have low-dimensional representations of the marginals

of ν by leveraging the Bahadur representation [33], according to which we ex-

press the probability of failure of a product i as a function of higher-order corre-

lations. This allows us to establish upper and lower bounds for resilience with

correlations (Proposition 3.5.1). Finally, we empirically show how resilience is

affected by correlations in real-world data sets of [422].

3.2 Related Work

We model the production network as a graph that undergoes a percolation pro-

cess on its nodes, representing products. Each product has some suppliers, who,

if they all fail, then the product cannot be produced. Subsequently, a cascade is

caused by such a failure. Our modeling decision to study the supply network

as a graph that undergoes percolation has its roots in previous work (see the

referenced works in Appendix B.4); the most closely related is the work of [142].

Comparison with the results of [142]. [142] consider a hierarchical production

network that undergoes a link percolation process. Specifically, firms are opera-

tional if all their inputs have operating links to at least one firm producing the

specific inputs. [142] study the reliability of the supply network as the probability
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that the root product is produced. They show that three important factors affect

reliability: (i) the depth/size of the supply chain, (ii) the number of inputs that

each product requires, and (iii) the number of suppliers (which corresponds to

the ability of firms to multisource their required inputs). We investigate the ef-

fect of similar structural factors – i.e., topology, number of inputs, and number

of suppliers – under a fundamentally expanded setup by (i) considering produc-

tion shocks at the level of individual suppliers rather than links; (ii) considering

more general architectures than the hierarchical production networks of [142],

and (iii) studying a novel theory-informed resilience metric that guarantees that

almost all products can be produced in the event of a supply chain shock. One

of our main results shows that production networks are either resilient or frag-

ile. [142] show that when the magnitude of the systemic shock is greater than

some critical value, the reliability goes to zero, corresponding to fragile net-

works. When the magnitude of the shocks is below this critical value, the re-

liability attains a strictly positive value corresponding to the resilient networks.

They observe that reliability increases with multisourcing (having many sup-

pliers) and decreases with interdependency (requiring a multitude of inputs).

Our analysis differs from [142]. It focuses on determining the largest possible

shock that a network can withstand so that a significant fraction of products are

produced (survive) in the event of such a shock as the size of the network in-

creases. Our networks are similarly parametrized by size, multi-sourcing, and

interdependency parameters. In agreement with [142], we show that networks

become more resilient when multi-sourcing increases, and when interdepen-

dencies among products increase, networks become less resilient.

Our model and resilience metric complement the results of [142] as our met-

ric, model, and results provide tools for studying any production network (in
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contrast to the tree model presented in [142]). Moreover, we show two stronger

premises for determining the resilience of supply chain networks with global

features: Our first result says that even a sublinear number of raw materials on any

graph (not necessarily tree-like) can cause fragility, which agrees and generalizes the

observations on the tree model of [142]. Moreover, spare networks with a few raw

and final goods are resilient, as our theory suggests, complementing their theory.

In addition, we model the scenario where suppliers have inventories and show

that under sufficient inventory capacity, the cascade size is closely connected to

financial contagion models and experiences a phase transition. Specifically, we

show that there is a critical value ycrit where for large enough inventories, which

correspond to y < ycrit), the cascade can be well approximated by solving a linear

program; however, above this critical threshold (i.e., y > ycrit), there are instances

where approximating the cascade size becomes impossible. Conceptually, this

phase transition is complementary to the phase transition of [142], as y would

be related to their notion of the strength of the relationship between suppliers.

In contrast, our results focus on characterizing the maximum shock probability

(resilience) by approximating the cascade size via an LP.

We observe that certain types of networks are resilient, i.e., they can with-

stand sufficiently large shocks without experiencing catastrophic cascading fail-

ures, and others are fragile, i.e., non-trivial shocks are enough to render a sig-

nificant proportion of their products unproducible. We provide additional ev-

idence in the form of the emergence of power laws for the size of cascading

failures, which further motivates the study of resilience in complex production

networks. Compared to existing indices that combine many temporal, financial,

and economic risk factors [167], our resilience metric identifies topological risk

factors and focuses on cascading failures to identify fragile and resilient sup-
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ply chain architectures. [334] systematically reviews the literature on modeling

the topology and robustness of production networks with applications to real-

world data. Their first observation is that many real-world production networks

follow a power-law degree distribution with an exponent of around two.

Moreover, the resilience (called “robustness” in their work) of such networks

is defined as the size of the largest connected component or the average/max

path length in the presence of random failures. In contrast, we propose a novel,

theory-informed resilience metric that complements the existing measures in

[334] and references therein and supplement their empirical work with novel

theories about how topological attributes contribute to the increased risk of cas-

cading failures in production networks. We also test our proposed metric on

real-world data and provide empirical insights comparable to [334]. Finally, we

propose interventions to improve resilience with theoretical guarantees simi-

lar to optimal allocations in the presence of shocks and financial risk contagion

[139, 322, 62, 149, 57], and complementary to other supply chain interventions

that, for example, increase visibility and traceability [59], or design optimal in-

vestments [98]. Appendix B.4 provides an extensive review of the literature.

3.3 The Production Network

We start by describing the production network (see Figure 3.2(a) for an example

production network). We consider the production of a set of products K with

cardinality |K| = K where each product i ∈ K can be produced by a number

of suppliers and also requires certain inputs to be produced. Specifically, each

product i ∈ K has a set of requirements (inputs), denoted by N(i) that it needs
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Raw Materials (d = D)

. . .

Final Goods (d = 1)

(a) Production Network

i j
S(i) S( j)

(b) Supply Chain Network Be-
tween Two Products

Figure 3.2: Supply Chain Instance. Each node in the production network of Fig-
ure 3.2(a) has a supplier set. The supply chain network between two products
is shown in Figure 3.2(b).

in order to be made. The products and the set of requirements for each product

define production network G(K ,E). The production network is also associated

with the adjacency matrix A and the cardinality of the edges is M = |E|.

The production network G starts with raw materials (or sources), which are

materials that do not require any input, that is, they have |N(i)| = 0 and are the

“initial products” that are used in the production of others. We denote the set

of raw materials (or primary sector), which corresponds to products that do not

have input, by R and its cardinality by |R| = r. We use C to denote the set of final

goods (or final sector), which corresponds to products that do not have output,

and use c = |C| to denote their cardinality. Each product i ∈ K can be sourced

from a set of suppliers S(i). We assume that a supplier of a product can source

from any of the suppliers of the products on which it depends.

We define the sourcing dependency m of G as the maximum in-degree of any

product, and the supply dependency µ of G as the maximum out-degree of any

product. If G is random, m and µ are defined to be the corresponding expected
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in/out-degrees.

Associated with the production network G, we can also define a supply

chain network by focusing on the supply relations between the suppliers of

different products (cf. Figure 3.2(b)). The supply chain network H is de-

fined as a graph with vertex set V(H) =
⋃

i∈K S(i) and edge set E(H) =⋃
i∈K

⋃
j∈N(i)B(S(i),S( j)), where B(S(i),S( j)) is the complete bipartite graph be-

tween S(i) and S( j).

Example. Assume a simple network that produces

K = {engines, bolts, screws}.

We have, e.g.,

N(engines) = {bolts, screws}

and

S(engines) = {BMW,General Motors},

and suppliers for the screws and bolts.

We use [K] to denote the set {1, . . . ,K}. For vectors (resp. matrices), we use

∥v∥p (resp. ∥V∥p) for the p-norm of v (resp. for the induced p-norm); for the

Euclidean norm (i.e., p = 2), we omit the subscript. 0 (resp. 1) denotes the

column vector of all zeros (resp. all ones) and 1S represents the column vector

indicator of the set S . We use x ∧ y (resp. x ∨ y) as shorthand for the coordinate-

wise minimum (resp. maximum) of the vectors x and y. Finally, order relations ≥

,≤, >, < denote coordinate-wise ordering. We useGR to denote the edge-reversed

graph of G, i.e., the graph which has the same vertex set as G and reversed

edges. In our context, G corresponds to the graph of supply relations and GR
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corresponds to the graph of source relations. The notation xn ≍ yn means that

limn→∞
xn
yn
= 1.

3.3.1 Node Percolation in the Homogeneous Model

For most of the theoretical results of this Chapter, we focus on the homogeneous

failure model for simplicity of exposition. The homogeneous model assumes

that all nodes have the same number of suppliers and all products fail independently

of each other with the same probability. Later in the paper (see Section 3.5), we

introduce the heterogeneous model, which assumes that failures can be corre-

lated with each other, as well as each product, can have a different number of

suppliers.

According to the homogeneous model, each product i has a constant number

of suppliers that is equal to n. The supply chain graph G undergoes a node

percolation process in which each supplier fails independently at random with

probability x ∈ (0, 1). Each product can be produced if, and only if, (i) all of its

requirements j ∈ N(i) can be produced, and, (ii) at least one of the suppliers

s ∈ S(i) is operational. Upon completion of the percolation process, a random

number F of products fails, and the remaining S = K − F products survive. The

number of surviving products can be expressed as S =
∑

i∈K Zi where {Zi}i∈K are

the indicator variables that equal to one if, and only if, product i is produced

and are zero otherwise. The sequence of variables {Zi}i∈K obeys the following

random system of equations (or dynamics) for every i ∈ K :

Zi =
∏
j∈N(i)

Z j

1 − ∏
s∈S(i)

Xis

 , (3.1)
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where Xis
i.i.d.
∼ Be(x) correspond to the indicator variables that equal to 1 if sup-

plier s ∈ S(i) of product i ∈ K has spontaneously failed. Our paper aims to

study the random behavior of F (resp. S ). A planner is interested in finding

the maximum probability value x such that the number of failures is at most εK

(e.g., sublinear) with high probability. We show that some very simple produc-

tion networks can experience power-law cascades to motivate such a resilience

metric.

3.3.2 Motivation for a resilience metric: cascading failures and

the emergence of power laws in random DAG structures

We start by motivating the need for the definition of a resilience measure for

supply chain graphs. More specifically, similar to large social networks [265,

420] and power networks [128, 129, 304], we show that a randomly generated

supply chain with random DAG structure exhibits cascade sizes that obey a

power law, namely the average cascade size is dominated by a few very large

cascades rather than the many smaller ones. Our motivation comes from the

literature on network science and social networks literature in accordance with

the literature that uses network science ideas to introduce and study supply

chain concepts (see, e.g., [70, 24, 334]).

In a supply chain, we can assume that there is a “natural order” among the

products being produced; namely, producing more complex products is con-

tingent on the supply of simpler products. In a supply chain, raw materials

and component parts are typically transformed into intermediate products and

finished products through a series of production processes. The production of

93



more complex products often depends on the availability of simpler products,

as the simpler products are used as inputs in the production of the more com-

plex products. For example, in the production of a car, the production of the

car’s engine may depend on the availability of simpler components, such as

computer chips. In its simplest form, this behavior can be captured by a ran-

dom DAG model, where a DAG is created by independently sampling edges

via coin tosses. We also want to emphasize that the random DAG model has

a significantly different structure from the Erdös-Rényi random graph, which

allows the study of cascading behavior.

To observe this, we start with the random DAG model rdag(K, p) described in

the work of [420]. More specifically, we consider a supply chain with K products

1, . . . ,K connected as follows: for every k ∈ [K] and for every 1 ≤ l ≤ k − 1 we

add a directed edge (l, k) independently, with probability p ∈ (0, 1). Figure 3.3(a)

shows the creation of a rdag(K, p) with probability p and K = 3 vertices.

The percolation process occurs as described in Section 3.3.1. The following

theorem determines the distribution of the failure cascade size F and shows that

it grows at least as a power law with exponent one. Our proof in Appendix B.2.1

follows arguments similar to those made by [420].

Theorem 3.3.1. Let G ∼ rdag(K, p) be the production network of K products that is

realized according to a random DAG model, and consider the node percolation model

with failure probability x on the supplier graph associated with the production network

G. Then P[F = f ] ≍ xn

K(1−(1−xn)(1−p) f ) ≥
C(K,p,x,n)

f where C(K, p, x, n) > 0 is a constant

dependent on K, p, and x for large enough K.

The above result implies that F has a tail lower bound, i.e., P[F ≥ f ] ≥ C/ f .

Having proven Theorem 3.3.1, the next question is: How can we calculate the
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probability that a fractional cascade emerges? Conceptually, if the probability of a

fractional cascade emerging is O(1/K) for some choice of the percolation prob-

ability x, then, with a high probability, we will have the majority of products

survive. To quantify this phenomenon, we can first calculate P[F ≥ εK] for a

fixed fraction ε ∈ (0, 1). A simple calculation shows that, for large enough K,

P[F ≥ εK] ≍ xn

1 − ε + 1

K log
(

1
1−p

) log
(

1 − (1 − xn)(1 − p)K

1 − (1 − xn)(1 − p)εK

) = g(x,K, p, ε, n).

(3.2)

We want to find values of x such that for every ε ∈ (0, 1), the probability that a

cascade of size at least εK emerges goes to zero as K → ∞. Note that as K → ∞

we have 1
K log

(
1

1−p

) log
(

1−(1−xn)(1−p)K

1−(1−xn)(1−p)εK

)
→ 0 and therefore P[F ≥ εK] → xn(1 − ε). In

order to make this zero for every ε ∈ (0, 1), we should set x → 0. In Appendix

B.1, we give an analytical bound on x to ensure P[F ≥ εK] = O(1/K).

The above calculation shows that for a large random DAG, it is impossible

to have a (1 − ε)-fraction of the products that survive for any non-zero percola-

tion probability x. Therefore, we could, on a high level, characterize the random

DAG as a “fragile” architecture, because even the tiniest shock can be devastat-

ing for the production network.

Identifying fragile supply chains is important, as it allows companies and or-

ganizations to identify potential vulnerabilities and risks in their supply chain

operations. This can then be used to design more robust supply chains through

targeted interventions. Thus, once fragile supply chains are identified, compa-

nies can take a number of steps to make them more robust, such as diversifying

their supplier base, increasing inventory levels, and implementing contingency

plans.
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3.4 Resilience in the Homogeneous Model

The emergence of power laws for cascading failures in supply chain graphs, as

we show in Theorem 3.3.1, indicates the need to define a resilience metric. It

is important to have a suitable resilience metric to understand the behavior of

complex systems and identify potential vulnerabilities. There are many differ-

ent ways to define and measure resilience, and which metric is most appropriate

will depend on the specific system being studied and the goals of the analysis.

Some common approaches to defining resilience include looking at the system’s

ability to recover from disturbances, absorb or adapt to change, and maintain

function in the face of stress or disruption.

In our percolation model, ideally, a “more resilient” network is a network

that can withstand larger shocks, which are associated with larger percolation

probabilities x. Therefore, it is natural to assume that in a resilient network, we

want to find the maximum value that the percolation probability x can get in

order for a “large” fraction of the items to survive almost surely. Formally, for

ε ∈ (0, 1), the resilience of a product graph (possibly random) G is defined as

follows.

RG(ε) = sup
{

x ∈ (0, 1) : PG,x[S ≥ (1 − ε)K] ≥ 1 −
1
K

}
, (3.3)

RG(ε) corresponds to the maximum percolation probability for which, at

most εK products fail with a probability at least 1 − 1/K that increases to one

as K → ∞. The expectation EG [·] corresponds to the randomness of the graph

generation process and the probability PG,x[·] corresponds to the joint random-

ness of the percolation and the edges of the graph. In the case of rdag(K, p), our
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lower bound on x in Appendix B.1 to ensure P[F ≥ εK] = O(1/K) is also a lower

bound on the resilience for this particular architecture.

We make a distinction between the following two classes of networks:

Definition 3.4.1. A family of production networks G indexed by their number

of products K, is resilient iff limK→∞ RG(ε) > 0 for any fixed ε ∈ (0, 1), and it is

fragile iff limK→∞ RG(ε) = 0 for any fixed ε ∈ (0, 1).

That is, the former type of architecture can be characterized as fragile archi-

tecture since even the smallest failure can devastate the network. The latter can

be characterized as resilient architecture since it can withstand non-trivial shocks

in the limit of K → ∞.

Similarly to existing approaches in random graph theory (cf. [64]), we con-

sider the case where the number of products is large as a means to represent

an arbitrarily complex economy. However, we want to note that our results are

non-asymptotic, which makes them suitable for real-world supply chains.

In the sequel, we study a variety of network architectures and derive lower

bounds for the resilience of such supply chain architectures. Table 3.1 sum-

marizes our results. Briefly, to prove that a supply chain G is resilient, it suf-

fices to choose some lower bound percolation probability R
G

(ε) ∈ (0, 1) such that

Px=R
G

(ε)[F ≥ εK] = O (1/K) and prove that, which implies that limK→∞ RG(ε) > 0

since RG(ε) ≥ R
G

(ε). Moreover, to prove that architecture is fragile, we prove an

upper bound RG(ε) ∈ (0, 1) on the resilience that goes to 0 as K → ∞. To derive

upper bounds, we can use the following lemma, whose proof is deferred to Ap-

pendix B.2.2. The constant 1/2 in the following lemma is arbitrary and the proof

works for any constant θ ∈ (0, 1).
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(a) rdag(K = 3, p)
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(b) Parallel Products (µ = 2, m = 3).

Figure 3.3: Production networks of Section 3.3.2 and Section 3.4.1. Failures are
drawn in pink color.

Lemma 3.4.1. Let ε ∈ (0, 1) and let RG(ε) ∈ (0, 1) be a percolation probability such that

Px=RG(ε)[S ≥ (1 − ε)K] ≤ 1
2 . Then, for K ≥ 3, we have RG(ε) < RG(ε).

As a warm-up, the analysis of Section 3.3.2 shows that rdag(K, p) is a fragile

architecture, and therefore we get our first theorem.

Theorem 3.4.2. Let G ∼ rdag(K, p). Then, as K → ∞, we have RG(ε)→ 0.

In the next sections, we study various architectures and derive upper and

lower bounds of RG(ε).

3.4.1 Parallel Products with Dependencies

The first architecture we study is parallel products (cf. [57, 422] for related works

that motivate this architecture). Here, our objective is to produce a set C of final

goods and each requires m inputs (raw materials; source dependencies). We also

introduce supply dependencies among raw materials, assuming that each raw

material can supply µ products. Figure 3.3(b) shows an example of this supply

chain together with an instance of the percolation process (the affected nodes

are drawn in pink). Here, it is interesting to study both the resilience of the

whole graph, i.e., the graph with vertex set C∪R, as well as the resilience of the
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final goods C alone. We show that if the source dependency m and the supply

dependency µ between the products are independent of K, then the production

network is resilient. The resilience metric is lower bounded by
(

ε
2(µ+1)m

)1/n
in

both cases (final goods alone or together with raw materials), as the number of

products goes to infinity. Moreover, if the number of inputs m goes to infinity,

the resilience goes to 0 at rate O
(
e−

1
mn

)
, Formally, we prove the following for the

resilience of the parallel products (proved in Appendix 3.4.3):

Theorem 3.4.3. Let G consist of parallel products with c final goods and assume that

r raw materials can produce these products, and each raw material supplies at most µ

final goods, and each final good requires at most m raw products. Then, the resilience of

the final goods C (which corresponds to the highest probability that at least (1−ε)c final

products survive) satisfies:
(
ε
µm +

√
log K
2mK

)1/n

≤ RC(ε) ≤
(
1 −

(
1−ε

2

)1/m
)1/n

. In addition,

the resilience of all products (final and raw) satisfies
(

ε
2(µ+1)m +

√
log(K/2)

2mK

)1/n

≤ RG(ε) ≤(
1 − 1−ε

2(m+1)

)1/n
. Subsequently, if ε, µ and m are independent of K, then the resilience is

Ω

((
ε
µm

)1/n
)

and the network is resilient.

3.4.2 Hierarchical Production Networks

A supply chain can be organized hierarchically, with different levels represent-

ing different stages of the production process. The raw materials or components

that go into the production of a product are at the bottom of the hierarchy, and

the finished product is at the top. Each level of the hierarchy represents a stage

of production in which materials or components are transformed into a more

advanced or finished product [142]. This hierarchical structure helps visualize

the flow of materials and information throughout the supply chain and identify

potential bottlenecks or inefficiencies. Moreover, another possible hierarchy is
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to produce final goods from a source of raw products. In this section, we study

these two hierarchies, which we call backward and forward (referring to the di-

rections of percolation with respect to network growth), production networks

visualized in Figure 3.4. More specifically, we consider:

• The backward production network (Figure 3.4(a)) at which the tree grows

from the root, and then the percolation starts from the leaves and proceeds

to the root. For the scope of this Chapter, we study backward percolation

in deterministic m-ary trees. In Section 3.4.2 we prove that, as expected,

such supply chains are, in fact, fragile and give lower bounds on resilience.

• The forward production network (Figure 3.4(b)) at which the tree grows from

the root, and then the percolation starts from the root and proceeds to the

leaves. Here, the production network is generated by a stochastic branch-

ing process; the Galton-Watson (GW) process. In Section 3.4.2, we prove

that, under specific conditions, such supply chains are fragile with a non-

negative probability and are otherwise resilient.

Backward Production Network

In the case of the backward production network, we consider an m-ary tree with

height D and fanout m ≥ 1. The levels of the tree correspond to the “tiers”

with raw materials placed in the tier D and more complicated products placed

in higher tiers. Each product has n potential suppliers, and each product in the

tier d ∈ [D − 1] has exactly |N(i)| = m inputs from the tier d + 1. Tier d = D,

which corresponds to the raw products, has no inputs. Figure 3.4(a) shows how

the percolation process evolves in a tree with m = 2 and D = 3, where failures
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Figure 3.4: (a, b): Backward and Forward Networks. Node failures are drawn
in pink. (c): Resilience bounds for a subcritical GW process with branching
distribution as a function of µ; note the decreasing trends in both upper and
lower bounds, EG

[
RG(ε)

]
and EG

[
R
G

(ε)
]
, with increasing µ.

(drawn in pink) propagate from the two faulty raw materials to the root.

In addition to the power law result (Theorem 3.3.1), the case of the m-ary

tree is another example that motivates the resiliency measure RG(ε). Specifically,

let us think about the probability of a catastrophic failure in a tree, that is, one

that affects a substantial proportion of the suppliers in the production network.

A raw material failing to be produced can cause its parent product not to be

produced and inductively create a cascade up to the root. The complete cascade

will start from the failed product in tier D − 1 since some products in tier D − 1
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may be made if their corresponding raw materials are produced. However, no

product can be produced from tier D−2 onward. As a result, only o(K) products

survive. The probability of such an event equals:

P[S = o(K)] ≥ P[≥ 1 raw material malfunctions] = 1 − (1 − xn)mD−1
≥ 1 − e−xnmD−1

.

(3.4)

It is easy to see that if x = Ω
((

m log K/K
)1/n

)
, then a catastrophe occurs with a

high probability in the tree structure, meaning that failure probabilities as small

as
(
m log K/K

)1/n
+o(1) can cause catastrophes with probability approaching one

(and therefore the backward hierarchical production network is a fragile archi-

tecture). Therefore, it is interesting to study cases where such a scenario does

not happen; on the contrary, we have many products that survive. The fol-

lowing theorem formalizes the lower bounds and provides an additional upper

bound for the resilience of the backward production network (proved in Ap-

pendix B.2.4).

Theorem 3.4.4. Let G be a backward production network with fanout m and depth D.

Then,

1 − (
1 −

1
K

) 1
(1−ε)K


1/n

≤ RG(ε) ≤


(

2
K(1−ε)

)1/n
=

(
2

D(1−ε)

)1/n
, m = 1(

(1−ε) log m
log K

)1/n
≍

(
(1−ε)

D

)1/n
, m ≥ 2

. (3.5)

Therefore, the network is fragile.

Upper Bound Comparison. Since ε ∈ (0, 1) the above quantity behaves

asymptotically as O
((

log m
log K

)1/n
)

for all values of ε. Therefore, the resilience goes

to 0 with rate log K. However, note that in Equation (3.4), we showed a better

rate of O
((

m log K
K

)1/n
)
, and therefore we state that the resilience goes to 0 with a

rate of O
((

m log K
K

)1/n
)

(for m ≥ 2).
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Forward Production Network

We consider a random hierarchical network in which the products at each level

D are denoted by Kd. Starting from one raw material, we branch out through a

Galton-Watson (GW) process such that every product i ∈ Kd at the level d ≥ 1

creates ξ(d)
i supply dependencies, where {ξ(d)

i }i∈Kd ,d≥0 are generated i.i.d. from

a distribution D, with mean ED
[
ξ(d)

i

]
= µ > 0. Subsequently, the number of

products at each level obeys

|Kd+1| =


∑

i∈Kd
ξ(d)

i , d ≥ 2

1 d = 1
. (3.6)

Adding the node percolation process, we start a percolation of the children

of the root node r and subsequently proceed to their children, etc. The number

of the surviving products S in this case can be expressed as S =
∑

d:|Kd |≥1 σd,

where {σd}d≥0 follow another branching process, namely

σd+1 =


∑

1≤i≤σd
ξ(d)

i

(
1 −

∏
s∈S(i) Xis

)
, d ≥ 2

1 −
∏

s∈S(r) Xrs d = 1
. (3.7)

In Figure 3.4(b), we show such an example in which failures propagate from

the raw product to products of increasing complexity. In the case of the GW

process, the network has a random number of nodes K. For this reason, to

characterize resilience and fragility, instead, we focus on quantities PK[RG(ε) =

0]. We generalize the definition of resilience as follows.

Definition 3.4.2. A network G is q-resilient for some q ∈ (0, 1) if and only if

PK[RG(ε) = 0] ≤ 1 − q.
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Theorem 3.4.5. Let G be generated by a GW process in which the number of children

of each node is generated by a distribution D with mean µ > 0 and extinction time τ.

Let GD(η) = Eξ∼D
[
esξ

]
be the moment generating function of D, and let P[τ < ∞] =

η∗ = inf{η ∈ [0, 1] : GD(η) = η} be the extinction probability of the GW process. Then

the following are true: (i) If µ < 1, then G is 1-resilient, (ii) If µ(1 − xn) > 1, then G is

η∗-resilient.

Moreover, the expected upper bound on the resilience is, for µ ∈ (0, 1) ∪ (e2,∞),

given by EG
[
RG(ε)

]
=

∑
1≤k<∞ P[τ = k]x(µ, τ, ε) with

x(µ, τ, ε) = inf

x ∈

0,1{µ < 1} +
(
1 −

1
µ

)1/n

1{µ > 1}

 : (1 − xn)
µτ(1 − xn)τ − 1
µ(1 − xn) − 1

≤
1 − ε

2
µτ − 1
µ − 1

 .
(3.8)

The expected lower bound on the resilience is, for µ ∈ (0, 1) ∪ (e,∞), given by

EG
[
R
G

(ε)
]
=

∑
1≤k<∞ P[τ = k]x(µ, τ, ε) with

x(µ, τ, ε) = sup

x ∈

0,1{µ < 1} +
(
1 −

1
µ

)1/n

1{µ > 1}

 :
µτ − 1
µ − 1

− (1 − xn)
µτ(1 − xn)τ − 1
µ(1 − xn) − 1

≤ ε

 .
(3.9)

Applying Theorem 3.4.5 for the case where D is a point-mass function that

equals µ with probability 1, yields the following corollary for deterministic

structures.

Corollary 3.4.6. LetD have Pξ∼D[ξ = µ] = 1 for µ > 1. Then G is 0-resilient.

For the subcritical regime, we plot the expected resilience bounds in Fig-

ure 3.4(c) for a subcritical GW process with branching distributionD = Bin(k, p ∈

(0, 1/k)), as a function of µ = kp.

We want to remark here that the work of [142] considers a hierarchical sup-

ply network similar to the one presented in Section 3.4.2 – though by assuming a
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different percolation process. In Section II of their paper, they observe that their

reliability metric decreases as the interdependency increases, and the reliability

increases as the number of suppliers increases. This is in agreement with the

lower bound presented in Theorem 3.4.4 for the backward production network,

which increases as n increases and decreases as m increases, the probability that

there is at least a raw material failure (Equation (3.4)) increases. Moreover, in

their paper, if the shocks are below a value, then for large depths, the reliability

goes to zero, which is conceptually in agreement with the upper bounds pre-

sented in Theorem 3.4.4, which go to zero as D grows. Finally, for the forward

production network – which is not studied by [142] – we again get a result that

is in agreement with their results, since as the average interdependency µ in-

creases, we observe that the upper and lower bounds in the resilience decrease,

as empirically shown in Figure 3.4(c).

3.4.3 Bounding the Resilience with Global Graph Features

The next series of results focuses on deriving bounds for any network G us-

ing global graph features. Specifically, the global graph features governing the

bounds are the source dependency (m), the supply dependency (µ), the number

of raw products (r) and the number of final goods (c). We present the bound

(proved in Appendix B.2.7):

Theorem 3.4.7. For any network G, the resilience satisfies

 ε

2(m + r)(µ + c)
+

√
log K

rK

1/n

≤ RG(ε) ≤

 (1 − ε)K
√

2r3/2 +
√

r log K

1/n

.
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Thus, if r = ω(K2/3), then the network is fragile. Moreover, if r, c, µ are fixed, the

network is resilient.

On the one hand, the consequence of Theorem 3.4.7, which characterizes the

upper bound of resilience, is that, in general, production networks with a lot

of raw products are fragile. For example, the tree model of Section 3.4.2 satis-

fies the above condition and is indeed fragile, as we analytically show in Theo-

rem 3.4.4. The inverse dependence of resilience on the number of raw products

is also empirically verified by regression with empirical resilience values calcu-

lated on real-world supply chain data sets in Table 3.2. Theorem 3.4.7 gives a

slower decay rate of Oε
(
m−hn/2

)
. As a corollary of Theorem 3.4.7, we see that a

trellis network with width r and D = K/r tiers with random edges generated in-

dependently with probability p between tiers d and d + 1 satisfies the following:

Corollary 3.4.8. If the trellis has D = o(K1/3) tiers, then RG(ε) = Oε
((

1
√

K

)1/n
)
. More-

over, if a trellis has r = p = O(1), then RG(ε) = Ωε
((

1
r(1+p)

)2/n
)
.

3.4.4 Techniques for General Production Networks

So far, we have focused our attention on simple structures where we can find

analytical expressions for E [F], and, subsequently, by bounding E [F] we can

determine the upper and / or lower bounds for RG(ε). However, in more general

cases, Gmay have a more complicated structure for which we want to calculate

the resilience, and in general, E [F] is #P-hard to compute; cf. [99].Moreover, it is

certainly possible for a production network to have cycles, e.g., when complex

products are used in the production of simpler products. It is also possible

that production networks have cycles that represent recycling or other forms
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of circular flows of materials or resources in modern economies; cf. circular

economies [172]. In this section, we offer techniques to address the following

questions for general network topologies:

1. How do we efficiently calculate the cascade size F?

2. How do we identify network vulnerabilities in the failure of their most critical

nodes?

3. How can we design interventions to minimize the (expected) size of failure cas-

cades?

As expected, production networks are most vulnerable to failure of their

most “central” nodes, to which many of their products have (potentially higher

order) connections. In fact, we can identify such nodes using their Katz cen-

trality [231], which arises naturally under certain assumptions in our model.

Moreover, efficient network protection can be achieved to minimize the size of

cascading failures (in part) by protecting the most central nodes, which we for-

mulate in Section 3.4.5.

A surprising way to identify such nodes involves extending the percolation

process to allow link failures, creating a noisy version of the node percolation

process introduced in Section 3.3.1. More specifically, for each edge (i, j) ∈ E(G)

of the production network, we flip a coin of bias y ∈ (0, 1], independently of

the other edges and suppliers, and decide to keep the edge with probability

y. Model-wise, this corresponds to firms holding inventories and, therefore, if

a product i has enough inventory from its input product j, then it is likely to

discard its network dependencies with probability 1 − y.

This creates a subsampled graph Gy ⊆ G, which, under reasonable assump-
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tions for x and y, can be used to identify vulnerabilities of the network to prod-

ucts whose failure is likely to cause the largest cascading failures. The above

process can also be viewed as a joint percolation on both nodes and edges or a

node percolation on the noisy subnetwork Gy, where in order for a product to

function, on average it only needs a y-fraction of its inputs to operate. We de-

fine RG(ε; y) as resilience assuming randomness in the sampling Gy, such that

RG(ε) = RG(ε; y = 1). Moreover, we define Fy as the size of the cascade in Gy and

F as the size of the cascade when y = 1. A simple coupling argument similar to

Lemma 3.4.1 for 0 < y1 ≤ y2 < 1 shows that survivals in Gy1 are greater than in

Gy2 :

Proposition 3.4.9. For any 0 < y1 ≤ y2 ≤ 1, we have RG(ε; y1) ≥ RG(ε; y2). Subse-

quently, RG(ε; y) ≥ RG(ε) for all y ∈ (0, 1].

In the following, we answer the above questions and provide a systematic

way to treat general graphs that undergo a joint percolation process. More

specifically, we systematically bound the expected number of failures and sub-

sequently derive bounds for the resilience metric. Finally, we show that our

analysis has deep connections to financial networks. To put our analysis into a

mathematical framework, Markov’s inequality states P[Fy ≥ εK] ≤ E
[
Fy

]
/εK.

This together with Proposition 3.4.9 allows us to have an upper bound on re-

silience by limiting the failure of at least εK products which requires an upper

bound on E
[
Fy

]
=

∑
i∈K P[Zi = 0] following Markov’s inequality; recalling nota-

tion of Equation (3.1), Zi is an indicator variable for the failure of product i.

To connect the approximation of E
[
Fy

]
with linear programming, we define

the following optimization problem and its dual, with optimal solutions β∗
G

(u; y)

and γ∗
G

(u; y), which are parametrized by a shock vector u ∈ [0,1] := [0, 1]K :
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p∗G(u; y) = max
β∈[0,1]

1Tβ s.t. β ≤ yATβ + u, (3.10)

d∗G(u; y) = min
γ,θ≥0

uTγ + 1Tθ s.t. (I − yA)γ + θ ≥ 1.

When the context is evident, we skip the arguments and simply write

p∗, d∗, β∗ and γ∗. The following theorem gives a way to characterize an upper

bound on E
[
Fy

]
as the solution to a linear program (proof in Appendix B.2.8).

Theorem 3.4.10. Let G be a production network that undergoes a joint percolation

process with the probability of supplier failure x and the probability of survival of edges

y. If p∗ is the optimal value of the primal problem in Equation (3.10) for u = 1xn, then,

for y = ϱ/m and ϱ ∈ (0, 1), we have E
[
Fy

]
≤ p∗ ≤

(
1 + ϱ + O((ϱ)2)

)
E

[
Fy

]
. The solution

to LP can be found as the unique fixed point β∗ of the contractionΦ(β) = 1∧(yATβ+xn1).

The above theorem provides an algorithm to find β∗ by solving the fixed

point problem, i.e., if β(t) corresponds to the failure probabilities in iteration t,

then β∗ can be found using the following iteration which corresponds to a con-

traction map (since y < 1/m):

β(t) = 1 ∧
(
yATβ(t−1) + xn1

)
. (3.11)

To obtain a solution with precision η, we need to iterate Equation (3.11)

log(2K/η)/ log(1/ϱ) times, where ϱ < 1 is the Lipschitz constant for the contrac-

tion map and 2K bounds the L1 norm of the initial condition. This algorithm

has a runtime of O
(

(K+M) log(K/η)
log(1/ϱ)

)
= Õ(K + M) to yield a solution that is close to

β∗ by some accuracy η, and subsequently is a 1 + η + ϱ + O(ϱ2) approximation of

the cascade size. The runtime matches the lower bound (up to logarithmic fac-

tors) Ω(K +M) of the influence maximization problem as shown in [71]. We also

109



show that the following approximation bounds hold for Fy and also that E
[
Fy

]
can never give a better approximation than 3/4+ o(1) – the proof is in Appendix

B.2.9.

Theorem 3.4.11. For y < 1/m, we have E
[
Fy

]
≥
E[F]−Kq

1−q where q = (1−(1− xn(1−y))m.

Moreover, E
[
Fy

]
≤

(
3
4 + o(1)

)
E [F].

Theorem 3.4.10 shows that there is a systematic way of bounding E [F] and

E
[
Fy

]
via the solution of a linear program or a fixed-point equation (if the edge

survival probability is less than 1/m). It is surprising to note that an elegant up-

per bound on the expected number of failures becomes possible by introducing

sampling at the edge level which reduces network dependencies. Moreover, if

we want to maximize a weighted cascade, namely the objective function is πTβ

for some vector π ≥ 0 instead of 1Tβ, then the corresponding dual program,

corresponds to the systemic risk measure [96, Example 7]:

ΛG(π; x) = min
γ,θ≥0

xn1Tγ + 1Tθ s.t. (I − yA)γ + θ ≥ π.

After defining p∗
G

and its dual d∗
G

, the next question is how they are related to

resilience. In the following (proved in Appendix B.2.10), we show that we can

bound the resilience using the sum of the Katz centralities βKatz
G

(y) = (I − yAT )−11

in G.

Theorem 3.4.12. If y < 1/m, the resilience RG(ε; y) satisfies RG(ε; y) ≥
(

ε
1TβKatz

G
(y)

)1/n
.

So far, we have focused on the regimes where y < 1/m. A reasonable question

to ask here is whether the LP bounds are a good approximation of E
[
Fy

]
for

y > 1/m. Unfortunately, the answer is negative as we show in Appendix B.7 as

we can find families of graphs such that the gap between the LP and E
[
Fy

]
is at

least K/8.
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3.4.5 Intervention Design

In our model, we build intuition behind designing interventions to protect the

supply chain. Our problem involves a global planner that can treat a maxi-

mum of B products in the network. Regulators aim to minimize failures, which

can be achieved in many ways, such as diversifying the supplier base, building

inventory buffers, and implementing robust risk management and monitoring

systems. In mathematical terms, since each product can be produced if it has

at least one functional supplier, this is equivalent to selecting a maximum of B

products in which to intervene. The decision variables are set to ti ∈ {0, 1}, i ∈ K ,

corresponding to the subset T ⊆ K of treated products). The probability of fail-

ure of every product is then given by (x(1− ti))n = xn(1− ti). Abusing notation, we

define p∗
G

(T ; y) (resp. d∗
G

(T ; y)) as the value of p∗
G

(u; y) (resp. d∗
G

(u; y)) where ui = 0

for every i ∈ T and with F(T ) (resp. Fy(T )) to be the cascade size (resp. cascade

size on the subsampled graph) after treating the products in T . A candidate

problem for the planner in this case is

min
T⊆K :|T |=B

p∗G(T ; y) = min
T⊆K :|T |=B

d∗G(T ; y) (3.12)

The function p∗
G

(T ; y) is increasing and submodular as a direct consequence

of [40, Online Appendix, Proposition A.7]. Therefore, the intervention prob-

lem focuses on minimizing a monotone, increasing sub-modular function. This

problem can be solved in polynomial time by relying on the Lovász extension

of p∗
G

(T ; y). For small shocks, we can solve the intervention problem analyti-

cally. Specifically, if 0 < y < 1
max{m,µ} and 0 < x < (1 − y max{m, µ})1/n, then the

optimal solution of the maximization LP in Equation (3.12) (since the constraint
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that corresponds to the network and individual effects holds with equality) is

pβ(T ) = xn(I − yAT )−11K\T where 1K\T is the indicator vector of K \ T . This yields

the following proposition (proved in Appendix B.2.11).

Proposition 3.4.13. Let 0 < y < 1
max{m,µ} , 0 < x < (1 − y max{m, µ})1/n. Let GR be

the graph where the direction of the edges in G is reversed, and consider γKatz
G

(y) =

(I − yA)−11, the Katz centrality of GR. Let π : K → K be a decreasing order on the

entries of γKatz
G

(y). Then, the optimal policy pt sets ptπ(i) = 1 for i ∈ [B] and sets it to zero

otherwise.

So, we can think of the “riskiest” products to be the ones with a high Katz

centrality in GR — the reversed graph representing the sourcing relationships

between products. This agrees with our intuition about DAGs, which says to

intervene starting from the raw materials and progressing in the topological

order of the DAG until the budget is exhausted.

3.4.6 The Risk Exposure Index

Our metric has connections to important metrics already present in the supply

chain literature [372, 370, 194], such as the Risk Exposure Index (REI). To define

REI, suppose that a product in the production network is disrupted by an in-

finitesimal shock, assuming the same responses from the other nodes. In our

case, this corresponds to a change in the probability of shock of the product i

from x to x + δ and its impact on the size of cascading failures, which corre-

sponds to the potential impact PI(i). Since it is difficult to quantify an exact

formula for the change of E [F], we will instead focus on the change in E
[
Fy

]
given by Equation (3.10). Specifically, the potential impact for a node is defined
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as

PIi(x; y) = lim
δ→0

p∗
G

(
(xn, . . . , (x + δ)n, . . . , xn)T ; y

)
− p∗

G

(
(xn, . . . , xn, . . . , xn)T ; y

)
δ

(3.13)

=
(
nxn−1

)
·
∂β∗i (u; y)
∂ui

∣∣∣∣∣
ui=xn

. (3.14)

Subsequently, the Risk Exposure Index of G (REI, [372]) is given as the worst

possible magnitude of PIi(x; y), i.e.,

REIG(x; y) = max
i∈K
|PIi(x; y)| = nxn−1

∥∥∥∥∥∂β∗∂u

∣∣∣∣∣
u=1xn

∥∥∥∥∥
∞

. (3.15)

We give the following Theorem to characterize the REI:

Theorem 3.4.14. Consider an optimal solution β⋆ of Equation (3.10). Let K+ ={
i ∈ [K] : β∗i = 1, β∗i ≤ y

∑
j∼i β

∗
j + xn

}
,K− =

{
i ∈ [K] : β∗i < 1, β∗i = y

∑
j∼i β

∗
j + xn

}
,K0 ={

i ∈ [K] : β∗i = 1 = y
∑

j∼i β
∗
j + xn

}
be a partition of the products K . Let B+ = K− ∪{

K + j : j ∈ V+ ∪V0
}
,B− = K+∪

{
K + j : j ∈ V− ∪V0

}
be the bases of the equivalent

LP with variable s, that is, maxβ,s≥0 1Tβ subject to (I − yAT )β + s = 1xn and β ≤ 1. If

B+ and B− are the matrices formed by the columns of
(
I − yAT I

)
corresponding to B+

and B−, and

PI+i (x; y) =
(
nxn−1

)
·
∂+β∗i (u; y)

∂ui

∣∣∣∣∣
ui=xn

,REI+
G

(x) = max
i∈[K]
|PI+i (x; y)|,

PI−i (x; y) =
(
nxn−1

)
·
∂−β∗i (u; y)

∂ui

∣∣∣∣∣
ui=xn

,REI−
G

(x; y) = max
i∈[K]
|PI−i (x; y)|,

then REI+G(x; y) = nxn−1
∥∥∥∥∥(I O

)
·,B+

(B+)−1
∥∥∥∥∥
∞

and REI−G(x; y) = nxn−1
∥∥∥∥∥(I O

)
·,B−

(B−)−1
∥∥∥∥∥
∞

.
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Moreover, if there are no borderline nodes (i.e., K0 = ∅), then B+ = B− = B,

B+ = B− = B, and subsequently REIG(x; y) = nxn−1
∥∥∥∥∥(I O

)
·,B

(B)−1
∥∥∥∥∥
∞

.

Theorem 3.4.14 is a direct consequence of applying Proposition 1 of [272].

We can also show that when firms hold large enough inventory (y < 1/m) and

the shocks are sufficiently small the REI is proportional to the node with the

highest Katz centrality in GR.

Corollary 3.4.15. If y < 1/m, and x < (1 − my)1/n, then REIG(x; y) = nxn−1∥γKatz
G

(y)∥∞.

Finally, systematizing the analysis above for other supply chain graphs al-

ready yields the definition of the resiliency metric, which we formalize in the

next Section.

3.4.7 Resilience of Empirical Production Networks

With the definition of resilience and the theoretical results developed in the pre-

vious sections, we study the resilience of production networks in practice. We

examine the resilience of networks contained in the following two data sets of

production networks (Tables 3.4 and B.1):

1. Multi-echelon Supply-chain Networks from [422]. The dataset contains 38

different multi-echelon (see also Figure 3.2) supply chain networks, from

which we select three networks to run simulations on. Similar supply

chain networks have been used in prior literature, see, e.g., [59] and [334].

2. Country Economy Production Networks derived from World Input-Output Ta-

bles taken from the World Input-Output Database [390]. We focus on the
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economies of six countries in 2014: the USA, Japan, China, Great Britain,

Indonesia, and India. We consider any non-zero amount cell at the input-

output tables as an edge between two industries in a country. For space

considerations, the results have been deferred to Appendix B.5.

Dependent variable: log-Ravg
G

(y)

const -1.757∗∗∗ (0.045)
log-K 0.146∗∗∗ (0.012)
log-r -0.029∗∗∗ (0.010)

Observations 34
R2 0.871
Adjusted R2 0.862
Residual Std. Error 0.067 (d f = 31)
F Statistic 104.385∗∗∗ (d f = 2; 31)

Note: ∗p < 0.1;∗∗ p < 0.05;∗∗∗ p < 0.01

Table 3.2: Relation between the Ravg
G

(y), K and r for the multi-echelon networks
of [422]. For each network, we set y = 1/(m + 10−5).

Resilience metrics. First, we study the resilience of the above networks as a

function of ε for ε ranging from 0 to 1 numerically. To achieve this, we run 1000

Monte Carlo (MC) simulations where we sample the (spontaneous) state of n

suppliers and then propagate the state of each product to the adjacent ones,

based on Equation (3.1). To calculate resilience, we estimate the probability

P[S ≥ (1 − ε)K] for various values of x ∈ (0, 1) with MC simulation and find

the maximum value of x for which the estimate is at least 1 − 1/K. We plot

the estimated resilience pRG(ε) as a function of ε. and present the results in Fig-

ures 3.5(a) and B.1(a). As an additional resilience metric that’s independent of

ε, we also report the average resilience pRavg
G

(y) =
∫ 1

0
pRG(ε; y)dε.

Furthermore, we perform a regression to relate pRavg
G

(y) with the number of

raw products (r) and the size of the network (K), and report the results in Ta-
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ble 3.2. We find that pRavg
G

(y) increases in K (p < 0.01) and decreases with r

(p < 0.01). This agrees with our theoretical results (e.g., Theorem 3.4.7) which

highlight that networks with more raw products have lower resilience.

Optimal interventions. To study the effect of targeted interventions in real-

world supply chain networks, we apply the results of Proposition 3.4.13 for the

networks from the two datasets. More specifically, for a value of y = 1
10−5+µ

, and

ε = 0.2, we plot the lower bound for the resilience devised by Proposition 3.4.13

as a function of the total intervention budget T . This involves calculating the

Katz centralities for the reverse graph GR, sorting them in decreasing order, and

plotting the cumulative sum for the first T entries, for T ranging from 0 to K.

In Figures 3.5(b) and B.1(b), we report the lower bound on the resilience as a

function of the normalized intervention budget T/K.

Empirical relation between REI and our resilience metric. In Table 3.3, we

show the relationship between REIavg
G

(y) =
∫ 1

0
REIG(x; y)dx ≈

∥∥∥γKatz
G

(y)
∥∥∥
∞

) and

Ravg
G

(y) and the maximum degree m of the network. We observe that REIavg
G

(y) is

inversely proportional to Ravg
G

(y) (p < 0.01) showing that less resilient networks

(on average) are “riskier” (on average) and proportional to m (p < 0.01) and K

(p < 0.01), showing that bigger and denser networks are “riskier” (on average).

[t]
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Dependent variable: log-REIavg
G

(y)

const -14.782∗∗∗ (2.817)
log-m 0.540∗∗∗ (0.167)
log-K 0.932∗∗∗ (0.259)
log-Ravg

G
(y) -8.828∗∗∗ (1.589)

Observations 34
R2 0.678
Adjusted R2 0.646
Residual Std. Error 0.629 (d f = 30)
F Statistic 21.089∗∗∗ (d f = 3; 30)

Note: ∗p < 0.1;∗∗ p < 0.05;∗∗∗ p < 0.01

Table 3.3: Relation between log REIavg
G

(y) and log m, log K and log Ravg
G

(y) for the
multi-echelon networks of [422]. For each network, we set y = 1/(m + 10−5).

Network ID Size (K) Avg. Degree Density ( |E(G)|
K2−K ) µ m pRavg

G

#10 58 3.03 0.053 27 13 0.136
#20 156 1.08 0.006 29 3 0.117
#30 626 1.00 0.001 2 48 0.357

Table 3.4: Network Statistics and pRavg
G

(y) from [422].

3.5 The Heterogeneous Model

So far, for simplicity of exposition and to be able to derive meaningful bounds,

we have assumed that each product has n suppliers and that each supplier fails

i.i.d. with probability x. In this section, we extend our proposed model and the

resilience metric to account for heterogeneities, such as a different number of

suppliers and different failure probabilities.

In our heterogeneous model, each product has ni = |S(i)| = O(1) suppliers.

We define the universe of suppliers as U =
⋃

i∈K S(i) and N = |U|, and each

supplier s ∈ U fails with probability xs = P[Xs = 1]. Note that here suppli-

ers’ failures are not assumed to be i.i.d. but are correlated according to a joint

117



0.0 0.2 0.4 0.6 0.8 1.0

0.0

0.2

0.4

0.6

0.8

1.0

R G
(

) (
M

C 
Es

tim
at

e)

Network #10 (AUC: 0.136)
Network #20 (AUC: 0.117)
Network #30 (AUC: 0.357)

(a) Estimating pRG(ε) and pRavg
G

(ε)

0.0 0.2 0.4 0.6 0.8 1.0
Normalized Intervention Budget T/K

10 3

10 2

10 1

Re
sil

ie
nc

e 
Lo

we
r B

ou
nd

Network #10
Network #20
Network #30

(b) Optimal Interventions

Figure 3.5: Resilience estimation and optimal interventions for three networks
from [422]. We set the number of suppliers for each product to n = 1.

distribution ν with marginals {xs}s∈U.

The resilience metric for a joint distribution ν is defined as the maximum

shock x ∈ (0, 1) such that: (i) there are on average
∑

s∈U xs = xN failures, (ii)

at least 1 − ε of the products survive with high probability assuming that the

failures of the suppliers (FS) are distributed according to ν (i.e., FS ∼ ν). The

resilience of the graph is taken to be the resilience over the worst possible such

joint distribution, i.e.:

RG(ε) = inf
ν

sup
x

x s.t.
∑
s∈U

xs ≤ xN and PFS∼ν [F ≥ εK] ≤
1
K
. (3.16)

First, we can show that if xs ∈ {0, 1}, i.e., the marginals are deterministic,

then calculating RG(ε) is NP-Hard and is also hard to approximate (see Ap-

pendix B.6). Even when the marginals are fractional, numerically evaluating

resilience is computationally intractable, as one has to search for all possible
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joint distributions and calculate the resilience for each joint distribution. There-

fore, we are interested in efficiently computable upper and lower bounds.

3.5.1 The Bahadur Representation

Regarding the upper bound, since the definition of resilience according to Equa-

tion (3.16) considers the worst possible joint distribution, the generalized re-

silience value is upper bounded by resilience in the case of i.i.d. failures, and

the upper bound of Theorem 3.4.7 holds for the general definition of resilience.

To devise a lower bound, since Markov’s inequality depends on E [F], max-

imizing this quantity implies a lower bound on the resilience. However, such

an optimization program has O(K) variables and O(2N) constraints, making it

impractical to solve.

In the sequel, we focus on low-dimensional representations of ν. Our anal-

ysis is based on the Bahadur decomposition [33, 432], which gives a way to

calculate the joint probability distribution of failures as a sum of multi-way cor-

relations. According to the Bahadur representation, the joint distribution ν of

active suppliers can be written.

ν(T ) =
∏
s∈T

xs

∏
s<T

(1 − xs)


N∑

j=1

∑
{s1,...,s j}∈(Uj )

ρs1,...,s j(T )
j∏

j′=1

pxs′j(T )

 (3.17)

where pxs j =
1{s j∈T }−xs j√

xs j (1−xs j )
, ρs1,...,s j(T ) denotes the j-th order correlation between

s1, . . . , s j, and T ⊆ U denotes the set of active suppliers. From this we can obtain

the marginal for each product i ∈ K as ui =
∑

T⊆U\S(i) ν(S(i) ∪ T ).
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To obtain a low-dimensional representation of ν, we can make some assump-

tions that simplify our calculations and provide meaningful ways to calculate

resilience. In the following, we give some simplified models that account for

correlations between suppliers within each product, across products, and across

all suppliers.

Homogeneous failures, uncorrelated products, and correlated suppliers.

The first simplification of Equation (3.17) considers the case of homogeneous

failures and correlated suppliers within a product (but not across products),

which requires O(N) parameters. This model accounts for failures within a prod-

uct or a sector in the economy; for instance, a failure of a supplier of a specific

scarce raw material would harm the failure of other suppliers of the same raw

product since the failure of a supplier can increase the demand of the material

from another supplier, and, thus, increase its failure probability.

Thus, if xs = x for all suppliers s ∈ U, and the j-th order correlation coeffi-

cient for product i is ρi j ∈ [0, 1] for all j-tuples, we can write the joint probability

of failure of a product as

ui = xni +

ni∑
j=2

(
ni

j

)
ρi j(1 − x) j/2xni− j/2 (3.18)

As we expect, increasing ρi j to +1 increases the probability of failure of one

product and therefore decreases the resilience. Similarly, bringing ρi j equal to

0 makes the failure probability equal to xni , which reduces to the previously

studied case of independent failures. When ρi j = 1, the problem is equivalent

to each product having one supplier instead of ni suppliers and thus retains
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its resilience properties; that is, for network classes that are indexed by their

number of products K their asymptotic in K → ∞ classification as resilient or

fragile (i.e., their resilience taxonomy) remains the same with the introduction

correlations between suppliers of the same product (recall Definition 3.4.1). This

is no longer the same when correlations are introduced between products; then

all networks are, in general, fragile.

Homogeneous failures, correlated products, and uncorrelated suppliers.

The second simplification considers the case of homogeneous failures and cor-

related products but uncorrelated suppliers within a product, which requires

O(K) parameters. This case models a scenario where a natural disaster can affect

multiple sectors, even if they are not dependent on each other by import/export

relations.

Thus, if we assume that all suppliers s ∈ U fail with probability xs = x

independently within each product, but products are correlated with each other,

with the j-th order correlation coefficient being ρ j ∈ [0, 1]. Then, we can show

that the marginal probability of one product’s failure is

ui =

K−1∑
b=0

(
K − 1

b

) (
xni

)b+1 (
1 − xni

)K−1−b

1 +
K∑

j=2

min{ j,b+1}∑
r=0

(
j
r

)(
K − j
j − r

)
ρ j

(
1 − xni

)r− j/2 (
xni

) j/2−r


(3.19)

When ρ j = 1, the failure of a single product is enough to have F ≥ εK for ε ∈

(0, 1−1/K). By the union bound, this happens with probability at most
∑K

i=1 xni ≤

Kx, and setting the probability of this event to be at most 1/K, yields the result

that the average resilience is dropping at an Oε
(
1/K2

)
rate, and therefore the

network becomes fragile.
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Homogeneous failures, correlated suppliers and products. The final simpli-

fication considers the case of homogeneous failures and correlations among all

suppliers, which requires O(N) parameters. This case models the scenario where

a firm produces more than one product; for example, an automotive manu-

facturer produces engines (which can be exported to others) and chips using

the same manufacturing facilities. Then a disaster in the manufacturing facility

(e.g., a fire) would damage both products.

By extending Equation (3.19), we can state a similar result for the case where

all suppliers are correlated, and the j-th order correlation coefficient is ρ j ∈ [0, 1].

Similarly to Equation (3.19), we can show that the marginal probability of failure

of one product is

ui =

N−ni∑
b=0

(
N − ni

b

)
xb+ni (1 − x)N−ni−b

1 +
N∑

j=2

min{ j,b+ni}∑
r=0

(
j
r

)(
N − j
j − r

)
ρ j (1 − x)r− j/2 x j/2−r

 (3.20)

We can verify that setting ni = 1 (which implies N = K) yields Equation (3.19),

and setting K = 1 yields Equation (3.18). Furthermore, in the extreme case where

ρ j = 1, the failure of a single supplier is enough to make F ≥ (1 − ε)K. By the

union bound, this happens with probability at most Nx, and setting this to be at

most 1/K, shows that the average resilience is dropping as Oε
(
1/K2

)
. Therefore,

the network becomes fragile.

Bounds based on the Bahadur representation. To obtain bounds on the re-

silience assuming the simplified marginals (e.g. Equations (3.18) to (3.20)) we

can directly apply the results of Theorem 3.4.7 and Theorem 3.4.12 and invert

the corresponding marginals (cf. Figure 3.7):
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Figure 3.6: Effect of correlation on RG(ε) for three networks from [422]. We con-
sider the cases studied in Equations (3.18) to (3.20). The 2n-th order correlation
coefficient has been set to ρ2 = ρ ∈ {0, 0.25, 0.5, 0.75, 1}. The higher-order correla-
tions have been set to zero.

Proposition 3.5.1. Let G be a network where suppliers fail with a correlation vector ρ,

which corresponds to the marginal failure probabilities ui = u(x; ρ) which are monotone,

increasing in x, let y < 1/m, and ni = n. Then, the resilience RG(ε; y, ρ) satisfies

RG(ε; y, ρ) ≥ u−1
(

ε
1TβKatz

G
(y)

; ρ
)1/n

and RG(ε; y, ρ) ≤ u−1

(
(1−ε)K

2r3/2+
√

r log K
; ρ

)1/n

.

An example from empirical networks. Figure 3.6 shows the impact of intro-

ducing correlations to the resilience. Specifically, we see that introducing corre-

lations decreases resilience, with the biggest impact in the case where correla-

tions is assumed among all pairs of suppliers (correlated products and suppli-

ers).

3.6 Managerial Insights

Increased risk from raw products. Our results show that production net-

works with even a sublinear number of raw products are fragile. Theorem 3.4.7

implies that Ω(K2/3) raw products suffice for the network to be fragile. Two di-
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Figure 3.7: Value of inverted marginal u−1(x; ρ) for the cases studied in Equa-
tions (3.18) to (3.20). All correlations have been set equal to ρ ∈ {0.25, 0.5, 0.75, 1}.
The network is assumed to have K = 2 products and each product has ni = n = 2
suppliers.

rect corollaries of this are the tree network, where the number of raw products

is mD, for m-ary tree with D layer and a complex product at the root, and the

trellis network with width at least K2/3 and depth at most K1/3, which both con-

stitute fragile families of structures. This increased risk from raw products is

also verified empirically, and we show that the average resilience decreases as

the number of raw products increases using Monte Carlo estimates of resilience

on real-world supply chain networks (Table 3.2). This agrees with our theoret-

ical results and prior works that state networks with higher interdependence

in the tree model (which correspond to a higher number of raw products) are

less resilient [142]. Qualitatively, these graphs look like “cowboy hats” (see Fig-

ure 3.8), with a large number of raw products on the base.

Increased resilience from lower dependencies, fewer raw products, and fewer

final goods. Our lower bounds on the resilience of the complex products (The-

orem 3.4.3), and general networks (Theorem 3.4.7) show that networks with low

dependencies (µ,m) and few raw products (small r) and few final goods (small

c) are resilient. For example, the sparse random trellis network (Informal The-
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Figure 3.8: Qualitative representation of fragile and resilient networks

orem 4) with constant width is resilient. Qualitatively, such graphs look like

“rolling pins” (see Figure 3.8), while there are small primary and final sectors

and sparse connections in the layers between them.

Connections to Risk Exposure Index (REI). We adopt the definition of REI in

[372] to our setup by considering the product that has the maximum potential

impact on the size of the cascading failures and we show that under reason-

able assumptions the Risk Exposure Index of a network is determined by the

node with the highest Katz centrality in the edge-reversed graph. Our empirical

results verify the inverse relationship between REI and our resilience metric.

Optimal interventions. We show that targeting nodes with highest Katz cen-

trality in the edge-reversed graph is optimal under regularity assumptions —

these nodes represent less complex products. This argument agrees with our in-

tuition and recent observations from the COVID-19 pandemic, where the failure

of chip manufacturing industries (which are relatively close to the raw materi-

als, compared e.g., to more complicated electronic devices) caused very large

global cascades.

125



Role of heterogeneity and correlations. We extend our resilience metric to

capture supply heterogeneities and correlations among suppliers and products.

Our results show that while restricting correlations to suppliers of the same

product has limited effect, correlation across suppliers of different products can

significantly impact resilience, rendering all network structures fragile. Low

dimensional representations based on lower-order moments of the joint distri-

bution open a way to efficiently estimate expected cascade size using measur-

able failure statistics on historical supply chain data. Our empirical results on

a real-world data set of multi-echelon supply chain networks [422] also verify

that higher supplier correlation reduces resilience.

3.7 Discussion

Through this chapter, we aim to devise a systematic way to test which supply

chain networks are resilient, i.e., can withstand “large enough” shocks while

sourcing almost all their productions. Through this metric of resilience, we clas-

sify some common supply chain architectures as resilient or fragile and identify

structural factors that affect resiliency. We then generalize our analysis and pro-

vide tools for studying the resilience of general supply networks, as well as

motivating methods that can be used for the design of optimal interventions.

There are various ways that our model can be extended. The first interesting

direction is to fit our model of the production network to economic and financial

networks that are encountered in practice and real-world settings. Our model

can be extended to contain costs, quantities, and link capacities, and the desired

objective would be to optimize the network total profits subject to production
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shocks, extending, thus, a long-standing line of work on economic networks

[193, 3, 4]. Another promising avenue is to give theoretical bounds on networks

with varying interdependency and multi-sourcing. So far, we have assumed

that products have the same number n of suppliers. However, this can be ex-

tended to cases where each industry has random size ni ∼ Dindustry, whereDindustry

is a distribution (e.g., power law, as in [164]). It would be interesting to study

this heterogeneity in the size of different industries and how it affects RG(ε); see

also [164]. Moreover, as we saw in Section 3.4.4, there is a direct connection

between cascading failures in supply chains and systemic risk in financial net-

works. Therefore, we can readily adapt tools from the study of financial risk to

supply chain resiliency and risk.
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CHAPTER 4

PRIVACY-PRESERVING DECISION-MAKING FOR RESILIENCE:

DIFFERENTIALLY PRIVATE DISTRIBUTED INFERENCE IN

CONTINUOUS AND DISCRETE HYPOTHESIS SPACES

The contents of this chapter constitute joint work with Amin Rahimian.

Sociotechnical systems’ resilience depends on their ability to integrate infor-

mation from distributed agents while preserving privacy and ensuring accurate

decision-making. In modern networked environments, agents—whether indi-

viduals, institutions, or automated systems—continuously interact to estimate

unknown quantities, form beliefs, and make decisions.

In the previous two Chapters, we studied two phenomena regarding re-

silience. First, we studied how allocation mechanisms can be used to measure

and reinforce dynamic network resilience, and, second, we studied what types

of networks are resilient and which are not. Both of the previous Chapters

adopted a centralized viewpoint in decision-making; however, it is natural to

think about cases where the agents in a network act completely autonomously

and make utility-maximizing decisions. For instance, when banks decide to

invest or lend they face and cause counterparty risk due to their individual de-

cisions. Similar are the cases of health centers who wish to test a new drug

treatment to improve the standard of care for a disease such as AIDS, or agents

in a social network who express public opinions on the Web.

Most of these interactions introduce privacy risks and potential vulnerabil-

ities, particularly when sensitive data is involved. The work presented in this

Chapter addresses these challenges by developing novel distributed estimation
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and learning algorithms that balance privacy, accuracy, and efficiency in net-

worked decision-making processes.

In this Chapter, we study distributed estimation problems where agents seek

to learn the statistical properties of random variables from their private observa-

tions while sharing information over a network. Our proposed methods extend

existing distributed estimation and learning frameworks by incorporating dif-

ferential privacy (DP) mechanisms that introduce controlled noise into shared

estimates.

The contributions presented in this Chapter consider two types of regimes:

Firstly, we study the distributed inference tasks in continuous hypothesis spaces

where agents have access to signals from an exponential family distribution.

Secondly, we study distributed inference tasks in discrete hypothesis spaces,

where we do not make any assumption regarding the underlying models that

produce the agents’ signals. In both cases, we demonstrate how privacy-

preserving information aggregation influences the trade-offs between learning

accuracy, statistical power, and computational efficiency.

Through tailored linear and log-linear aggregation schemes, agents can col-

laboratively estimate complete sufficient statistics (in the first part) and per-

form maximum likelihood estimation or hypothesis testing (in the second part)

while preserving privacy. Theoretical analysis establishes tight finite-time con-

vergence bounds, showing that Laplace noise optimally balances privacy and

convergence speed based on each agent’s sensitivity to their signals and net-

work topology. Additionally, empirical validation on real-world datasets, such

as power grid networks and household energy consumption, and data from

multi-center clinical trials demonstrates superior performance compared to ex-
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isting privacy-aware distributed optimization methods and privacy-preserving

methods, which are based on encryption.

4.1 Privacy-Preserving Estimation and Learning in Continuous

Hypothesis Spaces

Differential privacy (DP) is a gold standard in privacy-preserving algorithm de-

sign that limits what an adversary (or any observer) can learn about the inputs

to an algorithm by observing its outputs [133, 135], according to a privacy bud-

get that is usually denoted by ε. It requires that given the output, the probability

that any pair of adjacent inputs generate the observed output should be virtu-

ally the same. Adding noise to the input data helps enforce this standard in dif-

ferent settings — e.g., for distributed learning — but the added noise can also

degrade our performance, e.g., lowering the quality of distributed estimation

and collective learning for which agents exchange information.

This Chapter provides aggregation algorithms that facilitate distributed es-

timate and learning among networked agents while accommodating their pri-

vacy needs (e.g., protecting their private or private signals and network neigh-

borhoods). Each algorithm implies a different tradeoff between its quality of

collective learning and how much privacy protection it affords the participating

agents (i.e., their privacy budgets). Our performance metrics reflect how dis-

tributional features of the private signals and the nature of privacy needs for

individual agents determine the learning quality and requisite noise.

Decentralized decision-making and distributed learning problems arise nat-
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urally in a variety of applications ranging from sensor and robotic networks in

precision agriculture, digital health, and military operations to the Internet of

things and social networks [79, 209]; see Section 4.1.2 for a detailed literature

review. We are particularly interested in distributed estimation problems that

arise in smart grids with distributed generation and energy resources. Notably,

a recent report from [296, 297] suggests that net metering practices should be

revised to reflect the value of distributed electricity generation, such as rooftop

solar panels. Net metering compensates customers for the electricity they pro-

vide to the grid through distributed generation. The report notes that net me-

tering has facilitated the embrace of distributed generation in states where it

has been put into effect, resulting in levels surpassing 10% in a few states and

projected to rise in both these and other states. Additionally, the report em-

phasizes the need to revisit and evolve net metering policies to support the de-

ployment of distributed generation that adds value in reducing fossil fuel use,

enhancing resilience, and improving equity. In this context, each customer faces

an individual privacy risk in sharing their estimates since revealing exact mea-

surements can pose security risks that can be leveraged by an adversary (e.g.,

understanding when someone is at their home, daily habits, family illness, etc.),

and, therefore, developing privacy-preserving methods that support decentral-

ized decision making in such setups is critical.

This Chapter introduces novel algorithms designed for the distributed es-

timation of the expected value of sufficient statistics in an exponential family

distribution. The proposed methods leverage signals received by individual

agents, who maintain and update estimates based on both these signals and

information from their local neighborhood. Our contributions to the existing

literature on distributed optimization include new privacy-aware distributed
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estimation algorithms that exhibit faster convergence rates compared to estab-

lished first-order methods (cf. [354]). Notably, our algorithms safeguard the

information in agents’ signals and local neighborhood estimates, ensuring op-

timal convergence times to true estimates. Furthermore, in contrast to exist-

ing approaches, our algorithms can support privacy-aware estimation within

an online learning framework, accommodate dynamic topologies, and balance

privacy and accuracy by distributing the privacy budget among agents. Finally,

we verify our proposed algorithms on real-world datasets and show that they

outperform existing first-order methods.

4.1.1 Main Results

We consider a network of n agents indexed by [n] = {1, . . . , n}whose interconnec-

tions are characterized by a symmetric, doubly-stochastic, adjacency matrix A.

This adjacency structure, encoded by graph neighborhoods,Ni = { j : ai j , 0}, i ∈

[n], may be a consequence of geospatial constraints such as sensing and com-

munication range or geographic proximity; it can also be a reflection of how the

network has evolved and other engineering considerations, e.g., which nodes

belong to which countries or companies in a multi-party network. The adja-

cency weights may also result from geoeconomic constraints such as access to

local trade and business intelligence (contracts, sales, and filled orders). In the

case of social networks, they can also represent the presence of influence and

mutual interactions among individuals.

Given the adjacency structure A, at every round t ∈ {1, 2, 3, . . .}, each agent

i receives a private signal si,t that is sampled from an exponential family dis-
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tribution with the natural sufficient statistic ξ(·) ∈ R and a common, unknown

parameter θ belonging to a measurable set Θ. The goal of the agents is to col-

lectively estimate the common value of Eθ
[
ξ(s)

]
by combining their samples.

This is achieved through a consensus algorithm by forming an estimate νi,t and

exchanging it with their network neighbors in a distributed manner respecting

the adjacency structure of A. The agents also want to control the information

that is leaked about their signals and the estimates of their neighbors {ν j,t−1} j∈Ni .

They add noise di,t to their updates. The noise level should be high enough not

to violate an ε differential privacy budget. Briefly, we say that a mechanismM

is ε-DP when for any pair of “adjacent” inputs (i.e., private signals or private

signals and neighboring estimates), the logarithm of the probability ratio of any

output in the range space of M being resulted from either of the adjacent in-

puts is bounded by ε: | log(P[M(s) ∈ R]/P[M(s′) ∈ R])| ≤ ε, for all adjacent pairs

(s and s′) in the input domain and any subset R of the output range space. Our

specific notion of adjacency between the input pairs will be determined by the

nature of information leaks, i.e., private signals or private signals and network

neighborhoods, against which the exchanged estimates (νi,t) are being protected

(Figure 4.1).

We provide bounds for the convergence of the DP estimates νt = (νi,t)i∈[n] to

the desired value mθ := 1mθ, where mθ = Eθ
[
ξ(s)

]
. We decompose the total error

as follows:

E [∥νt − mθ∥2]︸           ︷︷           ︸
Total Error (TE)

≤ E
[
∥νt − µt∥2

]︸          ︷︷          ︸
Cost of Privacy (CoP)

+ E
[
∥µt − mθ∥2

]︸           ︷︷           ︸
Cost of Decentralization (CoD)

Here, µt = (µi,t)i∈[n] corresponds to the vector of non-private estimates. The first

term corresponds to the “Cost of Privacy” (CoP), the estimation cost incurred by

the ε-DP noising. The second term corresponds to the expected error from run-
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(a) Signal DP (b) Network DP

Figure 4.1: Two types of DP protections considered in this Chapter are signal
DP, MS , and network DP, MN . The private signal of agent i at round t is de-
noted by si,t, di,t corresponds to the noise added from agent i at round t, and
νi,t corresponds to the estimate of agent i at round t. Our theoretical guarantees
delineate the relationship between communication resources (t rounds), privacy
budget (ε-DP), and total error (TE). Signal and network DP imply different per-
formance tradeoffs as detailed in Table 4.1.

ning the non-private distributed learning algorithm and, therefore, measures

the “Cost of Decentralization” (CoD). In Algorithm 5, when we consider “of-

fline” estimation of mθ from a fixed collection of initial signals available at the

beginning (t = 0), we replace mθ by the best possible estimate — the minimum

variance unbiased estimate (MVUE) — of an omniscient observer who has cen-

tralized access to all the private signals.

Our goal is to find differentially private aggregation mechanisms M with

fast convergence guarantees that minimize CoP parametrized by noise distribu-

tions
{
Di,t

}
i∈[n],t≥1 of the agents and subject to their ε differential privacy budget

constraints, i.e., “s.t. ε-DP”:

CoP(M) = inf
{Di,τ}i∈[n],τ∈[t] s.t. ε-DP

E{(ντ,sτ)}τ∈[t]
[
∥νt − µt∥2

]
. (4.1)

From now on, we will refer to this optimal value as the cost of privacy. In

our analysis, the CoP and CoD are proportional to the signal and noise variance.

The convergence rate also depends on the number of nodes n and the SLEM b⋆n
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of the doubly-stochastic adjacency matrix A, which dictates the convergence rate

of At to its limiting matrix (11T )/n, as t → ∞.

Subsequently, the noise distribution can be optimized by minimizing the

weighted variances of the noise terms in the upper bounds subject to DP con-

straints. Our main results are summarized in Table 4.1. These consist of mini-

mum variance unbiased estimation and online learning of expected values un-

der (i) protection of the private signals (Signal DP), and (ii) protection of the

private signals and the local neighborhoods (Network DP). Table 4.1 summa-

rizes our main contributions.

Moreover, whenever the global sensitivity ∆n,Θ is unbounded, something

that happens to a variety of sufficient statistics ξ, we rely on the smooth sensi-

tivity introduced by [310] and derive the same algorithms (but with parameters

depending on the smooth sensitivity instead of ∆n,Θ), which achieve (ε, δ)-DP,

namely using the smooth sensitivity introduces a compromise in the ε-DP guar-

antee by a small information leakage probability δ, relaxing the DP constraint

for a mechanismM as follows: P[M(s) ∈ R] ≤ eεP[M(s′) ∈ R] + δ, for all adjacent

input pairs (s and s′) and all subsets R of the output range space.

Table 4.1: Total Error Bounds. ∆n,Θ is the maximum signal sensitivity (absolute
value of the derivative of ξ(·)), Mn = max

i∈[n]
|ξ(si)|, a = maxi, j ai j is the maximum

non-diagonal entry of the adjacency matrix A, and b⋆n = max{λ2(A), |λn(A)|} is the
SLEM of A. The blue terms are due to privacy constraints (CoP), and the red
terms are due to decentralization (CoD).

Minimum Variance Unbiased Estimation Online Learning of Expected Values

Signal DP Theorem 4.1.1 Theorem 4.1.3

O
(
n(b⋆n )t

(
∆n,Θ

ε
+ Γn,Θ

)
+
∆n,Θ

ε

)
O

(
n
√

t

(
∆n,Θ

ε
+

√
V

[
ξ(s)

]))
Network DP Corollary 4.1.2 Theorem 4.1.4

O
(
n(b⋆n )t

(max{a,∆n,Θ}

ε
+ Γn,Θ

)
+

max{a,∆n,Θ}

ε

)
O

(
n
√

t

(max{a,∆n,Θ}

ε
+

√
V

[
ξ(s)

]))
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We conduct experiments with two real-world datasets motivated by decen-

tralized decision problems in power grids (see Section 4.1). The first dataset con-

siders the daily consumption of several German Households over three years

[286], and the second one considers the US Power Grid network from [419].

Our experiments show that we can achieve (ε, δ)-DP while not significantly sac-

rificing convergence compared to the non-private baselines. The results also

indicate the increased challenges in ensuring network DP compared to Signal

DP and the importance of distributional features of the signals, in particular,

having sufficient statistics with bounded derivatives.

4.1.2 Related Work

Our results relate to different bodies of literature across the engineering, statis-

tics, and economics disciplines, and in what follows, we shall expand upon

these relations.

Decentralized Decision Making and Distributed Learning. Decentralized

Decision Making and Distributed Learning have attracted a large body of lit-

erature over the years, with notable examples of [73, 398, 399, 326]. Recently,

there has been a renewed interest in this topic due to its applications to sensor

and robotic networks [93, 311, 229, 27, 26] and emergence of a new literature

considering networks of sensor and computational units [365, 300, 299]. Other

relevant results investigate the formation and evolution of estimates in social

networks and subsequent shaping of the individual and mass behavior through

social learning [249, 415, 254, 342, 344]. Obtaining a global consensus by com-

bining noisy and unreliable locally sensed data is a crucial step in many wire-
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less sensor network applications; subsequently, many sensor fusion schemes

offer good recipes to address this requirement [426, 427]. In many such appli-

cations, each sensor estimates the field using its local measurements, and then,

the sensors initiate distributed optimization to fuse their local forecast. If all the

data from every sensor in the network can be collected in a fusion center, then

a jointly optimal decision is readily available by solving the global optimiza-

tion problem given all the data [14]. However, many practical considerations

limit the applicability of such a centralized solution. This gives rise to the dis-

tributed sensing problems that include distributed network consensus or agree-

ment [28, 171, 73], and distributed averaging [127]; with close relations to the

consensus and coordination problems that are studied in the distributed control

theory [216, 285, 79]. Our work contributes to this body of work by providing a

privacy-aware method for distributed estimation over a network.

The work most importantly connected to our work is the work of [354],

which introduces a first-order DP method for distributed optimization over a

network of agents. While their work presents a general first-order method for

DP distributed optimization, which is suitable for a larger family of optimiza-

tion problems that include MVUE, adapting their method to our task comes

with important trade-offs in the quality of the estimation, as running their

method results in significantly higher error (up to 1000× more; see Figure 4.7)

for the MVUE task due to the repeated inclusion of the signal in the belief up-

dates. Moreover, contrary to ours, their method does not support the online

learning regime. Finally, the concept of “graph-homomorphic noise” proposed

in their paper is equivalent to the Network DP regime of this chapter.

137



Differential privacy. Differential privacy is a modern definition of data pri-

vacy encompassing many previous definitions, such as K-anonymity. A mech-

anism is differentially private if it maps similar records to the same value with

equal probability. One consequence of the definition is that it guarantees that

the outcome of a statistical analysis will be identical whether the individual

chooses to participate in the social learning process. Many previously proposed

mechanisms can be shown to be differentially private, such as randomized re-

sponse [416], the Laplace mechanism, and the Gaussian mechanism. The ran-

domized response algorithm originally proposed by [416] consists of randomly

perturbing binary responses, and it allows the population means to be recov-

ered while giving individual respondents plausible deniability – an instance of

adding noise to data.

Statistical disclosure control of donated data, e.g., submitting recommen-

dations to a public policy agency or submitting online product reviews to an

e-commerce platform, requires safeguarding donors’ privacy against adver-

sarial attacks where standard anonymization techniques are shown to be vul-

nerable to various kinds of identification [42], linkage and cross-referencing

[383, 295, 382], and statistical difference and re-identification attacks [252]. Here,

we propose to analyze the efficiency of distributed estimation where agents

learn from each other’s actions protected by the gold standard of differential

piracy [133] to optimize statistical precision against the privacy risks to data

donors who engage in social learning.

DP can be implemented using central or local schemes. In centralized DP

implementations, individual data are collected, and privacy noise is added to

data aggregates, used, e.g., in the U.S. Census Bureau’s Disclosure Avoidance
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system [405]. In local implementations, DP noising is done as data is being

collected. Local methods forego the need for any trusted parties and typically

provide more fundamental protection that can withstand a broader range fu-

ture infiltration, e.g., even a government subpoena for data cannot violate the

privacy protection when collected data is itself subject to privacy noising — e.g.,

Google, LinkedIn, and Apple’s DP noising of their user data [21, 147, 87, 357],

cf. [423, 190].

Regarding privacy and networks, [248] present a privacy-preserving mecha-

nism to enable private data to diffuse over social networks, where a user wants

to access another user’s data and provide privacy guarantees on the privacy

leak, which depends on the shortest path between two users in the network. [13]

study the problem of private weighted sum aggregation with secret weights,

where a central authority wants to compute the weighted sum of the local data

of some agents under multiple privacy regimes. [345, 346] study influence max-

imization using samples of network nodes that are collected in a DP manner.

Our work contributes to the above line of work by introducing a novel DP

mechanism for distributed estimation and learning of exponential family dis-

tributions. Particularly, to the best of our knowledge, in the online learning

regime, our algorithm introduces a novel weighting scheme that can protect

both the individual signals and the neighboring beliefs, which can efficiently

learn the expected value of the sufficient statistic. Moreover, we also provably

derive the optimal distributions that minimize the convergence time of the al-

gorithm and show that they are the Laplace distributions with appropriately

chosen parameters.
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Cyber-Physical Systems. Cyber-Physical Systems (e.g., energy, transportation

systems, healthcare systems, etc.) correspond to the building blocks of modern

information and communication technologies, whose privacy and security are

crucial for the function of such technologies. There have been multiple meth-

ods, such as encryption and K-anonymity, to achieve privacy and security in

cyber-physical systems [196, 434, 244]. By incorporating differential privacy

techniques, such as noise injection or data aggregation, into the design and op-

eration of cyber-physical systems, privacy risks can be mitigated while preserv-

ing the utility of the collected data. This ensures that individual privacy is pro-

tected, as the data released from these systems cannot be used to infer sensitive

information about specific individuals. Moreover, the application of differential

privacy to cyber-physical systems enables the collection and analysis of data at

scale, allowing for improved system performance, anomaly detection, and pre-

dictive maintenance while maintaining the trust of individuals and protecting

their privacy in an increasingly connected world [268, 186, 428]. Our method’s

efficiency, e.g., compared to [354]; see Section 4.1.9 and Appendix C.2, makes it

suitable for several large-scale data applications.

Federated Learning (FL). Federated Learning (FL) is a collaborative learning

paradigm for decentralized optimization without the need to collect all data

points in a central server for gradient calculations [282, 244], with many ap-

plications in mind: distributed training of ML models [67, 367, 433], healthcare

[225], wireless communications [308], etc. While more general than the setup we

consider here, it suffers from issues in terms of communication and privacy. Ex-

isting privacy-preserving FL methods (cf. [354]) usually adopt the instance-level

differential privacy (DP), which provides a rigorous privacy guarantee but with
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several bottlenecks [396]. [395] proposed a privacy-aware FL system that com-

bines DP with secure multiparty computation, which utilizes less noise without

sacrificing privacy as the number of federating parties increases and produces

models with high accuracy. Other FL methods, such as [436], accommodate

differentially private updates via incorporating gradient clipping before adding

privacy noise to achieve good performance subject to privacy constraints.

Contrary to most of these methods, which are first-order optimization meth-

ods that are suitable to a large variety of losses compared to our method, our

zero-order belief updates for the MVUE are simple, more efficient, and have

significantly lower error than first-order methods (see Figure 4.7 for compari-

son with [354]). Moreover, our method can learn from data that arrive in an

online way, whereas methods such as [354, 436] are offline. Finally, most of

these approaches rely on SGD. In contrast, our method focuses more on the

decision-theoretic and statistical problem of estimating the expected value of

the sufficient statistics of signals generated by an exponential family distribu-

tion.

4.1.3 The Distributed Information Aggregation Problem

Let Θ be any measurable set, and in particular, not necessarily finite. Consider

a network of n agents and suppose that each agent i ∈ [n] observes an i.i.d.

samples si from a common distribution ℓ(·|θ) over a measurable sample space

S (For simplicity in our proofs, we consider the simple case of 1D signals, i.e.,

S ⊆ R. Extending to multi-dimensional signals (i.e., S ⊆ Rs) is straightforward

and considers the ℓ∞ norm of the partial derivatives.). We assume that ℓ(·|θ)
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belongs to a one-parameter exponential family so that it admits a probability

density or mass function that can be expressed as

ℓ(s|θ) = τ(s)eα(θ)T ξ(s)−κ(α(θ)), (4.2)

where ξ(s) ∈ R is a measurable function acting as a complete sufficient statis-

tic for the i.i.d. random samples si, and α : Θ → R is a mapping from the

parameter space Θ to the real line R, τ(s) > 0 is a positive weighting function,

and κ(α) := ln
∫

s∈S

τ(s)eαξ(s)ds is a normalization factor known as the log-partition

function. In Equation (4.2), ξ(·) is a complete sufficient statistic for θ. It is fur-

ther true that
∑n

i=1 ξ(si) is a complete sufficient statistic given the n i.i.d. signals

that the agents have received [56, Section 1.6.1]. In particular, any inferences

that involve the unknown parameter θ based on the observed signals s = (si)i∈[n]

can be equivalently performed given
∑n

i=1 ξ(si). The agents aim to estimate the

expected value of ξ(·): mθ = E
[
ξ(si)

]
, with as little variance as possible. The

Lehmann-Scheffé theory — cf. [89, Theorem 7.5.1] — implies that any function

of the complete sufficient statistic that is unbiased for mθ is the almost surely

unique minimum variance unbiased estimator of mθ. In particular, the mini-

mum variance unbiased estimator of mθ given the initial data sets of all nodes

in the network is given by: xmθ = (1/n)
∑n

i=1 ξ(si).

For concreteness, we can consider a group of n suppliers whose private sig-

nals consist of their contracts, sales orders, and fulfillment data. These suppli-

ers would benefit from aggregating their private information to better estimate

market conditions captured by the unknown parameter θ, e.g., to predict future

demand. However, sharing their private signals would violate the privacy of

their customers and clients. In Section 4.1.4, we explain how the agents can
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compute the best (minimum variance) unbiased estimator of mθ using average

consensus algorithms [312] that guarantee convergence to the average of the

initial values without direct access to each other’s private signals.

4.1.4 The Information Exchange Model

We consider an undirected network graph and let the undirected network

G(V = [n],E) which corresponds to a Markov chain with a doubly-stochastic

symmetric adjacency/transition matrix A = [ai j]n
i, j=1 with the uniform stationary

distribution. For instance, such an adjacency matrix A = [ai j]n
i, j=1 can defined

according to the Metropolis-Hastings weights [75]: ai j = 1/max{deg(i), deg( j)} if

( j, i) ∈ E, and [A]i j = 0 otherwise for i , j; furthermore, aii = 1 −
∑

j,i ai j. This

choice of weights leads to a Markov chain where the stationary distribution is

the uniform distribution [75], and the agents can set these weights locally based

on their own and neighboring degrees without the global knowledge of the net-

work structure. For choices of A that yield the fastest mixing Markov chain (but

may not be locally adjustable), see [75].

Algorithm 3 Non-Private Minimum Variance Unbiased Estimation Algorithm
The agents initialize with: µi,0 = ξ(si), and in any future time period, the agents
communicate their values and update them according to the following rule:

µi,t = aii µi,t−1 +
∑
j∈Ni

ai jµ j,t−1. (4.3)

The mechanisms for convergence, in this case, rely on the product of stochas-

tic matrices, similar to the mixing of Markov chains (cf. [266, 365]); hence, many

available results on mixing rates of Markov chains can be employed to provide

finite time grantees after T iteration of the average consensus algorithm for fixed
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T . Such results often rely on the eigenstructure (eigenvalues/eigenvectors) of

the communication matrix A, and the facts that it is a primitive matrix and its

ordered eigenvalues satisfy −1 < λn(A) ≤ λn−1(A) ≤ . . . ≤ λ1(A) = 1, as a conse-

quence of the Perron-Frobenius theory [364, Theorems 1.5 and 1.7].

Moreover, another mechanism considers learning the expected values on-

line. In this method, agents receive signals at every round and then update

their estimates by averaging the estimates of their neighbors, their own esti-

mates, and the new signals.

Algorithm 4 Non-Private Online Learning of Expected Values
Initializing µi,0 arbitrarily, in any future time period t ≥ 1 the agents observe a
signal si,t, communicate their current values µi,t−1, and update their beliefs to µi,t,
according to the following rule:

µi,t =
t − 1

t

aii µi,t−1 +
∑
j∈Ni

ai jµ j,t−1

 + 1
t
ξ(si,t). (4.4)

The 1/t discounting provided in the above algorithm enables learning the

expected values mθ = Eθ
[
ξ(s)

]
asymptotically almost surely with a variance that

scales as O(1/t); i.e., linearly in time. As shown in [343], the variance upper

bound comprises two terms. The former term considers the rate at which the

Markov chain with transition matrix A is mixing and is governed by the spectral

gap, i.e., the second largest magnitude of the eigenvalues of A. The latter term

captures the diminishing variance of the estimates with the increasing number

of samples gathered by all the agents in the network.

Now that we have the necessary background in distributed estimation, we

present the two DP protection mechanisms that this chapter considers: the Sig-

nal DP and the Network DP.
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4.1.5 Differential Privacy Protections

In this Chapter, we consider two methods for differential privacy and refer to

them as Signal Differential Privacy (Signal DP) and Network Differential Privacy

(Network DP). Both algorithms are local in principle; the agents simply add noise

to their estimates to achieve a desired privacy guarantee. Roughly, Signal DP

adds noise to protect the signal si,t of each agent, and Network DP adds noise

to protect the signal si,t of each agent, as well as the estimates {ν j,t−1} j∈Ni of her

neighbors from round t − 1. We assume that the non-private network dynamics

evolve as

µi,t = Fi,t(µi,t−1) +Gi,t

({
µ j,t−1

}
j∈Ni

)
+ Hi,t(si,t), (4.5)

for each agent i ∈ [n], and t ≥ 1, where Fi,t : R → R, Gi,t : Rdi → R, and

Hi,t : Θ → R are functions determined by the learning algorithm, and corre-

spond to the information from the agent’s own estimate, the information from

the neighboring estimates, and the information from the agent’s private signal

respectively. To achieve differential privacy, each agent adds some amount of

noise di,t drawn from a distributionDi,t to their estimate and reports the noisy es-

timate to their neighbors. The agent can either aim to protect only their private

signal – which we call Signal DP and denote byMS –, or protect their network

connections and their private signal – which we call Network DP and denote by

MN . The noisy dynamics are:

νi,t = Fi,t(νi,t−1) +Gi,t

({
ν j,t−1

}
j∈Ni

)
+

Signal DPMS
i,t︷  ︸︸  ︷

Hi,t(si,t)︸                                ︷︷                                ︸
Network DPMN

i,t

+ di,t (4.6)

In Equation (4.6) and Figure 4.1, we have outlined the dynamics of the two

types of privacy protections. Formally, the two types of mechanisms can also be

written as
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ψMS
i,t
(si,t) = Hi,t(si,t) + di,t, (MS

i,t)

ψMN
i,t

(
si,t,

{
ν j,t−1

}
j∈Ni

)
= Hi,t(si,t) +Gi,t

({
ν j,t−1

}
j∈Ni

)
+ di,t, (MN

i,t)

and the ε-DP requirement is denoted as∣∣∣∣∣∣∣∣log

P
[
ψMS

i,t
(si,t) = x

]
P
[
ψMS

i,t
(s′i,t) = x

] 
∣∣∣∣∣∣∣∣ ≤ ε for all si,t, s′i,t ∈ S s.t.

∥∥∥si,t − s′i,t
∥∥∥

1 ≤ 1

∣∣∣∣∣∣∣∣∣∣log


P
[
ψMN

i,t

(
si,t,

{
ν j,t−1

}
j∈Ni

)
= x

]
P
[
ψMN

i,t

(
s′i,t,

{
ν′j,t−1

}
j∈Ni

)
= x

]

∣∣∣∣∣∣∣∣∣∣ ≤ ε for all

(
si,t,

{
ν j,t−1

}
j∈Ni

)
,
(
s′i,t,

{
ν′j,t−1

}
j∈Ni

)
∈ S × Rdeg(i)

s.t.
∥∥∥∥∥(si,t,

{
ν j,t−1

}
j∈Ni

)
−

(
s′i,t,

{
ν′j,t−1

}
j∈Ni

)∥∥∥∥∥
1
≤ 1

for all x ∈ R.

In a local privacy scheme, the DP noise of the measurements can occur at

the agent level by adding noise to the collected signals. Noise may be added

to the signals after measurement to protect them against the revelations of be-

lief exchange. The central scheme assumes a trusted environment where signal

measurements can be collected without privacy concerns, but to the extent that

protecting signals from the revelations of beliefs exchange is concerned, these

methods would be equivalent.

4.1.6 Minimum Variance Unbiased Estimation with Signal DP

We present our first algorithm, which considers Minimum Variance Unbiased

Estimation (MVUE). In this task, we aim to learn the MVUE of mθ, i.e., to con-

struct the estimate xmθ = (1/n)
∑n

i=1 ξ(si) through local information exchange. In

the non-private version of the algorithm, the agents start with some private sig-

nals {si}i∈[n], calculate the sufficient statistics {ξ(si)}i∈[n] and then exchange these
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initial estimates with their local neighbors. The non-private algorithm con-

verges to xmθ in t = O
(

log(nΓn,Θ/ρ)
log(1/b⋆n )

)
steps to ρ-accuracy, which depends on the num-

ber of nodes n, the maximum absolute value Γn,Θ of the sufficient statistics, and

the SLEM b⋆n of the transition matrix A.

In its DP version, the algorithm proceeds similarly to the non-DP case, ex-

cept each agent i adds noise di to their sufficient statistic ξ(si). As we show later,

to respect ε-DP, the noise di depends on the agent’s realized signal si, the suffi-

cient statistics ξ(·), and the privacy budget ε. We provide the algorithm for the

differentially private in Algorithm 5:

Algorithm 5 Minimum Variance Unbiased Estimation with Signal/Network DP
The agents initialize with νi,0 = ξ(si) + di where di ∼ Di (Di is an appropriately
chosen noise distribution), and in any future time period the agents communi-
cate their values and update them according to the following rule:

νi,t = aii νi,t−1 +
∑
j∈Ni

ai jν j,t−1. (4.7)

Regarding convergence, in Theorem 4.1.1, we prove that the convergence

error is incurred due to two sources. The first source of error is the error

due to the omniscient observer, which is the same as in the non-DP case, and

the second source of error is incurred due to the privacy noise. Briefly, the

latter term can be roughly decomposed to correspond to two terms: the for-

mer term is due to estimating the minimum variance unbiased estimator due

to the noise, i.e. (1/n)
∑n

i=1 di and is vanishing with a rate proportional to

log
(∑n

i=1V [di]
)
/ log(1/b⋆n ), and an additional non-vanishing term which is due

to the mean squared error of (1/n)
∑n

i=1 di which corresponds to the sum of the

variances of the signals.

To minimize the convergence error, it suffices to minimize each variance
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V [di] subject to ε-DP constraints. By following recent results on the DP litera-

ture (cf. [247]) we deduce that the variance minimizing distribution under ε-DP

constraints are the Laplace distributions with parameters ∆n,Θ/ε, where ∆n,Θ cor-

responds to the signal sensitivity (see below) and ε is the privacy budget. We

present our Theorem (proved in Appendix C.1.1):

Theorem 4.1.1 (Minimum Variance Unbiased Estimation with Signal DP). The

following hold for Algorithm 5:

1. For all t and any zero-mean zero-mean distributions

E
[
∥νt − 1xmθ∥2

]
≤ (1 +

√
(n − 1)(b⋆n )t)

√√ n∑
j=1

V
[
d j

]
+

√
n(n − 1)(b⋆n )tΓn,Θ, (4.8)

where Γn,Θ = max
i∈[n]
|ξ(si)| and b⋆n = max{λ2(A), |λn(A)|}.

2. The optimal distributions {D⋆
i }i∈[n] that minimize the MSE for each agent are the

Laplace distribution with parameters ∆n,Θ/ε where ∆n,Θ is the global sensitivity of

ξ Subsequently, TE(MS ) = O
(
n(b⋆n )t

(
Γn,Θ +

∆n,Θ

ε

)
+
∆n,Θ

ε

)
.

Finally, we note that similarly, in the multi-dimensional case, the sensitivity

would be ∆n,Θ = maxs∈Θ ∥∇sξ(s)∥∞.

In the above Theorem, it is tempting to think that the local sensitivity of each

agent, i.e., ∆n,Θξi = |dξ(si)/dsi| can be used to calibrate the noise distribution that

preserves differential privacy and has the minimum variance. However, as it

has been shown in [310], releasing noise that depends on the local sensitivity

can compromise the signal. However, there are cases where global sensitivity

is unsuitable for the learning task. For instance, in many distributions, such

as the log-normal distribution, the global sensitivity may be unbounded (e.g.,
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ξ(s) = log s for the log-normal and the sensitivity is +∞ in this case). A possi-

ble solution for this situation and many exponential family distributions is to

use another sensitivity instead of the global sensitivity. [310, Definition 2.2] pro-

poses the use of the γ-smooth sensitivity. The way of constructing the γ-smooth

sensitivity is to calculate

S ∗ξ,γ(s) = max
k>0

{
e−γk max

s′:∥s′−s∥1=k
|ξ(s′) − ξ(s)|

}
.

Using the Laplace mechanism with parameters 2S ⋆
ξ,γ(s)/ε for γ = ε/(2 log(2/δ))

would guarantee (ε, δ)-DP; see [310, Corollary 2.4].

For example, we will consider the case of mean estimation in a log-normal

distribution with known variance, a common task in many sensor networks,

as we argue in Section 4.1.9. The sufficient statistic in this case is ξ(s) = log s,

and the local sensitivity at distance k can be computed to be k/s. Therefore, the

smooth sensitivity is (note the global sensitivity in this case is unbounded):

S ∗ξ,γ(s) = max
k>0

{
e−βk k

s

}
=

1
eγs
=

2 log(2/δ)
eεs

, for s > 0. (4.9)

If agents have access to several signals, and the exact formula of ξ is not known,

the sensitivity can still be approximated via samples as shown in [424].

Note that to achieve Network DP, one natural algorithm is to add noise di,t

at each round of Algorithm 5 at a high enough level to protect both the net-

work neighborhoods and the private signals. The issue with this algorithm

is that it is divergent, i.e., E
[
∥νt∥

2
2

]
→ ∞, because the estimate at time t is

νt = Atξ +
∑t−1
τ=0 Aτdt−τ, and its mean squared error, i.e., E

[∥∥∥∑t−1
τ=0 Aτdt−τ

∥∥∥2

2

]
, grows

linearly with n and t. To avoid the accumulation of the DP noise, we should limit

the DP noising to the initial step, which will achieve a bounded error because

the mixing matrix, A, is doubly stochastic. To this end, we choose the noise level
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to satisfy ε-DP with the aim of protecting both signals and network connections

— and run Algorithm 5 at the new noise level. The error of this algorithm will

be identical to the error bound of Theorem 4.1.1. However, the sensitivity of

the noise should be set to accommodate both network and signal dependen-

cies as follows: ∆n,Θν
MN

i = max
{
∆n,Θ,max j∈Ni ai j

}
, and the optimal distributions

will be D⋆
i = Lap

(
max

{
∆n,Θ,max j∈Ni ai j

}
/ε

)
; see Corollary 4.1.2. In the case that

∆n,Θ is unbounded, we can replace ∆n,Θ with the smooth sensitivity accounting

for the network effects, i.e., max
{
max j,i ai j, S ∗ξ,γ(si)

}
for each signal si and get an

(ε, δ)-DP algorithm. Note that private signals will remain DP-protected by the

post-processing immunity of the Laplace mechanism. In Appendix C.1.2, we

use induction to show that Network DP is preserved at the ε level for all times t

when the mixing matrix A is non-singular. The following corollary summarizes

our results:

Corollary 4.1.2 (Total Error of Minimum Variance Unbiased Estimation with

Network DP). Assume the mixing matrix A is non-singular, let ∆n,Θ be the global

sensitivity of ξ, and a = maxi, j ai j. The Total Error of Algorithm 5 with Network DP

satisfies

TE(MN) = O
(
n(b⋆n )t

(
Γn,Θ +

max{a,∆n,Θ}

ε

)
+

max{a,∆n,Θ}

ε

)
.

We note that the above analysis is tight because there exists an instance

for which the upper bound is precisely achieved (for any noise distribution).

To show this, consider the complete graph Kn, which corresponds to weights

ai j = 1/n for all i, j ∈ [n] with a spectral gap of zero, and si ∼ N(0, 1). The

network dynamics on the complete graph converge in one iteration, and it is

straightforward to show that the total error (TE) converges to 1/ε as n → ∞ for

any noise distributions subject to ε-DP constraints (by the central limit theorem),

i.e., Equation (C.1) in the Supplementary Materials holds with equality.
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4.1.7 Online Learning of Expected Values

We consider the online learning framework where the agents aim to learn the

common expected value mθ = Eθ
[
ξ(s)

]
of the sufficient statistics of their signal

distributions. In this regime, the agents observe signals si,t at every time t ≥ 1

and update their estimates νi,t by weighing the information content of their most

recent private signals, ξ(si,t), their previous estimates, νi,t−1, and the estimates of

their neighbors, {ν j,t−1} j∈Ni . The mechanisms that we analyze in this section will

accommodate two types of privacy needs with convergence and ε-DP guaran-

tees for the agents:

MS : Signal DP (Algorithm 6). Here the agent adds noise to privatize their belief

νi,t with respect to their signal. To assert the consistency of the estimator,

the agent averages her previous estimate and the estimates of her neigh-

bors with weight (t−1)/t and her signal with weight 1/t, similarly to Algo-

rithm 4. Therefore, the local sensitivity of this mechanism is the sensitivity

of the sufficient statistic weighted by 1/t and equals ∆n,Θν
MS

i,t =
∆n,Θ

t .

MN : Network DP (Algorithm 7). Here we consider the protection of the agent’s

signals si,t together with their local neighborhood, namely the neighboring

beliefs
{
ν j,t−1

}
j∈Ni

. We note that when deciding the noise level at time t, we

do not need to include the agent’s own belief from time t−1 in the DP pro-

tection; νi,t−1 including all the private signals up to and including at time

t − 1 remain protected by the property of the post-processing immunity. If

we were to use Algorithm 6 for Network DP the sensitivity of the mecha-

nism would be max
{
∆n,Θ

t ,
t−1

t max j∈Ni ai j

}
which approaches 1 as t → ∞ and

violates the consistency of the estimator νi,t. For this reason, we need to

adapt the weighting scheme of Algorithm 6 to be consistent and respect
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Network DP. We give more details of the altered algorithm (Algorithm 7)

in Section 4.1.8.

Algorithm 6 Online Learning of Expected Values with Signal DP
In any time period t ≥ 1 the agents observe a signal si,t, and update their esti-
mates according to the following rule:

νi,t =
t − 1

t

aii νi,t−1 +
∑
j∈Ni

ai jν j,t−1

 + 1
t
(
ξ(si,t) + di,t

)
, (4.10)

where di,t ∼ Di,t is appropriately chosen noise.

Here we will analyze the performance of Algorithm 6 where agents only pro-

tect their signals and present the corresponding error analysis. The error of the

estimates νi,t compared to the expected value mθ = Eθ
[
ξ(s)

]
, again consists of two

terms; one due to decentralization and the statistics of the signals themselves

(CoD), and another due to the variances of the added DP noise variables (CoP).

Each of these two terms decays at a rate of 1/
√

t. They, in turn, can be bounded

by the sum of two terms: a constant that is due to the principal eigenvalue of A

and represents the convergence of the sample average to mθ, and n−1 terms due

to |λi(A)| for 2 ≤ i ≤ n which dictate the convergence of the estimates νi,t to their

sample average. The latter depends on the number of nodes n and the SLEM b⋆n

of matrix A. We formalize our results as follows (proved in Appendix C.1.3):

Theorem 4.1.3 (Online Learning of Expected Values with Signal DP). The follow-

ing hold for Algorithm 6 and mechanismMS :

1. For every time t, and all distributions {Di,t}i∈[n],t≥1 we have that

E [∥νt − 1mθ∥2] ≤
1
t

√ntV
[
ξ(s)

]
+

√√√ n∑
j=1

t−1∑
τ=0

V
[
d j,t−τ

]
1 +

√
n − 1

1 − (b⋆n )2

 .
2. The optimal distributions {D⋆

i,t}i∈[n],t≥1 are D⋆
i,t = Lap

(
∆n,Θ/ε

)
, where ∆n,Θ is the

global sensitivity. Moreover, we have: TE(MS ) = O
(

n
√

t

( √
V

[
ξ(s)

]
+
∆n,Θ

ε

))
.
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4.1.8 Online Learning of Expected Values with Network DP

Above, we briefly discussed why a learning algorithm that puts weights t−1
t

on the network predictions and 1
t on the private signal would not work (and

in fact, the dynamics become divergent in that case). In Algorithm 7, we

present a different learning scheme that uses weights 1
t for the private signals

and neighboring observations and 1 − 1
t (2 − aii) for the previous beliefs of the

agent. The motivation behind this learning scheme is that the sensitivity is

now going to be ∆n,Θν
MN

i,t =
1
t max

{
max j∈Ni ai j,∆n,Θ

}
which goes to zero, instead of

max
{

t−1
t max j∈Ni ai j,

1
t∆n,Θ

}
which approaches 1. The drawback is that the added

self-weight on one’s own beliefs at every time step will slow down the mixing

time and convergence. In the sequel, we present Algorithm 7 and analyze its

performance.

Algorithm 7 Online Learning of Expected Values with Network DP
In any time period t ≥ 1 the agents observe a signal si,t and update their esti-
mates according to the following rule:

νi,t =

(
1 −

1
t
(2 − aii)

)
νi,t−1 +

1
t

∑
j∈Ni

ai jν j,t−1 + ξ(si,t)

 + 1
t
di,t, (4.11)

where di,t ∼ Di,t is appropriately chosen noise.

We can write the above system in matrix notation as νt =
(
B(t) − 1

t I
)
νt−1 +

1
t ξt +

1
t dt where bii(t) = 1 − 1

t (1 − aii) and bi j(t) = 1
t ai j for all j , i. First, we study

the convergence of Algorithm 7 when no noise is added, i.e., dt = 0. Note that

similarly to Algorithm 6, the error term is comprised of two terms, one owing

to the principal eigenvalues of C(t) = B(t) − 1
t I, i.e., λ1(C(t)) = 1 − 1/t which

controls the convergence of the sample average of the estimates to mθ, and n − 1

terms due to |λi(C(t))|which control the convergence of the estimates νi,t to their

sample average.
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Theorem 4.1.4 (Online Learning of Expected Values with Network DP). For Al-

gorithm 7, the following hold:

1. For all t ≥ 1 and all distributions {Di,t}i∈[n],t≥1, we have that

E [∥νt − 1mθ∥2] ≤
1
t

√ntV
[
ξ(s)

]
+

√√
n∑

i=1

t−1∑
τ=0

V
[
di,t−τ

]
1 +

√
n − 1

3 − 2b⋆n

 .
2. The optimal distributions {D⋆

i,t}i∈[n],t≥1 that minimize the MSE bound subject to

ε-DP are the Laplace Distributions with parameters max
{
max j∈Ni ai j,∆n,Θ

}
/ε.

Moreover, if ∆n,Θ is the global sensitivity and a = maxi, j ai j, then

TE(MN) = O
(

n
√

t

(
max{a,∆n,Θ}

ε
+

√
V

[
ξ(s)

]))
.

We note that the analysis is tight, and the tight example is precisely the same

as the example we provided for MVUE.

4.1.9 Real-World Experiments with Household Energy Con-

sumption Data and Data from the US Power Grid

To showcase the effectiveness of our algorithms, i.e., convergence to the actual

estimates subject to (ε, δ)-DP, we conduct two experiments that correspond to

the estimation of power consumption in the electric grid.

The first case considers estimating power consumption via electricity mea-

surements of individual households. Consumption behavior is considered

highly sensitive. It can reveal compromising information about daily habits

and family illnesses or pose a security threat if exploited by an adversary, e.g.,
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Figure 4.2: Distribution of Daily Consumption (in kWh) for the GEM House
openData with log-normal fits is shown on the left (for all measurements and
Day 0 measurements), followed by a visualization of the generated random geo-
metric network with ρ = 0.1. The next two figures show the US Power Network
degree distribution with log-normal fit, followed by its visualization.

to coordinate attack time. Here, we assume that each household faces a privacy

risk in sharing their measurements, and they may decide to mitigate the pri-

vacy risks by adding noise to their estimates. The ability to estimate average

consumption in a distributed manner is useful for distributed load balancing

and deciding generation plans.
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For this scenario, we consider the GEM House openData dataset [286], which

contains power consumption measurements of n = 969 individual households

over T = 1096 days (i.e., three years). The dataset contains cumulative power

consumption measurements ci,t for each particular day. To extract the actual

measurements (in kWh) si,t we take the differences between consecutive days

and divide by 1010 (see Section 3.2.1 of [286]), i.e., si,t =
ci,t−ci,t−1

1010 . We observe that

si,t follows a log-normal distribution with mean µ = 1.67 and standard devia-

tion σ = 1.04, as shown in Figure 4.2. Moreover, in this dataset, the network

structure is absent. For this reason, we generate a random geometric graph, i.e.,

we generate n = 969 nodes randomly distributed in [0, 1]2 and connect nodes

with a distance at most ρ = 0.1. Random geometric graphs have been used to

model sensor networks [237] and correspond to a straightforward criterion for

determining links since they connect nearby households. For a fixed random

seed (seed = 0), the network contains m = 13, 236 edges and is visualized in

Figure 4.2.

The second dataset examines estimating power consumption in the US

Power Grid Network from [419]. In this case, we hypothesize that each power

station faces a privacy risk – for example, vulnerability to a cyber attack – in

sharing their measurements and decides to reduce its privacy risk by adding

noise. The network contains n = 4, 941 nodes and m = 6, 594 edges. Figure 4.2

shows the power network and its degree distribution. Here we artificially gen-

erate i.i.d. signals for T = 100 as si,t ∼ LogNormal(µ = 10, σ = 1).

In both cases, the task is to estimate each log-normal distribution’s mean µ

in two scenarios. In the first scenario, we estimate the mean only from the initial

measurements, i.e., estimate pµMVUE =
∑n

i=1 log si,1

n . Figure 4.3 presents some sample
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Figure 4.3: Sample Paths for MVUE with Signal DP. Note the large error in the
case of the German household dataset is because protecting households with
low (near zero) consumption rates even at a relatively high privacy budget (ε =
10) comes at a huge cost to accuracy.

paths for this task as the horizon t varies, and Figure 4.7 presents the final MSE

after T for various values of the privacy budget ε. In the second scenario, we

estimate the mean with online learning (OL) to estimate pµOL =
∑n

i=1
∑T

t=1 log si,t

nT →

E
[
log s

]
= µOL. We run simulations in both regimes where we want to protect the

signal and the network connections. Because in this case the global sensitivity

is unbounded, we use the smooth signal sensitivities S ∗ξ,γ(si,t) =
2 log(2/δ)

eεsi,t
for each

signal si,t with δ = 0.01. The resulting algorithms are (ε, δ)-DP (see Section 4.1.6).

Finally, in Appendix C.2 we explain the adaptation of [354] first-order DP

consensus algorithm to both MVUE and OL tasks. Figure 4.7 shows the com-

parison of MSE performances between our algorithms and [354] given the same

privacy budget per agent. Compared to [354], our method is able to achieve
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Figure 4.4: Sample Paths for MVUE with Network DP. Note that even requiring
a moderate accuracy in the case of the German household dataset comes at a
high cost to privacy (ε = 1), pointing to the challenges of maintaining privacy
when sensitivities cannot be locally bounded (some household consumption
values are close to zero).

significantly smaller MSE under the same total privacy budget; ≈ 1000× smaller

for both datasets. While [354]’s algorithm are applicable to a broader set of tasks

than the MVUE and OL estimation setups presented here, their inclusion of pri-

vate signals at every iteration entails DP noising at every step of the iteration

and comes at a higher cost to accuracy.

In all cases of signal DP with the US power grid network, the DP noise did

not affect the convergence rate in practice for this choice of signals, privacy bud-

get ε, and information leakage probability δ. Also, we observe that the Signal

DP algorithm converges faster than the online learning algorithm with Network

DP (even in the absence of DP noise) because of the underlying mixing matri-
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Figure 4.5: Sample Paths for Online Learning of Expected Values with Signal
DP. Choosing ε large enough leads to a convergent behavior for the German
household dataset, but no meaningful privacy protection can be afforded in that
case (ε = 10).

ces, which are t−1
t A, and C(t) = t−2

t I + 1
t A respectively. Moreover, both of these

algorithms converge faster (with and without DP noise) than the MVUE. This

is expected since the MVUE has access to n samples in total, while the online

algorithms have access to nt signals and can bring the estimation error down by

a 1/t factor. Comparison of Signal DP (Figures 4.3 and 4.5) with Network DP

(Figures 4.4 and 4.6) for MVUE and online learning tasks points to the increased

difficulty of ensuring network DP: network privacy protections are harder to

achieve and they imply signal protections automatically. On the other hand,

when the local sensitivities can grow large — as with the German household

dataset — maintaining privacy for households with low consumption comes at

a huge cost to accuracy (see, e.g., Figure 4.5). This is because for the log-normal
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Figure 4.6: Sample Paths for the Online Learning of Expected Values with Net-
work DP. Protecting network neighborhoods is a harder task than protecting
private signals. While almost perfect signal DP can be achieved with reason-
able accuracy for the US power grid network (ε = 1 in Figure 4.5), even mod-
erate protection of network neighborhoods (ε = 1) come at a noticeable cost to
accuracy. Privacy protection for network neighborhoods in the case of German
households is further complicated by the existence of almost zero signals with
locally unbounded sensitivity and no meaningful protections is accomplished
(ε = 10). Privacy and accuracy, in this case, become conflicting criteria that can-
not be reconciled.

distribution, dξ(s)/ds grows unbounded as s→ 0.

We extend our algorithms to address additional forms of heterogeneity.

Specifically, in Appendix C.3, we show how our algorithms can provably con-

verge under minimal assumptions when the network topology is changing

dynamically (Appendix C.3.1) and when the corresponding topology is di-

rected (Appendix C.3.2). These scenarios are pertinent to real-world sensor

networks since sensors and communications can fail, corresponding to dynam-
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ically changing networks with asymmetries (cf. [391]). Moreover, to balance

the trade-offs between accuracy and privacy, the agents can resort to heteroge-

neous privacy budgets {εi}i∈[n] and improve their collective estimation perfor-

mance while maintaining minimum privacy protection (capping the individual

privacy budgets at εi,max). The possibility to accommodate heterogeneous bud-

gets in the local DP setting leads to interesting design choices for improving the

collective learning performance, e.g., using personalized DP methods [9, 223].

In Appendix C.3.3, we provide both centralized and decentralized schemes to

allocate privacy budgets to optimize their collective accuracy subject to individ-

ual privacy budget caps and test their performance on the German Households

dataset (cf. Supplementary Figure C.3).

This Section focuses on distributed estimation and learning in a networked

environment subject to privacy constraints. The aim is to estimate the statistical

properties of unknown random variables based on observed data. Our aggre-

gation methods aim to combine the observed data efficiently without requiring

explicit coordination beyond the local neighborhood of each agent. This allows

for estimating a complete sufficient statistic using either offline or online sig-

nals provided to the agents. To preserve privacy, agents add noise to their esti-

mates, adhering to a differential privacy budget (ε-DP) to safeguard the privacy

of either their signals (signal DP) or their signals and network neighborhoods

(Network DP). Our algorithms employ linear aggregation schemes that com-

bine the observations of all agents while incorporating the added noise, either

online or offline. We prove that the estimation error bounds depend on two

terms: the first term corresponds to the error incurred due to the aggregation

scheme (which we call Cost of Decentralization) and can be controlled by the

mixing rate of the doubly-stochastic adjacency weights, and the second term
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(a) Ours (b) [354]

(c) Ours (d) [354]

Figure 4.7: MSE plots vs. varying privacy budget ε for the German House-
holds dataset and the US Power Grid Dataset. We compare with the first-order
method of [354] with a learning rate of η = 0.001 (see Appendix C.2). The solid
lines represent the CoP, and the dashed lines represent the Total Error.

corresponds to the error due to the DP noising (which we call Cost of Privacy).

We prove that under all cases (see also Section 4.1.1), the noise distributions that

minimize the convergence rate correspond to the Laplace distributions with pa-

rameters that depend on the (local or global) signal sensitivities, the network

structure, and the differential privacy budget ε. Finally, we test our algorithms

and validate our theory in numerical experiments.

When sensitivities are locally bounded, signal DP can be achieved efficiently

with a graceful accuracy loss over a decreasing privacy budget. This is facil-
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itated by the post-processing immunity of DP [135, Proposition 2.1] that no

future leaks are possible after adequate noising of the private signals and in-

dicates the resilience of linear aggregation schemes to DP noising. However,

achieving network DP with noising of estimates is significantly more challeng-

ing, and while individual noisy estimates are protected against a one-time at-

tack, network information can still leak over time across multiple estimates. The

composition property [135, Chapter 3] implies that we can protect the network

neighborhoods at ε-DP level against an adversary who eavesdrops k times by

protecting individual estimates at ε/k-DP level. Such protection can be chal-

lenging if an adversary can eavesdrop on the estimates for a long time or has

simultaneous access to estimates of multiple agents. In such cases, a fast conver-

gence rate (using the fastest mixing weights) can limit communications and help

agents maintain privacy without completely sacrificing the accuracy of their es-

timates.
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4.2 Privacy-Preserving Estimation and Learning in Discrete

Hypothesis Spaces

In many information environments, participating agents have privacy and secu-

rity needs that prevent them from engaging in information exchange at their so-

cially optimal levels (for optimum collective decision-making and social learn-

ing), e.g., when bound by client confidentiality, obligated by user privacy laws,

or needing to safeguard their information sources. In other social and business

settings, participants may be reluctant to express unpopular opinions or openly

deliberate on controversial or contentious issues. Even in the absence of such

privacy, legal, security, or safety concerns, strategic and competitive consider-

ations can lead to suboptimal information sharing at equilibrium. Differential

privacy (DP) is a versatile framework for the design of privacy-preserving al-

gorithms and statistical disclosure control. DP has been applied in large-scale

and high-profile cases such as the 2020 US decennial census [169] and the tech

industry [146, 21]. Earlier work also points to the potential of DP in alleviating

misaligned incentives and reducing competitive inefficiencies in game-theoretic

equilibria [234, 61]. Our statistical disclosure control guarantees are based on DP

and allow agents to communicate belief statistics to collectively infer a common

known state without compromising their private information.

For example, sharing protected health information (PHI) in multicenter clin-

ical trials requires complex data use agreements (DUAs) to protect confidential-

ity and manage patient authorizations between centers. Clinical trials are the

gold standard for establishing medical evidence; however, when testing treat-

ments for emerging diseases, recruiting patients for clinical trials is challenging,
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especially if the disease is rare and/or severe and there are not many avail-

able treatments [359, 163]. One solution is to establish a centralized network

of clinical trials that collectively recruit patients into a study. For example, in

the case of AIDS, this was achieved through the AIDS Clinical Trials Group

(ACTG) network, which required substantial prior investment and central co-

ordination [195, 84]. Generally, multicenter clinical trials require the execution

of extensive DUAs that slow (or sometimes prevent) collaborations. The shar-

ing of clinical trial data remains a significant challenge due to institutional and

regulatory barriers, such as the Federal Policy for the Protection of Human Sub-

jects of 1981 (Common Rule), the Health Insurance Portability and Account-

ability Act of 1996 (HIPAA), the Genetic Information Nondiscrimination Act of

2008 (GINA) in the United States, and the General Data Protection Regulation

(GDPR) in the European Union that restrict the sharing of data in healthcare

settings and beyond. The privacy-preserving distributed inference framework

in this Section can alleviate the need for complex DUAs and allow centers to

communicate privacy-preserving statistics while complying with patient con-

fidentiality and privacy regulations. In 2024, the US Department of Health &

Human Services launched the Advancing Clinical Trial Readiness (ACTR) ini-

tiative through the ARPA-H Resilient Systems Office [23]. ACTR emphasizes

the development of a decentralized and on-demand clinical trial infrastructure,

aiming to make clinical trials accessible to 90% of eligible participants within

30 minutes of their home. A critical aspect of this transformation is automating

data extraction and synchronization between electronic health records (EHRs)

and case report forms (CRFs), as well as standardizing data collection across

diverse centers. Using data from real-world clinical trials, we demonstrate the

utility of our privacy-preserving distributed inference framework for multicen-
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ter studies.

This paper provides new methodologies for distributed privacy-preserving

inference to improve the quality of information aggregation for collective

decision-making in environments where entities harbor privacy concerns that

may otherwise deter their efficient participation. These privacy concerns can

arise from community retaliation for leaking individual data or the need to com-

ply with regulations that protect the privacy of individual and patient/client

data. Similarly to the healthcare sector, in finance, education, and development,

organizations, while legally obligated to protect client data, can improve ser-

vice quality and operational efficiency through responsible information shar-

ing (e.g., to improve loan and financial aid screening systems or college admis-

sion outcomes). Our proposed framework can facilitate these goals by allowing

multiple entities, such as healthcare care providers, banks, or universities, to

perform distributed inference on their private data collectively, without central-

izing access to sensitive information, to achieve greater inclusivity, representa-

tiveness, and cost efficiency.

In this Section, we propose a differentially private distributed inference

model for information aggregation among a group of agents endowed with pri-

vate signals and exchanging beliefs to agree on a set of best alternatives, test a

hypothesis, or learn a true state of the world. Our agents are wary of revealing

their private signals to each other. The private signals are generated according

to the true state of the world, which is unknown but common to all agents. We

propose non-Bayesian belief exchange models that protect private signals while

achieving collective inference and asymptotic learning.

We characterize the quality of learning subject to DP budget constraints and
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quantify the trade-off between learning rate and privacy: learning in privacy-

critical environments can be sustained at a reasonable cost to communication

complexity and accuracy. We show that log-linear belief updates, while com-

mon as a means of iterative opinion pooling to reach consensus [177, 358, 1, 340],

can be modified to accommodate strict privacy protections for the participating

agents at a reasonable cost to social learners and their quality of group decision

making.

DP constraints in our algorithms are satisfied by adding noise to belief up-

dates at an appropriate level that protects individual signals according to a pri-

vacy budget: the less the privacy budget, the more noise is needed to satisfy

the DP requirement. In the online learning setting, where agents have access to

an infinite, intermittent stream of signals, the effect of noise vanishes asymptot-

ically. Still, DP noising slows down the belief dynamics, requiring more com-

munication rounds than the non-private baseline to achieve the same accuracy

level. Our nonasymptotic (finite-time) analysis allows us to delineate the trade-

offs between privacy budget, communication complexity, and error probability

in the online setting. When agents have access to only finitely many private sig-

nals, they aim to agree on a set of alternatives that best explains their collective

observations using a distributed, maximum-likelihood estimation (distributed

MLE). In this case, the crux of our analysis is that DP noising makes our dis-

tributed MLE algorithm non-deterministic. Hence, we need to repeat the dis-

tributed MLE algorithm in K rounds to achieve the desired accuracy level. Our

approach for DP-distributed MLE opens up a new design dimension to decide

how best to aggregate the outcome of different rounds for a reliable MLE out-

put. We propose two methods for aggregating distributed MLE rounds, each

of which offers distinct advantages in terms of communication complexity and
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flexibility to control error probabilities. Our MLE methods have a natural ap-

plication in binary hypothesis testing, which we formalize as a differentially

private, distributed hypothesis test at a given significance level.

Belief aggregation to detect the best alternatives or test a hypothesis. Our first

method is based on arithmetic and geometric averaging of beliefs across rounds.

Specifically, it uses arithmetic averaging as a way to ensure that all good al-

ternatives make their way to the identified set (no Type II errors) and with a

control on the false positive rate (Type I errors). Geometric averaging offers a

way to control missed detection rate (Type II errors) while ensuring that no bad

alternatives are admitted in the output (no Type I errors).

For example, consider evaluating different alternatives to determine the best

course of treatment for a critically ill patient. When different alternatives come

with severe side effects, it is important to avoid Type I errors (false positives)

because a Type I error would admit a less effective treatment while subjecting

the patient to unnecessary risks. Geometric averaging is the suitable choice in

this case. Similarly, when conducting a clinical trial to test the efficacy of a new

drug, controlling the Type I error rate (false positives) is critical because a Type I

error would mean approving ineffective drugs that incur unnecessary costs and

harmful side effects. We will show that geometric averaging has a natural exten-

sion for distributed hypothesis testing and can be applied in clinical trials to test

the efficacy of new drugs. However, when screening patients for early detection

of cancer, minimizing the Type II error rate (false negatives) is more important

because Type II errors, in this case, reduce the chance of early detection, which

delays treatment and leads to worse outcomes for patients. In cases such as

cancer screening, we prefer to identify as many true cases as possible, even if it
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means admitting some false positives (Type I errors), which are resolved at the

cost of additional diagnostic tests; therefore, arithmetic aggregation of beliefs is

preferred because it precludes Type II errors and allows us to control the Type I

error rate.

Our second aggregation method is based on a thresholding technique that

tracks the frequencies with which beliefs on different states across rounds ex-

ceed two thresholds and uses them in two stages to select MLE states. This

algorithm works analogously to the averaging algorithms and relies on the con-

centration of frequencies to control Type I and Type II errors simultaneously

using the two thresholds. The advantage of the thresholding method over the

geometric and arithmetic averaging algorithms is that it offers more flexibility

to control Type I and Type II error rates individually (rather than precluding one

and controlling the other); however, this comes at a cost to runtime and com-

munication complexity (an increased number of exchanges of beliefs between

the agents) that we characterize in our theoretical performance bounds.

We test our algorithms on two data sets from clinical trials. Our first ex-

periment considers distributed hypothesis testing for clinical trial data from an

AIDS Clinical Trial Group (ACTG) study [84] to determine the effect of differ-

ent treatments on the survival of AIDS patients using the proportional hazards

model [115]. In a second experiment, we work with clinical trial data from

advanced cancer patients [359] and study the effect of a cancer index – called

the Tumor Mutational Burden – on patient survival. Both of our experiments

show that our method can efficiently balance distributed learning and privacy

while also being easy to implement with significantly faster runtime than ex-

isting encryption-based privacy-enhancing technologies (PETs) and federated
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analytics for multicenter studies [163].

4.2.1 The Dilemma of Privacy-Preserving Data Sharing

We begin with a toy example that helps flesh out a problem at the heart of

privacy-preserving data sharing for collective inference: whether to delegate de-

cisions to a central authority with access to shared privatized/noisy data of all

agents or to act alone based on clean, individual data? We consider a collection

of n agents who want to perform a hypothesis test of a simple null (θ = 0) against

a simple alternative (θ = 1) at the significance level α; for example, α = 0.05.

Agents receive binary signals si ∈ {0, 1} such that P[si = 1|θ = 1] = P[si = 0|θ =

0] = p for some 1/2 < p < 1; i.e., P[si = 0|θ = 1] = P[si = 1|θ = 0] = 1− p. The most

powerful individual test at the significance level α varies with p as follows:

1. If 1 − p < α, then the most powerful test at the significance level α will

always reject θ = 0 if si = 1; and if si = 0, then it will reject θ = 0 with

probability (α − 1 + p)/p, giving a total statistical power of βIND = p + (1 −

p)(α − 1 + p)/p.

2. If 1 − p = α, then the most powerful test at the significance level α would

be to reject θ = 0 if si = 1 and accept otherwise. The statistical power in

this case is given by βIND = P[si = 1|θ = 1] = p = 1 − α.

3. If 1 − p > α, then the most powerful test at the significance level α will

reject θ = 0 with probability α/(1 − p) when si = 1 and never when si = 0,

giving a statistical power of βIND = pα/(1 − p).

Alternatively, agents can choose to send their private signals to a central au-
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Figure 4.8: When inferring a binary state from a binary signal that agrees with the
state with probability p, there is a critical privacy budget, ε∗RR, above which sharing
noisy (DP-protected) data becomes beneficial. Top Left: Statistical power (βRR) as
a function of privacy budget ε for different number of agents (n) with p = 0.7.
The critical budget ε∗RR corresponds to the intersection of each curve with the
dotted line (βIND) showing the statical power for a single agent. The intersec-
tion points show ε∗RR decreases with increasing number of agents. Top Right:
Statistical power (βRR) as a function of privacy budget ε for different values of
p with n = 100 agents. The critical budget (ε∗RR) corresponds to the intersec-
tion points of the power curve for collective hypothesis testing (βRR) with the
dotted lines showing statistical power without data sharing for single agents
(βIND). Increasing p increases the statical power for both individual agents and
collectively when agents share their data; therefore, variation of ε∗RR may not be
much or monotone. However for very high values pf p where individuals can
perform highly accurate tests on their own, the value of ε∗RR increases. Bottom:
The critical budget (ε∗RR) values for varying n and p. We use α = 0.05 for all tests.

thority, who performs the hypothesis test on the collective data on their behalf,

in which case they need protection against the privacy ramifications of shar-

ing their signals. Differential privacy with a privacy budget ε limits what can

be inferred about private signals from the output of an algorithm A that is ε-
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DP because any subset R in the range space of A must satisfy P[A(si = 1) ∈

R]/P[A(si = 0) ∈ R] ≤ eε. The randomized response (RR) is a simple mechanism

that achieves DP with a privacy budget ε to release private binary signals [416].

According to the randomized response, each agent transmits a signal yi, which

is equal to 1 − si with probability pε = 1/(1 + eε) where ε > 0 is the privacy

budget. By applying the randomized response mechanism before sharing their

private signals, agents will have plausible deniability as to what their true pri-

vate signals were. As ε→ 0, agents randomize their signals with probability 1/2,

providing no information to the receiver; on the other hand, as ε → ∞, agents

tend to share their true private signals without randomization noise (pε → 0).

To construct the most powerful α level test, agents construct the sum statistic∑n
i=1 yi and choose a threshold τRR to reject θ = 0 whenever

∑n
i=1 yi ≥ τRR. Under

the null (θ = 0), the sum statistic is distributed as a binomial random variable

with size n and success probability p′ where p′ = ppε + (1− p)(1− pε). Therefore,

agents choose the threshold τRR to be τRR = QBin(n,p′)(1−α), where QBin(n,p′)(1−α) is

the (1−α)-quantile of the Bin(n, p′) distribution. The statistical power of the test,

denoted as βRR, is given by (Here we ignore the possibility of randomizing the

test outcome if P
[∑n

i=1 yi ≥ τRR + 1
∣∣∣∣∣θ = 0

]
< α and P

[∑n
i=1 yi ≥ τRR

∣∣∣∣∣θ = 0
]
> α, for

some positive integer τRR ≤ n. This case does not arise for the values of n ≥ 25,

p, and α = 0.05 that we consider. In general, for n ≥ 25 the binomial distribution

is well approximated by a Gaussian, and such cases, even if they arise, will have

minimal effect on the power):

βRR = P

 n∑
i=1

yi ≥ τRR

∣∣∣∣∣θ = 1

 = 1 − FBin(n,1−p′)(τRR) = 1 − FBin(n,1−p′)

(
QBin(n,p′)(1 − α)

)
.

(4.12)

Thus, agents are motivated to share information whenever βRR ≥ βIND. The

critical privacy budget, ε∗RR, above which agents prefer collective hypothesis test-
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ing using shared noisy data to individual decision making using their private

signals, is given by:

ε∗RR = inf
ε>0

{
QBin(n,p′)(1 − α)≤QBin(n,1−p′)(1 − βIND), where p′ = ppε + (1 − p)(1 − pε)

}
.

(4.13)

Figure 4.8 shows the critical budgets ε∗RR as a function of n and p: ε∗RR de-

creases with increasing n because the benefit of collective hypothesis testing is

greater in larger groups. Our simulations further suggest that ε∗RR increases as

private signals become more informative with increasing p; with such highly

informative private signals, individuals can make accurate inferences without

data sharing. Note that in most cases, ε∗RR is relatively small (ε∗RR < 1 in all the

cases we have tested), and information sharing is beneficial even for moderate

values of n.

Our exploration of the statistical power of the randomized response mecha-

nism gives rise to the following question: Does the randomized response mech-

anism give a sufficiently powerful statistical test among the class of all DP mech-

anisms for random binary signals? [30] give a negative answer and provide the

mechanism with the maximum statistical power for binary signals. The mech-

anism of [30] works only in the case of binary signals and cannot be applied to

general signal distributions. To address this, [233] extend the construction of dif-

ferentially private hypothesis tests for general distributions by splitting the data

sets and applying the mechanism of [30] on the random variable that counts the

rejection of the null hypothesis in subsets of the data. In general, agents may

have different sample sizes, denoted by ni for each agent i, and can have general

distributions. One possibility is for each agent to run the algorithm of [233] and

share the outcome of their privatized hypothesis tests. The results of the pri-
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vatized hypothesis tests, weighted as a function of the individual sample sizes

and signal likelihoods, can then be combined into an aggregate that is protected

by post-processing immunity of DP. However, this prevents consensus on the

results of the hypothesis test. In applications such as multicenter clinical trials

discussed in Section 4.2.2, agents need to merge their statistics to test a hypothe-

sis collectively. Our methods allow agents to exchange their statistics and learn

from each other towards a consensus on the best alternative, not only for bi-

nary hypothesis tests but generally in finite, discrete spaces with more than two

alternatives.

In this Section, we devise decentralized algorithms for agents to exchange

their log-likelihood ratio statistics and use the Laplace mechanism to privatize

the signal log-likelihoods. The Laplace mechanism has several advantages, such

as being simple to calculate and implement; it can accommodate DP constraints

for general signal distributions and is the mechanism that minimizes the mean

squared error bound and convergence time for distributed estimation [325, 247],

and has similar optimality properties for convergence time in our case as well

(Theorems 4.2.2 and 4.2.8 in Section 4.2.7). It is also the noise distribution that

minimizes the sample complexity of differentially private simple hypothesis

tests using noisy clamped log-likelihood ratios [85].

For example, in the case of binary signals, when the agents decide to share

data with each other, they calculate their private statistics that correspond to the

likelihood ratios and add appropriately chosen Laplace noise, i.e. log
(
ℓ(si |θ=1)
ℓ(si |θ=0)

)
+

di, where di ∼ Lap(∆/ε) with ∆ = 2| log(p) − log(1 − p)| being the sensitivity of

the log-likelihood ratios to the binary private signals. Then, each agent forms∑n
i=1

(
log

(
ℓ(si |θ=1)
ℓ(si |θ=0)

)
+ di

)
and determines a threshold to reject the null hypothesis at
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the significance level α. The rejection criteria and the corresponding statistical

power βLaplace can be found numerically by simulating the distribution of the

test statistics under the null and alternative. Figure 4.9 shows the statistical

power of the test as a function of n and p as well as the critical budgets ε∗Laplace

above which a collective test based on noisy shared data is more powerful than

individual tests based on clean private data. Here we also find ε∗Laplace < 1 in all

our simulations.

4.2.2 Survival Analysis for Multicenter Clinical Trials

Survival analysis is widely used to examine how patients’ survival outcomes

(i.e., timing of events such as death, relapse, remission, recovery, etc.) vary in re-

sponse to specific treatments or other health factors. Importantly, survival anal-

ysis accounts for censoring, which refers to the existence of data points where

events of interest, such as death, have not occurred by the end of the study pe-

riod, and yet these data points are informative about the effect of treatments.

Survival models account for censoring to give more accurate and unbiased esti-

mates. This approach typically involves key metrics such as survival functions,

hazard rates, and median survival times, allowing researchers to compare the

effectiveness of different treatments or identify prognostic factors. Standard

nonparametric and semiparametric models, such as the Kaplan-Meier curve

[228] and the Cox proportional hazards model [115], allow us to analyze pa-

tient survival data with great flexibility in various clinical and experimental set-

tings. By modeling time-to-event data, survival analysis plays a crucial role in

clinical trials, epidemiological studies, and personalized medicine, helping clin-

icians and researchers make informed decisions about treatment strategies and
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Figure 4.9: Statistical power versus privacy budget for testing the probability of
private Bernoulli random variables. The intersections of the dotted lines (βIND)
and the curves (βLaplace) give the critical privacy budget, ε∗Laplace, above which col-
lective testing using noisy shared data is more powerful than individual tests
using private signals. All tests are performed at significance level α = 0.05. Top
Left: Statistical power with different number of agents (n) and p = 0.7. The
critical privacy budget ε∗Laplace decreases with the increasing number of agents
n. Top Right: Statistical power with different values of p and n = 100 agents.
ε∗Laplace as a function of p. The statistical power for both individual and collec-
tive tests increase with p, and therefore the intersection points does not vary
monotonically with increasing p; however, ε∗Laplace is highest at high values of p
where individuals alone can perform highly accurate tests. Bottom: The critical
privacy budget ε∗Laplace for different values of n and p. The rejection criteria and
statistical power are numerically determined by drawing 10,000 samples under
the null and alternative (θ = 0, 1).

patient care. Our simulation study in Section 4.2.11 consists of survival analysis

on a data set from the AIDS Clinical Trials Group (ACTG) network [298], which

has conducted several studies of HIV-infected and AIDS patients since the late

1980s [195, 84].
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Healthcare centers vary in the demographics of the patients that they serve,

and they may even have different target groups (e.g., children’s or women’s

hospitals). Although different centers can conduct clinical trials and hypothe-

sis tests on their own, potential data limitations can yield false conclusions, for

example, due to small sample sizes or higher prevalence of specific health con-

ditions among some demographics that are under- or overrepresented in their

patient population. For this reason, multiple healthcare centers can join multi-

center trials to perform hypothesis tests with more accuracy, using larger and

more diverse patient samples. To model multicenter trials, we divide patient

data from the ACTG study 175 [298] equally at random between five centers

and use the proportional hazards model [115] for survival analysis. For ease of

exposition, we consider a simple hypothesis testing scenario to determine the

efficacy and safety of a new treatment (ddI) against standard care (ZDV), which

are antiretroviral HIV / AIDS medications in the ACTG study 175. For each

center i ∈ [n], we denote their data set of patients by cre f S i with cardinality ni.

The patient j in the center i has the treatment variable xi j ∈ {0, 1}which indicates

if they have received the new treatment (ddI), xi j = 1, or standard care (ZDV),

xi j = 0. The effect of the treatment is parametrized by θ. The survival event

for each patient is denoted by δi j ∈ {0, 1} with δi j = 1 corresponding to death

(survival time is observed) and δi j = 0 corresponding to survival (survival time

is censored). The survival or censoring time is measured in days and is indi-

cated by ti j ∈ N. Following the Cox proportional hazards model, the partial

log-likelihood of the patient survival data for center i is given by:

log ℓi(S i|θ) =
∑

j:δi j=1

xi jθ − log
∑

j′:ti j′≥ti j

exi j′θ

 . (4.14)

Note that using ℓi in (4.14) is with some abuse of notation because it does not

represent the full likelihood of the observed data; however, under Cox’s propor-
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tional hazards model we can reliably infer the effect of the new treatment and

other risk factors that can be included as covariates along with the treatment

variable in Equation (4.14), from the partial likelihoods without specifying the

full likelihoods or the functional form of the baseline hazard rate corresponding

to xi j = 0. We are interested in rejecting the simple null hypothesis that θ = 0,

i.e., that the two survival curves are the same, which in the absence of other

covariates is equivalent to a nonparametric log-rank test of survival times be-

tween the treatment and control groups. For concreteness, we use θ1 = − log(2)

as the simple alternative, which corresponds to patients being twice as likely to

survive under the new treatment than in standard care (eθ is the relative risk for

the new treatment under the proportional hazards model).

Figure 4.10(b) shows that the sample size of Kaplan-Meier survival curves

calculated by one of the hospitals is not large enough to detect a difference be-

tween the two treatments, and, in fact, fitting the proportional hazards model

using data from one hospital yields a p-value of 0.9 in Figure 4.10(c). However,

if centers were to pool their data (ignoring privacy concerns) through a central-

ized authority, then the centralized authority could perform the test at a larger

sample size. Figure 4.10(a) shows the Kaplan-Meier survival curves are eas-

ily distinguishable in the centralized case. In Figure 4.11(c), when all data are

pooled together, the difference between log-hazard ratios (log HR) from fitting

proportional hazards models for the two treatments is statistically significant at

p < 0.001.

In a distributed setting where privacy concerns limit data sharing and pre-

clude data pooling for centralized access, centers can exchange noisy informa-

tion locally to achieve distributed hypothesis testing with privacy guarantees.
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Figure 4.10: Top Left: Kaplan-Meier survival curves for ACTG study 175 [298]
for the ZDV and ddI treatments. ZDV stands for Zidovudine, and ddI stands
for Didanosine. Top Right: Survival curves for one hospital (the data is split
equally among five hospitals) for the same study. Bottom: Log hazard ratios
with 95% confidence intervals from the fitted proportional hazards model using
all the data (centralized) and one hospital.

In the private regime, inspired by the likelihood ratio test, we propose that each

center calculate its local (partial) log-likelihood ratio statistic log
(
ℓi(S i |θ=θ1)
ℓi(S i |θ=0)

)
, add

appropriately chosen Laplace noise di, and then exchange the noisy statistic with

its neighbors; see the simulation study in Section 4.2.11. The methods we de-

vise in Sections 4.2.3 and 4.2.7 allow agents to form belief statistics locally, in a

privacy-preserving manner, and use them for collective hypothesis testing with

guarantees of false positive and false negative rates.
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4.2.3 Belief Prorogation for Differentially Private Distributed

Inference

More generally, each agent can have access to private observations with differ-

ent likelihoods (for example, representing different populations of patients in

different centers), which are parametrized by a common, finite set of alterna-

tives. The goal of the agents is to exchange information to calculate the likeli-

hoods of their collective observations and to choose a common set of maximum

likelihood estimates (MLEs). To this end, agents exchange (non-Bayesian) be-

lief statistics and decide on a common set of best alternatives (collective like-

lihood maximizers) based on their convergent beliefs. This MLE setup has

natural extensions to hypothesis testing and online learning that we explore

in Section 4.2.7. Before focusing on the theoretical performance and privacy

guarantees of our distributed belief exchange algorithms in Section 4.2.7, we in-

troduce our information environment and the setup of distributed inference in

Section 4.2.4. Our belief exchange rules have a log-linear format, which have

normative foundations in decision analysis and can also be justified on the ba-

sis of their convergence properties. We discuss these normative foundations

and convergence properties in Section 4.2.5, followed by an explanation of our

performance analysis framework and associated metrics in Section 4.2.6.
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4.2.4 Problem Formulation: Distributed Inference & Learning

in Discrete Spaces

A collection of n agents, denoted by the set [n] = {1, . . . , n}, wants to select an al-

ternative from a finite set Θ. Each agent i has its own data, which are fixed at the

beginning or arrive in an online stream over time. The data follow a parametric

model given by its likelihood function ℓi(·|θ), θ ∈ Θ. The goal of the agents is to

exchange information to select a set of alternatives that best describes their data

collectively, in a maximum likelihood sense. Information exchange between

agents (e.g., collaborating hospitals) is constrained by organizational and legal

barriers, as well as privacy regulations (e.g., HIPAA or GDPR) that limit who can

exchange what information with whom. In our framework, organizational and

legal barriers are captured by the structure of the communication network that

limits information exchange to permissible local neighborhoods, and protection

of private data (e.g., protected health information at each hospital) is achieved

through differential privacy.

Agents are connected according to an undirected graph G([n],E) without

self-loops. The neighborhood of agent i in G is denoted by Ni and corresponds

to all agents with whom agent i can exchange information locally. The graph is

associated with an irreducible doubly stochastic adjacency matrix A =
[
ai j

]
i, j∈[n]

with weights ai j = 0 whenever (i, j) < E and weight ai j > 0 for all (i, j) ∈ E,

and, moreover,
∑

i∈[n] ai j =
∑

j∈[n] ai j = 1. The n eigenvalues of the adjacency ma-

trix A are ordered by their modulus and denoted by 0 < |λn(A)| ≤ · · · ≤ b⋆n =

|λ2(A)| < |λ1(A)| = 1, with their associated set of bi-orthonormal eigenvectors,

{li, ri}i∈[n], satisfying ∥li∥2 = ∥ri∥2 = lT
i ri = 1 for all i ∈ [n] and lT

i r j = 0 for all i , j.

Differential privacy restrictions dictate the protection of individual data, that
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is, ensuring that information exchange mechanisms between agents satisfy the

following criteria for ε-DP.

Definition 4.2.1. A mechanismMi : S → R, acting on private signals, is said to

be ε-DP with respect to the signal s ∈ S if and only if for all X ⊆ R we have that

P[Mi(s) ∈ X] ≤ eεP[Mi(s′) ∈ X], for all s, s′ ∈ S, s.t. ∥s − s′∥1 ≤ 1.

The ε-DP constraint on Mi ensures that as ε → 0, no information can be

inferred about whether s or any of its adjacent points (i.e., s′ ∈ S such that

∥s−s′∥1 ≤ 1) are the input that generates the observed outputMi(s). Our primary

interest in this Section is in belief exchange mechanisms for which the range

space R is the probability simplex of all distributions over the state space Θ,

denoted by SimplexΘ. Defining the appropriate notion of adjacency allows us to

control sensitive information leaks. When working with clinical trial data, we

declare two observations s and s′ adjacent if, and only if, they differ in the data

of one patient.

We consider two distributed learning environments: In the first, we estimate

the best alternative or perform hypothesis testing in a distributed manner based

on a set of initial observations; in the second, we learn the true alternative online

by repeatedly observing data streams over time. In the sequel, we present the

two settings with the corresponding nonprivate algorithms in Appendix C.5,

which serve as benchmarks for the DP regime.

Distributed MLE. In the distributed maximum likelihood estimation task

(MLE), there is a set of likelihood maximizers Θ⋆ ⊂ Θ, and agents aim to deter-

mine Θ⋆ collectively by combining their private signals while communicating

within their local neighborhoods. Specifically, each agent has access to a dataset
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of ni i.i.d. observations, S i = (s1, . . . , sni), where s1, . . . , sni ∈ S obey a statistical

model determined by the likelihood function ℓi(S i|pθ) =
∏ni

j=1 ℓi(s j|pθ), pθ ∈ Θ. The

agents’ task is, given signals S i for each agent i ∈ [n], to find the set of likelihood

maximizers, i.e.,

Θ⋆ = argmax
pθ∈Θ

Λ(pθ), where Λ(pθ) =
n∑

i=1

log
(
ℓi(S i|pθ)

)
. (4.15)

We define Θ̄ = Θ \ Θ⋆ as the set of non-optimal states. We let f ⋆ represent

the proportion of MLE states, i.e., f ⋆ = |Θ⋆|/|Θ|. [343] give a non-private algo-

rithm for belief exchange, described in Appendix C.5.1, that is able to recover

Θ⋆ asymptotically.

In the multicenter clinical trial example of Section 4.2.2, the hypothesis space

is Θ = {0, θ1} where θ = 0 corresponds to the hypothesis that the two treatments

are statistically indistinguishable and θ = θ1 < 0 corresponds to the hypothesis

that ddI improves patient survival compared to ZDV as is the case based on

Figure 4.10; hence, Θ⋆ = {θ1}. The goal of the agents is to collectively infer that

θ = θ1 is the best state (MLE) given the data of the patients because Λ(θ1) > Λ(0).

In Section 4.2.9, we show how distributed MLE algorithms can be modified for

distributed hypothesis testing with statistical significance guarantees.

Online Learning from Intermittent Streams. In the online setting, we con-

sider a network of agents making streams of observations intermittently over

time. At each time step t, agent i makes ni,t i.i.d. observations s1
i,t, . . . , s

ni,t
i,t that

are distributed according to a parametric model ℓi(·|pθ),pθ ∈ Θ; and the number

of observations at time t for each agent i ∈ [n] is independently and identically

distributed, {ni,t}
i.i.d.
∼ Pi, with mean E

[
ni,t

]
= ξi and variance V

[
ni,t

]
= χi. In

the online setting, we assume that the data are generated according to a true

parameter θ◦ ∈ Θ, which is uniquely identifiable from the collective observa-
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tions of the agents. The collective identifiability condition can be expressed as∑n
i=1 ξiDKL

(
ℓi(·|θ̄)|ℓi(·|θ◦)

)
> 0,∀θ̄ , θ◦. Note that, unlike the MLE setting, where

agents can increase the power of their inferences by exchanging belief statistics,

in the online setting, each agent alone has access to an infinite signal stream.

An informational advantage of collective inference in the online setting is ap-

parent where agents individually face identification problems; for example, for

an agent i ∈ [n], a pair of states (pθ1 and pθ2) may induce the same distribution

of observations, making them undistinguishable from the perspective of agent

i. In such cases, by exchanging beliefs, agents can benefit from each other’s ob-

servational abilities to collectively identify the truth even though they may face

an identification problem individually. [343] give a non-private algorithm for

belief exchange that is able to asymptotically recover the true state θ◦ from a

stream of observations (cf. Appendix C.5.2).

In multicenter clinical trials, the online learning setup corresponds to centers

recruiting patients over time. The centers can rely on each other’s observational

capabilities to recruit a diverse patient demographic, which they may otherwise

lack access to and can compromise their ability to detect effects in certain popu-

lations.

4.2.5 Log-Linear Belief Updates and Opinion Pools

The fastest way to (asymptotically) compute the joint log-likelihood would be

for the agents to run a linear consensus algorithm [121, 313] in the (privatized)

log-likelihood space for each θ ∈ Θ. This rule is equivalent to performing log-

linear updates (i.e., geometric means) in a (non-Bayesian) belief space [343]. On
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the other hand, simple DeGroot (linear) averaging of beliefs converges to the

average of initial likelihoods (rather than log-likelihoods) and can give biased

estimates if used for maximum likelihood estimation. [232] and [255, Corollary

2] point out that log-linear learning converges faster than linear learning in the

belief space. [278] provide guarantees on the percentage of time that the action

profile will be a potential maximizer in potential games using log-linear best-

response dynamics.

The log-linear updates that we use to exchange belief statistics among neigh-

boring agents also have parallels as opinion pools to combine probability distri-

butions from multiple experts in the decision and risk analysis literature [110].

[1], in particular, proposes scoring rules based on the KL divergence between

the expert distributions and aggregate beliefs that yield linear and log-linear ag-

gregates as the solution to the expert aggregation problem: If KL divergence

is computed from the aggregate belief to the expert beliefs then we obtain log-

linear updates, otherwise (i.e., if the KL divergence is computed from the ex-

pert beliefs to the aggregate belief) we obtain linear updates. Denoting expert

beliefs by ν j with weights ai j, j , i, the log-linear belief aggregate ν⋆ sets the

belief in every state ν(θ) proportionally to
∏

j∈[n] ν
ai j

j (θ) and is the solution to

arg min
∑

j,i ai jDKL

(
νi|ν j

)
. Such rules are especially sensitive to experts who put

zero or small beliefs on some states and can be useful for rejecting non-MLE

states or null hypotheses. In this section, we use the framework of [1] with

explicitly modeled privacy costs to justify our update rules beyond the algo-

rithmic performance framework of Section 4.2.6 and our theoretical guarantees

in Section 4.2.7.

Following [1], consider a decision maker (i) who is interested in choosing
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the best option among a set of alternatives (Θ), given access to their own private

information (S i) and other opinions from n experts. The decision maker forms

a time-varying public belief νi,t ∈ Simplex(Θ) over Θ for treatments that capture

all expert distributions and its own data. Initially (at t = 0), the agent forms an

intrinsic belief γi ∈ Simplex(Θ) based on its own data, i.e., γi(pθ) =
ℓi(S i |pθ)∑
θ̄∈Θ ℓi(S i |θ̄)

for

all pθ ∈ Θ. In subsequent steps (t ≥ 1), the decision maker chooses an expert at

random with probability ai j corresponding to the strength of the connection in

the communication matrix A and pays Ci to consult with them and Ci to consult

its own data and incurs a revenue Ri regardless of its decision. Since the decision

maker consults its own data and communicates its beliefs with others, it must

protect its own signals due to privacy risks.

The ε-DP mechanismMi, satisfying Definition 4.2.1, applied to γi produces

Mi(γi) which is privatized belief over the hypothesis space |Θ|. Putting every-

thing together, the expected payoff of agent i at time t is given as (see Eq. (9) in

[1]):

Ui,t(νi,t, νt−1) =


Ri −Ci

∑n
j=1 ai jDKL

(
νi,t|ν j,t−1

)
−CiDKL

(
νi,t|νi,t−1

)
, t ≥ 1

Ri −CiDKL
(
νi,0|Mi(γi)

)
, t = 0.

(4.16)

To implement the mechanism Mi, the decision maker draws appropriately

chosen zero-mean (w.l.o.g.) noise variables di(pθ) for each state pθ ∈ Θ and adds

them to the corresponding log-likelihoods log γi(pθ). Thus,Mi(γi) can be written

as the product of the two distributions γi and Di, where Di(pθ) = edi(pθ)∑
θ̄∈Θ edi(θ̄)

. If we

write νi,0 as the product of νi,0 together with the uniform measure UΘ on Θ and

using the properties of the KL-divergence, we get DKL
(
νi,0|Mi(γi)

)
= DKL

(
νi,0|γi

)
+

DKL (UΘ|Di). The term DKL (UΘ|Di) corresponds to the privacy loss and equals
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DKL (UΘ|Di) =
∑
pθ∈Θ

1
|Θ|

log
(∑

θ̄∈Θ edi(θ̄)

|Θ|edi(pθ)

)
= log

∑
θ̄∈Θ

edi(θ̄)

 − log |Θ| −
∑
pθ∈Θ

di(pθ).

Taking the expectation overMi we get EMi [DKL (UΘ|Di)] = EMi

[
log

(∑
θ̄∈Θ edi(θ̄)

)]
−

log |Θ|. Since the KL divergence is nonnegative, the expected privacy loss with

respect toMi is minimized whenever the noise variables di(pθ) are independent

of each other, and their distribution does not depend on pθ.

To achieve the aforementioned property, di(pθ) can be distributed according

to the Laplace noise mechanism, and, in addition, the distribution of the noise

should be independent of the state pθ ∈ Θ, i.e. di(pθ) ∼ D. The Laplace mechanism

possesses further benefits since it minimizes the convergence time of the belief

exchange algorithms (cf. Section 4.2.7 and prior results by [325] and [247]). The

global ℓ1-sensitivity is computed as

∆n,Θ = max
i∈[n],pθ∈Θ

nigi(pθ), where gi(pθ) = max
s,s′∈S:∥s−s′∥≤1

∥∥∥ log ℓi(s|pθ) − log ℓi(s′|pθ)
∥∥∥

1
.

(4.17)

In Appendix C.9, we compute (4.17) for the proportional hazards model. More

generally, the signal structure may be such that the sensitivity is unbounded

when computed globally over the signal space. In such cases, an additive relax-

ation of the privacy constraints in Definition 4.2.1 can be used with a smoothed

notion that looks at sensitivity locally at the realized signal values [310].

The best update rule that optimizes the time-varying utility of Equa-

tion (4.16) yields the log-linear update rules [1, Proposition 4]. The above can

be extended to the online setting where data S i,t with ni,t ≥ 0 data points for

each agent i are intermittently arriving at each iteration t, by introducing a time-

varying utility and measuring the likelihood at each iteration t. In that regime,
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first, the agents form the probability measure γi,t such that γi,t(pθ) =
ℓi(S i,t |pθ)∑
θ̄∈Θ ℓi(S i,t |θ̄)

for

all pθ ∈ Θ (when ni,t = 0 we set ℓi(S i,t|pθ) = 1 for all pθ ∈ Θ). Then the agents have the

time-varying utility:

Ui,t(νi,t, νt−1) = Ri −Ci

n∑
j=1

ai jDKL

(
νi,t|ν j,t−1

)
−CiDKL

(
νi,t|Mi(γi,t)

)
. (4.18)

Optimizing this utility yields log-linear learning, which we leverage in our OL

Algorithm 10.

4.2.6 Performance Analysis Framework

Our proposed log-linear update rules in Section 4.2.5 rely on adding zero-mean

Laplace noise to the likelihood functions drawn from distributions that are in-

dependent of the states. For example, in the MLE problem, in expectation, log-

linear updates can identify MLE states Θ⋆. However, the added noise makes the

algorithm output random, so the algorithm needs to be repeated to achieve the

desired accuracy level. Therefore, we need a systematic way to control the error

of the output of any algorithmA. Providing high-probability guarantees for an

algorithmA comes at a cost: The algorithm needs to be repeated in sufficiently

many rounds and its outputs combined across the rounds.

Type I and Type II error rates. To control the output uncertainty resulting from

privacy-preserving randomization noise, our distributed MLE algorithms, in

addition to respecting a set DP budget ε > 0, also admit two types of error guar-

antees, which we refer to as Type I and Type II error probabilities and denote

by α and 1 − β, following the hypothesis testing nomenclature. In fact, in Ap-

pendix C.7 we show that our distributed MLE algorithms and guarantees can

be transformed to conduct a distributed hypothesis test at the significance level

188



α. For a distributed MLE algorithm A that returns a set of maximum likeli-

hood estimators pΘA ⊆ Θ, we define the Type I error rate α as the probability that{
Θ⋆ ⊉ pΘA

}
, which can be controlled by bounding P

[
Θ⋆ ⊇ pΘA

]
≥ 1 − α. Similarly,

we define the Type II error rate 1 − β as the probability of the event
{
Θ⋆ ⊈ pΘA

}
,

which can be controlled by ensuring that P
[
Θ⋆ ⊆ pΘA

]
≥ β. A Type I error occurs

when the algorithm detects a superset of the MLE set Θ⋆. A Type II error oc-

curs when the algorithm filters too many states, missing some MLE states in its

output, thus generating a subset of the MLE set Θ⋆.

Returning to our examples from before, when selecting among treatments

with severe side effects, we want to limit the possibility of selecting ineffective

treatments by ensuring a small Type I error rate α so that P
[
Θ⋆ ⊇ pΘA

]
≥ 1 −

α. Similarly, when conducting a clinical trial, we need to ensure efficacy at a

desired level of statistical significance (e.g., α = 0.05). On the other hand, when

developing a new cancer screening tool, we want MLE states to be included in

the algorithm output ({Θ⋆ ⊆ pΘA}) with high probability, that is, for β to be high

(e.g., β = 0.8). This will ensure that we can detect all patients who are at high risk

of cancer (Θ⋆). In this case, it is important to control the Type II error rate so that

P
[
Θ⋆ ⊈ pΘA

]
≤ 1−α for a large enough β, but it may be acceptable to misidentify

some patients as high risk (i.e., for ΘA to include some non-MLE states). In

Section 4.2.8, we show that arithmetic or geometric averaging of beliefs across

the rounds may each be suitable, depending on the type of error that one needs

to preclude or control.

Communication complexity. To achieve guarantees on the DP budget and the

two error probabilities, we must run our algorithms in K
(
ε, η,Θ,G, {ℓi(·|·)}i∈[n]

)
rounds and with T

(
ε, η,Θ,G, {ℓi(·|·)}i∈[n]

)
iterations in each round, where η here
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corresponds to either α or 1 − β, or the maximum of the two (depending on the

algorithm). We define Communication Complexity = K
(
ε, η,Θ,G, {ℓi(·|·)}i∈[n]

)
·

T
(
ε, η,Θ,G, {ℓi(·|·)}i∈[n]

)
as the total number of belief updates. We summarize our

communication complexity bounds for MLE and online learning in Table 4.2 at

the beginning of Section 4.2.7 before explaining them in detail. Beyond the pri-

vacy budget ε, the error probability η, and the number of agents n, the results

of Table 4.2 also depend on the statistical properties of the information environ-

ment and the network structure, as described below:

• Regarding the private signal strcutures, the bounds depend on the largest

log-likelihood magnitude

Γn,Θ = max
i∈[n],pθ∈Θ

| log γi,t(pθ)|,

the minimum divergence between any non-MLE state and an MLE state

ln,Θ = min
θ̄∈Θ̄,θ⋆∈Θ⋆

∣∣∣∣∣∣∣
n∑

i=1

ξiDKL

(
ℓi(·|θ̄)|ℓi(·|θ⋆)

)∣∣∣∣∣∣∣ ,
the global sensitivity ∆n,Θ = maxi∈[n],t∈N ∆i,t, the sum of variances of the num-

ber of signals Ξn =
∑n

i=1 χi, and the maximum deviation of the KL diver-

gence

Qn,Θ = max
i∈[n],θ̄∈Θ̄,θ⋆∈Θ⋆

√
V

[
log

(
ℓi(·|θ̄)
ℓi(·|θ⋆)

)]
.

• Regarding the graph structure, our bounds depend on the second-largest

eigenvalue modulus (SLEM) of A, b⋆n = b⋆n , and the SLEM of (A + I)/2,

a⋆n = |λ2(A + I)|/2.
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Setting With DP (ours) Without DP [343]

Communication Complexity with respect to ε, η

MLE (AM/GM) O|Θ|,n
(
log(1/η)(log(1/η) + log(1/ε) + log(1/ϱ)

)
O|Θ|,n (1)

MLE (Threshold) O|Θ|,n
( log(1/η)

π2 (log(1/η) + log(1/ε) + log(1/q))
)

O|Θ|,n (1)

Online Learning O|Θ|,n

(
1

η3/2
1
ε

)
O|Θ|,n (1)

Communication Complexity with respect to n

MLE (AM/GM) O|Θ|,ε,η

max

log
(

n
ln,Θ

)
,

log
( n(Γn,Θ+∆n,Θ )

ϱ

)
log(1/a⋆n )


 O|Θ|

(
max

{
log

(
n

ln,Θ

)
,

log(nΓn,Θ)
log(1/a⋆n )

})
MLE (Threshold) O|Θ|,ε,η

 1
π2 max

log
(

n
ln,Θ

)
,

log
( n(Γn,Θ+∆n,Θ)

q

)
log(1/a⋆n )


 O|Θ|

(
max

{
log

(
n

ln,Θ

)
,

log(nΓn,Θ)
log(1/a⋆n )

})
Online Learning O|Θ|,ε,η

(
n(Qn,Θ+∆n,Θ)(maxi∈[n] ξi+

√
Ξn)

ln,Θ(1−b⋆n )

)
O|Θ|

(
nQn,Θ(maxi∈[n] ξi+

√
Ξn)

ln,Θ(1−b⋆n )

)
Communication Complexity with respect to |Θ|

MLE (AM/GM) On,ε,η

(
|Θ| log |Θ|

(
log |Θ| + log

(
Γn,Θ+|Θ| log |Θ|∆n,Θ

ϱ

)))
On

(
logΓn,Θ

)
MLE (Threshold) On,ε,η

(
log |Θ|
π2

(
log |Θ| + log

(
Γn,Θ+|Θ| log |Θ|∆n,Θ

q

)))
On

(
logΓn,Θ

)
Online Learning On,ε,η

(
|Θ|(Qn,Θ+|Θ|∆n,Θ)

ln,Θ

)
On

(
|Θ|Qn,Θ

ln,Θ

)

Table 4.2: Communication complexity of distributed inference algorithms for a
fixed privacy budget ε > 0 and target maximum Type I/Type II error η ∈ (0, 1).
We use Oa1,...,aN (·) to denote the big-O notation where the constants are allowed
to depend on a1, . . . , aN . The overhead of introducing privacy is outlined in blue.
For compactness in notation, η refers to max{α, 1 − β}, ϱ refers to min{ϱAM, ϱGM}, π
refers to min{π2, π1}, and q refers to min{1 − q2, q1} (see Theorems 4.2.2 and 4.2.5).
The AM/GM algorithms have matching communication complexities when-
ever q = O(1) and π = O

(
1/
√
|Θ|

)
. The non-DP results are due to [343].

4.2.7 Performance and Privacy Guarantees

We study distributed belief exchange algorithms to find MLEs with theoretical

guarantees of privacy and performance (error probability and communication

complexity) in Section 4.2.8. These non-Bayesian belief statistics have a natu-

ral application for distributed hypothesis testing, for which we give statistical

significance guarantees in Section 4.2.9. They can also be used for the online

learning of the true alternative based on streaming data, which we analyze in

Section 4.2.10.

Maximum Likelihood Estimation and Hypothesis Testing. Our first set of re-
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sults considers the recovery of MLEs Θ⋆ ⊂ Θ by using two main types of al-

gorithms: The first set of algorithms averages the beliefs of the K independent

rounds resulting from log-linear updates both arithmetically and geometrically.

As noted earlier in the paper, arithmetic averaging can recover a superset of Θ⋆

– controlling Type I errors – while geometric averaging can recover a subset of

Θ⋆ – controlling Type II errors. The formal description of the algorithm is given

in Algorithm 8.

Our second algorithm, instead of averaging beliefs, uses two thresholds to

select the states for which the average number of times their belief exceeds a

(third) threshold is larger than the two initial thresholds. The advantage of this

algorithm is that it gives more flexibility in controlling Type I and Type II errors,

and it can even recover the exact MLE set but at a high cost to runtime. The

formal description of the algorithm is given in Algorithm 9. Our main result for

the MLE follows: Given Type I and Type II errors α and 1 − β, respectively, and

η = max{α, 1 − β}, the following hold:

• For thresholds ϱAM, ϱGM > 0, ϱ = min{ϱAM, ϱGM}, there is an algorithm that

requires

K · T = O
(
|Θ| log

(
|Θ|

η

)
max

{
log

(
n

ln,Θ

)
,

log
(
|Θ|n(Γn,Θ + ∆n,Θ/ε)/ϱ

)
log(1/a⋆n )

})
exchanges of the beliefs of an agent and constructs two estimators pΘGM

i,T

and ΘAM
i,T such that pΘGM

i,T ⊆ Θ
⋆ ⊆ ΘAM

i,T with probability at least 1 − 2η.

• For thresholds q1, q2 ∈ (0, 1), accuracy parameters π1, π2 ∈ (0, 1), q = min{1−

q1, q2}, and π = min{π1, π2} there is an algorithm that requires

K · T = O
(

1
π2 log

(
|Θ|

η

)
max

{
log

(
n

ln,Θ

)
,

log
(
|Θ|n(Γn,Θ + ∆n,Θ/ε)/q

)
log(1/a⋆n )

})
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exchanges of the beliefs of an agent, and constructs two estimators pΘthres,1
i,T

and pΘthres,2
i,T such that pΘthres,1

i,T ⊆ Θ⋆ ⊆ pΘthres,2
i,T with probability at least 1 − 2η.

• The noise distributions that optimize the number of belief exchanges of

an agent are the Laplace distributions with parameters ∆n,Θ|Θ|
2 log(|Θ|/η)/ε

(up to constant multiplicative factors).

• The resulting estimates are ε-DP with respect to private signals.

• Theorems 4.2.2 and 4.2.5 give formal statements of these results.

• The results of the GM algorithm can be extended to design hypothesis

tests at significance level α (see Proposition 4.2.6).

Online Learning. In the sequel, we provide an algorithm that can learn from

intermittent streams of data in an online manner, assuming an identifiable joint

model Λ(·) and data generated from a distribution with (true) parameter θ◦ ∈

Θ. The algorithm is simple and returns the state with the highest belief value.

Our main result for the online learning algorithm follows: Given an accuracy

parameter η ∈ (0, 1) and the identifiability condition
∑n

i=1 ξiDKL

(
ℓi(·|θ̄)|ℓi(·|θ◦)

)
>

0,∀θ̄ , θ◦:

• There exists an algorithm that requires K = 1 round and

T = O


n|Θ|(Qn,Θ + ∆n,Θ|Θ|/ε)

(
maxi∈[n] ξi +

√
Ξn
η

)
ln,Θη(1 − b⋆n )


exchanges of the beliefs of an agent, and returns an estimator pθOL

i,T such that

pθOL
i,T = θ

◦ with probability at least 1−η. The noise distributions that optimize

the number of belief exchanges of an agent are the Laplace distributions

with parameters ∆n,Θ|Θ|/ε.
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• The resulting estimates are ε-DP with respect to private signals.

• Theorem 4.2.8 gives a formal version. Table 4.2 compares the DP algo-

rithms with their non-DP counterparts and presents the overhead of in-

troducing privacy in each case.

In this section, we present the algorithms used to perform distributed MLE

and OL. As noted earlier in the paper, the algorithms are based on log-linear

belief exchanges between the agents. Our results are non-asymptotic and de-

termine upper and lower bounds in the communication complexity K · T for a

given privacy budget ε, Type I error α, and Type II error 1 − β.

4.2.8 Distributed MLE

The first idea behind the MLE algorithm is to introduce multiplicative noise

subject to DP to the likelihood functions γi(pθ). Adding multiplicative noise –

which corresponds to additive noise in the log domain – ensures privacy. The

agents then communicate their beliefs about the states with their local neighbors

and form estimates of the true MLE over time. However, introducing noise

makes the algorithm randomized, and therefore, the agents may misidentify

the MLE with a non-trivial probability. To overcome this problem and guarantee

Type I (resp. Type II) error at most α (resp. 1 − β), we run the algorithm for K

independent rounds and combine these K estimates to produce the final beliefs.

By setting K accordingly, we can reduce the algorithm’s errors, which we show

in Theorem 4.2.1.

To produce the final estimates, we rely on two ways of aggregating the K

rounds of the algorithm: The first approach is to take the arithmetic mean of
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the K rounds to produce the final belief, which we call the AM estimator. The

benefit of the AM estimator is that it can accurately w.h.p. identify all the MLE

states, i.e., we can control its Type II error probability: P
[
Θ⋆ ⊈ pΘAM

i,T

]
≤ 1−β. This

estimator has high recall but low precision because it can recover a superset of

Θ⋆. The second way to combine the K rounds is to take the geometric mean,

which we call the GM estimator. For the GM estimator, we can control the Type

I error probability, P
[
pΘGM

i,T ⊈ Θ
⋆
]
≤ α, to ensure that it recovers a subset of Θ⋆

with high probability. We first start with a result on the asymptotic behavior

of Algorithm 8. Specifically, we show that we can recover the MLE with high

probability by repeating the algorithm K times for appropriately chosen K:

Theorem 4.2.1. For Algorithm 8, with state-independent noise distributionsDi(pθ; ε) =

Di(ε) that satisfy ε-DP and do not depend on the state pθ; as ϱAM → ∞ and ϱGM → ∞,

• for K ≥ |Θ̄| log
(
|Θ⋆|/(1 − β)

)
, we have limT→∞ P

[
Θ⋆ ⊆ pΘAM

i,T

]
≥ β for all i ∈ [n].

• for K ≥ |Θ⋆| log
(
|Θ̄|/α

)
, we have limT→∞ P

[
pΘGM

i,T ⊆ Θ
⋆
]
≥ 1 − α for all i ∈ [n].

• The beliefs exchanged and the resulting estimates are ε-DP with respect to private

signals.

Repeating Algorithm 8 for K ≥ |Θ| log(|Θ|/min{α, 1 − β}) iterations, one can

assert pΘGM
i,T ⊆ Θ

⋆ ⊆ pΘAM
i,T as T → ∞ with probability β − α without knowing f ⋆.

Also, it is interesting to point out that the above theorem holds regardless of the

noise, as long as the noise distribution does not depend on the state for a given

agent and the noise is ε-DP.

The distributed MLE algorithm is repeated K times for each of the |Θ| states,

and an attacker would have more observations of the same signals; there-

fore, we need to rescale the privacy guarantee for each run and each state by
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Algorithm 8 Private Distributed MLE (AM/GM)

Inputs: Privacy budget ε, Error probabilities α, 1 − β, Log-belief Thresholds
ϱAM, ϱGM > 0.
Initialization: Set the number of iterations T and the number of rounds K as
indicated by Theorem 4.2.1 (for the asymptotic case) or Theorem 4.2.2 (for the
non-asymptotic case), and τAM = 1/(1 + eϱ

AM
) (resp. for τGM). The DP noise

distribution for protecting beliefs isDi(pθ; ε) which can be set optimally
according to Theorem 4.2.2.
Procedure: The following is repeated in K rounds indexed by k ∈ [K]. In each
round k, agents begin by forming noisy likelihoods σi,k(pθ) = edi,k(pθ)γi(pθ), where
γi(pθ) =

∏ni
j=1 ℓi(s j

i |θ̃) and di,k(pθ) ∼ Di(pθ; ε) independently across agents i ∈ [n] and
states pθ ∈ Θ. The agents initialize their beliefs to νi,k,0(pθ) = σi,k(pθ)/

∑
θ̃∈Θ σi,k(θ̃),

and over the next T time steps, they communicate with their neighbors and
update their beliefs accordingly:

νi,k,t(pθ) =
ν1+aii

i,k,t−1(pθ)
∏
j∈Ni

ν
ai j

j,k,t−1(pθ)∑
θ̃∈Θ

ν1+aii
i,k,t−1(θ̃)

∏
j∈Ni

ν
ai j

j,k,t−1(θ̃)
for every pθ ∈ Θ, k ∈ [K] and t ∈ [T ]. (4.19)

After the T iterations, the agents aggregate the outcome of the K rounds:

νAM
i,T (pθ) =

∑
k∈[K] νi,k,T (pθ)

K
, νGM

i,T (pθ) =
∏

k∈[K] νi,k,T (pθ)1/K∑
θ̃∈Θ

∏
k∈[K] νi,k,T (θ̃)1/K

for every pθ ∈ Θ.

(4.20)

Outputs: Return

pΘAM
i,T =

{
pθ ∈ Θ : νAM

i,T (pθ) ≥ τAM
}

, pΘGM
i,T =

{
pθ ∈ Θ : νGM

i,T (pθ) ≥ τGM
}
·

K|Θ|. Thus, choosing Di(ε) = Lap
(

K|Θ|∆n,Θ

ε

)
satisfies ε-DP and the assumptions

of Theorem 4.2.1. Our nonasymptotic analysis (presented next) shows that

Di(ε) = Lap
(

K|Θ|∆n,Θ

ε

)
is indeed optimal to minimize the required number of it-

erations per round.

The previous analysis focused on the regime where T → ∞. The next ques-

tion that arises is to study the behavior of Algorithm 8 for finite t. As expected,
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the speed of convergence depends on the sum of standard deviations of the

noise, that is, Vn,Θ =
∑n

i=1

√
Vdi∼Di(ε) [di]. Our result follows:

Theorem 4.2.2. The following holds for Algorithm 8, and any ϱAM, ϱGM > 0:

• For T ≥ max

 log
(

2ϱn
ln,Θ

)
log 2 ,

log
(
|Θ|2(n−1)(nΓn,Θ+Vn,Θ)

2αϱGM √K

)
log(1/a⋆n )

 and K ≥ |Θ⋆| log(|Θ̄|/α), we have

P[pΘGM
i,T ⊆ Θ

⋆] ≥ 1 − 2α.

• For T ≥ max

 log
(

2ϱn
ln,Θ

)
log 2 ,

log
(
|Θ|2(n−1)K(nΓn,Θ+Vn,Θ)

2 log(1/1−β)ϱAM

)
log(1/a⋆n )

 and K ≥ |Θ̄| log(|Θ⋆|/(1− β)), we have

P[Θ⋆ ⊆ pΘAM
i,T ] ≥ 2β − 1.

• The optimal distributions that minimize the convergence time T , are D⋆
i (ε) =

Lap
(
∆n,ΘK|Θ|

ε

)
.

• The beliefs exchanged and the resulting estimates are ε-DP with respect to private

signals.

To minimize communication complexity, it suffices to pick the opti-

mal threshold that makes the terms inside the maximum equal – and,

hence, the maximum is minimized – which corresponds to ϱAM
⋆ =(

|Θ|2(n−1)K(nΓn,Θ+Vn,Θ)
2 log(1/(1−β))

) log 2
log(2/a⋆n ) ( ln,Θ

2n

) − log a⋆n
log(2/a⋆n ) , for AM and ϱGM

⋆ =

(
|Θ|2(n−1)(nΓn,Θ+Vn,Θ)

2α
√

K

) log 2
log(2/a⋆n ) ( ln,Θ

2n

) − log a⋆n
log(2/a⋆n )

for GM.

A Two Threshold Algorithm for Recovering the MLE. In Algorithm 9, we pro-

vide a two threshold algorithm to simultaneously control both Type I and Type

II error probabilities, with more design flexibility that comes at an increased cost

of communication complexity.

The analysis of Theorem 4.2.1 shows that in a given round k, the probability

an MLE state θ⋆ ∈ Θ ends up positive as T → ∞ is at least 1/|Θ̄|, so in expectation
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Algorithm 9 Private Distributed MLE (Two Threshold Algorithm)

Inputs: Privacy budget ε, Error probabilities α, 1 − β, Log-belief Thresholds
ϱthres,1, ϱthres,2 > 0.
Initialization: Set the number of iterations T and the number of rounds K, and
the thresholds τthres,2, τthres,1 as indicated by Theorem 4.2.3 (for the asymptotic
case) or Theorem 4.2.5 (for the non-asymptotic case), and pτthres,1 = 1

1+eϱthres,1 (resp.
pτthres,2). The DP noise distribution for protecting beliefs isDi(pθ; ε) which can be
set optimally according to Theorem 4.2.5.
Procedure: The following is repeated in K rounds indexed by k ∈ [K]. In each
round k, the agents begin by forming the noisy likelihoods σi,k(pθ) = edi,k(pθ)γi(pθ),
where γi(pθ) =

∏ni
j=1 ℓi(s j

i |θ̃) and di,k(pθ) ∼ Di(pθ; ε) independently across agents
i ∈ [n] and states pθ ∈ Θ. The agents initialize their beliefs to νi,k,0(pθ) =
σi,k(pθ)/

∑
θ̃∈Θ σi,k(θ̃). Over the next T time steps, the agents update their belief

after communicating with their neighbors, and according to the following
update rule:

νi,k,t(pθ) =
ν1+aii

i,k,t−1(pθ)
∏
j∈Ni

ν
ai j

j,k,t−1(pθ)∑
θ̃∈Θ

ν1+aii
i,k,t−1(θ̃)

∏
j∈Ni

ν
ai j

j,k,t−1(θ̃)
for every pθ ∈ Θ, k ∈ [K] and t ∈ [T ]. (4.21)

After T iterations, each agent aggregates the results of the K rounds as:

N thres,1
i,T (pθ) =

1
K

∑
k∈[K]

1
{
νi,k,T (pθ) > pτthres,1

}
, N thres,2

i,T (pθ) =
1
K

∑
k∈[K]

1
{
νi,k,T (pθ) > pτthres,2

}
for every pθ ∈ Θ.

(4.22)

Outputs: Return

pΘthres,1
i,T =

{
pθ ∈ Θ : N thres,1

i,T (pθ) ≥ τthres,1
}

, pΘthres,2
i,T =

{
pθ ∈ Θ : N thres,2

i,T (pθ) ≥ τthres,2
}
·

at least K/|Θ̄| rounds will yield a positive belief. On the other hand, we know

that for a non-MLE state θ̄, in expectation, at most (1 − 1/|Θ⋆|)K trials will come

up heads. For brevity, we define p1 = 1 − 1/|Θ⋆| and p2 = 1/|Θ̄|. Moreover,

we define N thres,1
i,T (pθ) (resp. N thres,2

i,T (pθ)) as the (average) number of times the belief

νi,k,t(pθ) exceeds a threshold pτthres,1 (resp. pτthres,2) for k ∈ [K].

Because N thres,1
i,T (pθ) (resp. N thres,2

i,T (pθ)) is an average of independent indicator
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variables for all pθ ∈ Θ, the Chernoff bound indicates that it concentrates around

its mean E
[
N thres,1

i,T (pθ)
]

(resp. E
[
N thres,2

i,T (pθ)
]
). This prompts the development of

the following simple algorithm, which resembles boosting algorithms such as

AdaBoost [160]. The algorithm uses two thresholds τthres,1 and τthres,2 to estimate

the MLE states as those whose beliefs exceed pτthres,1 and pτthres,2 at least τthres,1 and

τthres,2 times, leading to output sets pΘthres,1
i,T and pΘthres,2

i,T respectively.

We first present an asymptotic result:

Theorem 4.2.3. For Algorithm 9, with p1 = 1 − 1/|Θ⋆| and p2 = 1/|Θ̄|, noise distribu-

tions Di(pθ; ε) = Di(ε) that are ε-DP and do not depend on the state pθ, we have that as

ϱthres,1 → ∞ and ϱthres,2 → ∞,

• for any π1 > 0, τthres,1 = (1 + π1)p1, and K ≥
log(|Θ̄|/α)

2π2
1

, we have that

limT→∞ P
[
pΘthres,1

i,T ⊆ Θ⋆
]
≥ 1 − α, for all i ∈ [n].

• for any π2 > 0, τthres,2 = (1 − π2)p2, and K ≥
log(|Θ⋆ |/(1−β))

2π2
2

, we have that

limT→∞ P
[
Θ⋆ ⊆ pΘthres,2

i,T

]
≥ β, for all i ∈ [n].

Similarly to Theorem 4.2.1, the estimator pΘ1,thres
i,T has a low Type I error and

the estimator pΘ2,thres
i,T has a low Type II error. If the agents do not have knowledge

of |Θ⋆|, as long as they choose thresholds τthres,1′ ≥ (1+π1)p1 = τ
thres,1 and τthres,2′ ≤

(1 − π2)p2 = τ
thres,2, they can obtain the same guarantees. For example, one can

choose the following upper and lower bounds to set the thresholds: τthres,1′ =

(1 + π1)(1 − 1/|Θ|) ≥ (1 + π1)p1 and τthres,2′ = (1 − π2)(1/|Θ|) ≤ (1 − π2)p2. Also,

running the algorithm for K ≥ max
{

log(|Θ|/α)
2π2

1

, log(|Θ|/(1−β))
2π2

2

}
we can guarantee that as

T → ∞, we have Θthres,2
i,T ⊆ Θ⋆ ⊆ Θthres,1

i,T with probability at least β − α.

Observe that when π1 → ∞ (which yields K → 0), the result is trivial since the

estimator recovered is the empty set which trivially satisfies the error guarantee
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with probability 1. Similarly, when π2 → ∞ (which, again, yields K → 0), the

guarantee is satisfied with probability one since the whole state set is recovered.

Because N thres,1
i,T (θ⋆) (resp. N thres,2

i,T (θ⋆)) for the MLE states are concentrated

around a distribution with a mean that is at least 1/|Θ̄| and, similarly, N thres,1
i,T (θ̄)

(resp. N thres,2
i,T (θ̄)) for the non-MLE states are concentrated around their expecta-

tion which is at most 1 − 1/|Θ⋆|, one may rightly question whether it is possible

to achieve perfect detection of Θ⋆ assuming the two modes are “sufficiently”

well-separated. The answer to this is affirmative as long as p2 > p1 and is given

by the following corollary:

Corollary 4.2.4 (Exact Recovery with a Single Threshold). If the density of MLE

states f ⋆ satisfies
0 ≤ f ⋆ ≤ 1, if 1 ≤ |Θ| ≤ 4

0 ≤ f ⋆ < 1
2 −

1
2

√
|Θ|−4
|Θ|

∨ 1
2 +

1
2

√
|Θ|−4
|Θ|

< f ⋆ ≤ 1, otherwise
, (4.23)

the thresholds are set equal, i.e., τthres,2 = τthres,1 and pτthres,1 = pτthres,2 which cor-

responds to pΘthres,2
i,T = pΘthres,1

i,T and π1 = (1 − π2) p2
p1
− 1 for some π2 > 0, and

K ≥ max
{

log(|Θ|/α)
2π2

1
, log(|Θ|/(1−β))

2π2
2

}
we have that limT→∞ P

[
pΘthres,2

i,T = Θ⋆
]
≥ β − α.

By performing an analysis similar to Theorem 4.2.2, we derive a non-

asymptotic result:

Theorem 4.2.5. Let q1, q2 ∈ (0, 1), and ϱthres,1, ϱthres,2 > 0. Then for Algorithm 9 the

following hold:

• For any π1 > 0, τthres,1 = (1 + π1)q1, T ≥ max

 log
(

2ϱn
ln,Θ

)
log 2 ,

log
(
|Θ|2(n−1)(nΓn,Θ+Vn,Θ)

2q1ϱ
thres,1

)
log(1/a⋆n )

, and

K ≥ log(|Θ̄|/α)
2π2

1
, we have P

[
pΘthres,1

i,T ⊆ Θ⋆
]
≥ 1 − α.
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• For any π2 > 0, τthres,2 = (1 − π2)q2, T ≥ max

 log
(

2ϱn
ln,Θ

)
log 2 ,

log
(
|Θ|2(n−1)(nΓn,Θ+Vn,Θ)

2(1−q2)ϱthres,2

)
log(1/a⋆n )

, and

K ≥ log(|Θ⋆ |/(1−β))
2π2

2
, we have P

[
Θ⋆ ⊆ pΘthres,2

i,T

]
≥ β.

• The optimal distributions that minimize the convergence time T for both estima-

tors areD⋆
i (ε) = Lap

(
∆n,ΘK|Θ|/ε

)
.

To minimize the number of iterations, we can pick the thresholds as

ϱthres,1
⋆ =

 |Θ|2(n − 1)(nΓn,Θ + Vn,Θ)

2q1
√

K

 log 2
log(2/a⋆n )

(
ln,Θ

2n

) log(1/a⋆n )
log(2/a⋆n )

,

ϱthres,2
⋆ =

 |Θ|2(n − 1)(nΓn,Θ + Vn,Θ)

2(1 − q2)
√

K

 log 2
log(2/a⋆n )

(
ln,Θ

2n

) log(1/a⋆n )
log(2/a⋆n )

.

In addition, we can show that we can achieve perfect recovery with a single

threshold as long as q2 > q1 and π1 = (1 − π2) q2
q1
− 1; similarly to Corollary 4.2.4.

Moreover, the above shows that communication complexity can be mini-

mized by setting 1 − q2 as close as possible to q1. However, achieving perfect

recovery of MLE comes at a cost to communication complexity, which is poly-

logarithmic and depends on the inverse of |1 − q2 − q1|.

To complement our upper bounds for communication complexity, in Ap-

pendix C.10, we give information-theoretic lower bounds on the minimum

number of belief exchanges required by any algorithm that achieves the same

Type I and Type II error rates as ours. In the next section, we show that the

GM estimator can be applied naturally to conduct distributed hypothesis tests

at significance level α.
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4.2.9 Application to Hypothesis Testing

The results we devised above for the MLE have a natural application in the

case of hypothesis testing with simple or composite hypotheses. Specifically,

the decentralized hypothesis testing algorithm at the significance level α is de-

signed as follows: We run the GM algorithm for T iterations and K rounds and

set a threshold ϱd to reject the null (θ = 0 ) if the log-belief ratio exceeds it:

(n/2T−1) log(νGM
i,T (1)/νGM

i,T (0)) > ϱd. For the case of a simple null and a simple alter-

native, the threshold ϱd can be derived from the threshold ϱc of the correspond-

ing uniformly most powerful (UMP) centralized log-likelihood ratio test (LRT)

at level α/2. For sufficiently large T and K we can show that

Proposition 4.2.6 (Simple Hypothesis Testing). Let α ∈ (0, 1) be a significance level.

Let ϱc be the threshold of the UMP centralized log-likelihood ratio test at level α/2,

such that P[2(Λ(1) − Λ(0)) ≥ ϱc|θ = 0] = α/2. Then by running the GM algorithm

(Algorithm 8) with Type I error rate guarantee α/2 for T and K given in Theorem 4.2.2,

and ϱd = ϱc − 1 we get the following: The decentralized test has Type I error at most α,

that is, P
[
(n/2T−1) log(νGM

i,T (1)/νGM
i,T (0)) > ϱd

∣∣∣θ = 0
]
≤ α. The resulting hypothesis test

is ε-DP.

The idea behind the result is that, in practice, for sufficiently large T and K,

(n/2T−1) log(νGM
i,T (1)/νGM

i,T (0)) ∼ 2Λ(1, 0) with high probability – i.e., at least 1 − α/2

– due to Chebyshev’s inequality.

However, in general, when the distribution of the centralized statistic un-

der the null is not available, we cannot choose ϱc based on the UMP centralized

LRT. In that case, the agents can perform a generalized likelihood ratio test lo-

cally and propagate the statistic. This sacrifices the optimality of the UMP test;
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however, it is more practical in real-world scenarios where the distribution of

the sum of the statistics is known under the null hypothesis. Specifically, the

generalized likelihood ratio test can be used to test a composite null hypothesis

(θ ∈ Θ̃0) against a composite alternative (θ ∈ Θ̃1, Θ̃0 ∩ Θ̃1 = ∅), and requires a log-

likelihood function which is twice differentiable defined in a continuous param-

eter space Θ̃ = Θ̃0 ∪ Θ̃1. Specifically, in that case, each agent initialize their belief

using γi(Θ̃0) = supθ̃0∈Θ̃0

∏ni
j=1 ℓi(s j

i |θ̃0) and γi(Θ̃) = supθ̃∈Θ̃
∏ni

j=1 ℓi(s j
i |θ̃), and runs the

GM algorithm with the binary state space Θ = {Θ̃0, Θ̃}. By Wilks’ theorem, for

large sample sizes ni, each local log-likelihood ratio statistic is asymptotically

distributed according to the χ2
1 distribution, and thus the sum of the indepen-

dent local statistics of the n agents follows a χ2
n distribution. We can use the

asymptotic distribution of the sum of the local log-likelihood ratio statistics to

set the rejection threshold for a distributed level α test to be ϱd = F−1
χ2

n
(1−α/2)−1.

In contrast, the centralized test has a threshold of ϱc = F−1
χ2

1
(1 − α). We pro-

vide additional details for the extension to composite hypothesis tests in Ap-

pendix C.7.2.

4.2.10 Online Learning from Intermittent Streams

In Algorithm 10, we introduce the online learning setting, where agents receive

ni,t ≥ 1 signals at every time step t, calculate the likelihood and the noisy ver-

sion of it (in order to preserve DP), and then aggregate it with their self- and

neighboring beliefs from iteration t − 1.

The asymptotic analysis of the belief dynamics centers around the fact

that the log-belief ratio between θ◦ and any other state θ̄ , θ◦ converges to
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Algorithm 10 Private Online Learning

Inputs: Privacy budget ε, Error probabilities η.
Initialization: Set the number of iterations T as in Theorem 4.2.8. The DP noise
distribution for protecting beliefs isDi(pθ; ε) which can be set optimally
according to Theorem 4.2.8.
Procedure: Every time t ∈ N0, each agent forms the likelihood product of the
signals that it has received at that time period: γi,t(pθ) =

∏ni,t
j=1 ℓi(s j

i,t|
pθ), if ni,t ≥ 1,

and γi,t(pθ) = 1 if ni,t = 0. The agent then draws a noise variable di,t(pθ) ∼ Di,t(pθ; ε)
for all i ∈ [n], pθ ∈ Θ independently and forms σi,t(pθ) = edi,t(pθ)γi,t(pθ) for all pθ ∈ Θ.
The agent then updates its belief as:

νi,t(pθ) =
σi,t(pθ)ν

aii
i,t−1(pθ)

∏
j∈Ni

ν
ai j

j,t−1(pθ)∑
θ̃∈Θ

σi,t(θ̃)ν
aii
i,t−1(θ̃)

∏
j∈Ni

ν
ai j

j,t−1(θ̃)
for every pθ ∈ Θ and t ∈ [T ], (4.24)

initialized by: νi,0(pθ) = σi,0(pθ)/
∑
θ̃∈Θ σi,0(θ̃).

Outputs: After T iterations, return pθOL
i,T = argmax

pθ∈Θ νi,T (pθ).

(−1/n)
∑n

i=1 ξiDKL

(
ℓi(·|θ̄)|ℓi(·|θ◦)

)
as t → ∞ and the effect of DP noise disappears as

a consequence of the Césaro mean and the weak law of large numbers. There-

fore, agents learn the true states θ◦ exponentially fast, asymptotically. Unlike

the MLE setup, for online learning, we do not need to repeat the algorithm in

multiple rounds because DP noise cancels out as T → ∞. For completeness, we

state the asymptotic result and provide a proof sketch.

Theorem 4.2.7. As T → ∞ and K = 1 in Algorithm 10, for any distribution

Di,t(pθ; ε) = Di,t(ε) that satisfies ε-DP and does not depend on the state pθ, we have the

following: If
∑n

i=1 ξiDKL

(
ℓi(·|θ̄)|ℓi(·|θ◦)

)
> 0 for all θ̄ , θ◦, then limt→∞ νi,t(θ◦) = 1 and

the agents learn θ◦ asymptotically, exponentially fast with rate −ln,Θ/n. The resulting

estimates are ε-DP with respect to private signals.

The next theorem characterizes the non-asymptotic behavior of Algo-

rithm 10:
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Theorem 4.2.8. Running Algorithm 10, for

T = O


n|Θ|(Qn,Θ + ∆n,Θ|Θ|/ε)

(
maxi∈[n] ξi +

√
Ξn
η

)
ln,Θη(1 − b⋆n )


iterations, yields P

[
θ◦ = pθOL

i,T

]
≥ 1 − η as long as

∑n
i=1 ξiDKL

(
ℓi(·|θ̄)|ℓi(·|θ◦)

)
> 0 for

all θ̄ , θ◦. Subsequently, the noise distributions that optimize runtime are D⋆
i,t =

Lap
(
∆n,Θ|Θ|/ε

)
. The resulting estimates are ε-DP with respect to the private signals.

Also, similarly to distributed MLE algorithms, the algorithm adds noise to

each of the |Θ| states, and an attacker would have more observations of the same

signals; therefore, we need to rescale the privacy guarantee of each run and each

state by |Θ|.

4.2.11 Simulation Study

In the ACTG dataset, the control is zidovudine (ZDV), and the three possible

treatments are didanosine (ddI), zidovudine plus didanosine (ZDV + ddI), and

zidovudine plus zalcitabine (ZDV + Zal). The survival curves and log hazard

ratios from the fitted proportional hazards model are shown in Figure 4.11.

Hypothesis testing with a single treatment. Initially, we are interested in

whether a single treatment improves patient survival. Recall from Section 4.2.2,

that the treatment variable is modeled as a covariate xi j ∈ {0, 1}. We are in-

terested in the following hypothesis test with a simple null and a composite

alternative where we have used ddI as a treatment and ZDV as the control:

Θ̃0 (θ = 0) :The treatment has no effect on patient survival.

Θ̃1 (θ < 0) :The treatment has a positive effect on patient survival.
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Figure 4.11: Top Left: Centralized curves. Top Right: Curves for one hospital.
Data is split evenly among n = 5 hospitals. Bottom: Log Hazard Ratios for each
of the treatments for centralized and for one hospital fitted on the data. 95%
confidence intervals are reported. The data is split uniformly across centers.

We consider a network of n = 5 fully connected hospitals and a significance

level of α = 0.05, which is usually used in cases of clinical trials, run the algo-

rithm presented in Appendix C.7 and compare against the centralized hypoth-

esis testing algorithm. We evenly split the data between hospitals and between

the control and treatment groups (that is, hospitals with the same amount of

control or treated patients). In Appendix C.9 we calculate the global sensitivity

∆n,Θ of the proportional hazards model and show that it is ∆n,Θ = 2Bθ where Bθ

is an upper bound on the parameter value. We use a privacy budget of ε = 1.
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(a) Final Beliefs
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(b) Total Variation Distance

Figure 4.12: Top: Resulting beliefs (at terminal time T ) for distributed MLE
for AM, GM, and the Two-Threshold algorithm (recovery is performed with
one threshold). Bottom: Total variation distance between the results of each
algorithm and the non-DP baseline. The privacy budget is set to be ε = 1, and
the errors to be α = 1 − β = 0.05. The thresholds are set to 0.25 (in the belief
space). The network corresponds to a network of n = 5 fully connected centers.
All algorithms recover the best treatment (ZDV+ddI; see also Figure 4.11).

Generalized likelihood ratio statistics have been calculated with the lifelines

package implemented in Python, which offers methods to fit the proportional

hazards model. To improve the stability of estimates and controls for high cor-

relation between covariates, we have used an L2 regularization term λreg|θ|
2 with

λreg = 0.05. The centralized test yields a p-value of P < 10−4. Similarly, the dis-

tributed hypothesis test produces a p-value of P < 10−5, showing that treatment

(ddI) positively affects survival.

Next, we leverage our framework to identify the best of the three treatments.

To achieve that in practice with a numerically stable algorithm, we propagate

the generalized likelihood ratios over each of the treatments and then convert
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Figure 4.13: Average total variation distance between the algorithm outputs and
the ground truth for the MLE algorithms (AM/GM/Two-threshold), the OL
algorithm, and the first-order method introduced in [354] for a range of values
for the privacy budget ε and n ∈ {10, 15, 20} centers. Our MLE algorithms exhibit
a smaller average total variation distance compared to the algorithm of [354].

them to beliefs. We use the same topology as above (a complete network of

n = 5 centers), set ε = 1, and the errors to be α = 1 − β = 0.05. Figure 4.12

shows the resulting beliefs as well as the total variation distance between each

of the inference algorithms and the non-DP baseline. All algorithms are able to

identify the best treatment that corresponds to ZDV + ddI and is in agreement

with the ground truth (cf. Figure 4.11).

In Appendix C.11, we perform a runtime study on our proposed algorithms

and show that our algorithm can run between ∼ 10−2 and 10 seconds for values

of n ranging from n = 3 up to n = 96, which is significantly faster (up to 1000x)

than existing methods relying on homomorphic encryption [163]. Also, in Ap-

pendix C.11, we provide experiments with data from clinical trials in advanced

cancer patients, where the task is to determine whether certain biometric indices

affect patient survival.
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Θ Algorithm ε η n |Θ|

Continuous MVUE (Algorithm 5) polylog (1/ε) polylog (1/η) polylog (n) —
Discrete MLE (Algorithm 8) polylog (1/ε) polylog (1/η) polylog (n) poly (|Θ|)
Continuous OL (Algorithm 6) poly (1/ε) poly (1/η) poly (n) —-
Discrete OL (Algorithm 10) poly (1/ε) poly (1/η) poly (n) poly (|Θ|)

Table 4.3: Runtime overhead due to privacy. For the continuous hypothesis
space, the runtime has been obtained by applying Markov’s inequality to the
expected value analysis by setting the error probability to be η. We have ignored
quantities referring to the signal structure or the graph structure.

4.3 Discussion

Table 4.3 summarizes the results of the runtime overhead due to privacy in

all algorithms. In theory, introducing privacy in the estimation task incurs a

polylog (1/ε, 1/η) cost in the runtime with respect to the privacy budget ε and

the error η (which is either the estimation accuracy in the MVUE task in contin-

uous hypothesis spaces or the Type I/Type II error in the MLE task for discrete

hypothesis spaces compared to the non-DP benchmark and a polylog (n) over-

head with respect to n. Moreover, the MLE task incurs a runtime overhead of

poly (|Θ|) with respect to the cardinality of Θ. Moreover, in the online learning

regime, we end up having a poly (1/ε, 1/η) dependency compared to the non-

private benchmark with respect to ε and η, a poly (n) dependency with respect

to n, and a poly (|Θ|) dependency with respect to |Θ| (for the discrete hypothe-

sis spaces). This shows that achieving the same privacy and accuracy levels in

the online case requires many more communication rounds than in the (offline)

estimation case.

In summary, in this Chapter, we study distributed estimation and learning

in network environments where agents face privacy risks with respect to their

own data and the beliefs expressed by their neighbors. The signals of the agents
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can come from either a continuous or a discrete hypothesis space. For the con-

tinuous hypothesis spaces, we propose algorithms to calculate the MVUE and

the expected value of the sufficient statistic of signals coming from an exponen-

tial family distribution, while in the discrete case, we propose two algorithms

for distributed MLE for which we give guarantees to control Type I and Type

II errors. Our updated rules are based on the decision-analysis literature and

possess certain optimality guarantees. The agents add noise to their own sig-

nals and neighboring beliefs (depending on the nature of the protections) and

exchange their beliefs with each other. To control the estimation errors, we de-

vise upper bounds on the number of iterations and the number of times the

algorithms should be applied, which can be thought of as their communication

complexity. Introducing privacy-preserving computations incurs trade-offs in

communication complexity and shows that the mechanism that optimizes the

privacy overhead is the Laplace mechanism with appropriately chosen param-

eters. Finally, we test our algorithms and validate our theory in various ex-

periments with real-world data from sensor networks and multicenter clinical

trials.
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Part II

Models of Contagion and New Insights into Network

Modeling

211



CHAPTER 5

STYLIZED NETWORK MODELS FOR RESILIENCE:

CORE-PERIPHERY NETWORKS

The contents of this chapter constitute joint work with Jon Kleinberg.

In the three previous Chapters, we discussed how centralized and decen-

tralized decision-making can be important for reinforcing the resilience of so-

ciotechnical systems. Beyond that, it is a widely known observation that the

network structure plays a crucial role in the network’s resilience. In particu-

lar, there are specific types of network structures that are cardinal to assessing

systemic risk and stability in a system [141, 4, 29] such as the core-periphery

structure. The core-periphery structure of networks considers a network that is

comprised of a core and a periphery. The core of the network is a small subset

of the node-set, which are tightly connected with one another, and the periphery

“lies around” the core, and nodes within the periphery are sparsely connected

with one another. In the context of a social network, the core of the network

refers to the individuals that possess a celebrity status in society, such as famous

politicians, actors, and athletes, and the rest of the users constitute the periphery

of the network.

The resilience of core-periphery networks stems from the ability of the core

to absorb and redistribute shocks due to its high density of connections. In fi-

nancial networks, as studied by [141], the core can reinforce systemic risk and

contagion when the failures occur in the core and the core is densely connected,

but when failures happen to the periphery, systemic risk increases as core expo-

sure increases and then decreases, at which case the core has both amplifying
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Figure 5.1: The consequences of failure in core-periphery networks for the con-
tagion model of [141]. The figure is taken verbatim from [141]. Panel A shows
that When a core organization’s assets fail and the core organization’s connect-
edness to the core is above a threshold, then that has, as a result, the whole
network fails. Also, Panel B shows that when an asset of a peripheral organiza-
tion fails, the percentage of organizations that fail increases as the exposure to
the core increases up to a maximum point (core enables contagion), after which
they decrease (core absorbs contagion).

and mitigating properties (see Figure 5.1). Similarly, [4] shows that the archi-

tecture of core-periphery networks influences the propagation of shocks, with

highly centralized cores being more robust to small perturbations but vulnera-

ble to large systemic shocks. This duality highlights the trade-off between effi-

ciency and fragility in such networks: while the core enhances information flow,

resource allocation, and coordination, it also creates potential failure points that

can destabilize the entire system in most circumstances. Understanding the role

of core-periphery structures in resilience is crucial for designing interventions in

financial, social, and infrastructure networks to prevent large-scale breakdowns.

This Chapter provides an axiomatized way to model core-periphery networks

as networks that possess a sublinearly-sized dominating set and gives algo-

rithms to infer the core-periphery structure of large-scale (potentially higher-

order) networks.
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Core-periphery networks have existed for a while in the literature and in

multiple domains such as economics, biology, and social networks [301, 412,

435, 377, 435]. The intuition behind core-periphery networks has its roots

in political economy. Wallerstein, in his seminal work “World-systems theory”

[412] theorized that the globe can be divided into core nations, which focus

on “highly-skilled labor” and “capital-intensive” production, whereas periph-

eral countries focused on “low-skilled labor” and “labor-intensive” produc-

tion. Moreover, trade and diplomatic ties between countries seem to follow

this structure, backed by Krugman’s theory [251], which argues that core-

periphery structures emerge due to the core regions’ low centralized produc-

tion costs and the supply-oriented peripheral regions. Avin et al. present an

axiomatic approach towards core-periphery networks and draw strong conclu-

sions [29]. Generative models for core-periphery networks have also been stud-

ied at [69, 435, 222, 140]. The closest model to ours is the stochastic blockmodel

of [435] which assumes that core-core nodes are connected with probability pCC,

periphery-periphery nodes are connected with probability pPP and core-periphery

nodes are connected with probability pCP, with pCC > pCP > pPP, and its recent

extension to directed graphs in [140].

The dominating set is a well-studied component of networks. More specif-

ically, a subset of the nodes of an undirected network is a dominating set if

and only if every node in the network has at least one neighbor belonging to

the dominating set. The interesting question from an algorithmic perspective

is finding the minimum dominating set, which is shown to be an NP-Hard prob-

lem [168]. Multiple previous works have investigated dominating sets in the

context of social and biological networks [66, 288, 113, 294]. The work of [65]

shows that the geometric protean model exhibits a sublinear dominating set, both
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in theory and in practice.

However, this previous modeling work used a generative framework that

was quite complex and lacked a connection with the core-periphery structure.

Here, we present much simpler generative models for networks whose mini-

mum dominating set is sub-linear in size. We associate the resulting minimum

dominating sets with the core of the network and its neighborhood (without

including nodes of itself) to the periphery of the network. The main concept

behind exploiting the core-periphery structure of networks to speed up compu-

tational tasks is based on the general idea that intense computational tasks can

be performed within the sublinear core, and then the results can be aggregated to

the periphery with relatively low query complexity. So, leveraging the connec-

tion between dominating sets and the core-periphery structure from an algorith-

mic viewpoint can be used in many problems, such as all-pairs-shortest-paths

computation, community detection, embedding generation, and many more.

The first model we present is called the Discrete Influencer-Guided Attachment

Model (DIGAM). The DIGAM model is built onto a hierarchical substructure, also

known as a communities-within-communities (fractal-like) model [263, 241], that is

a tree of fanout b and height H. Based on the tree skeleton, nodes are associated

with prestige (equivalently “coreness”) values, and between any two nodes, the

log probability of connection depends on the most prestigious node. The novelty

of DIGAM concentrates on the existence of a sublinear minimum dominating set,

which can be seen as defining the core of the network, with the rest of the nodes

being the periphery of the network. We validate our hypothesis by efficiently

fitting the DIGAM model to real-world data and show an almost perfect correla-

tion between the construction of an almost dominating set based on the DIGAM
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model and the construction of an almost dominating set via the maximum cov-

erage greedy algorithm of [303]. DIGAM follows a power law distribution and

exhibits small-world phenomena, which are evident in social networks. We com-

pare the DIGAM model with the logistic models of [222, 401] and conclude that

DIGAM is able to produce smaller almost dominating sets than the logistic mod-

els of [222, 401].

In the sequel, we extend the DIGAM model continuously, which we call

the CIGAM model. CIGAM is a random hypergraph model for core-periphery

structures. By leveraging our model’s sufficient statistics, we develop a novel

statistical inference algorithm that is able to scale to large hypergraphs with a

runtime that is practically linear with respect to the number of nodes in the

graph after a preprocessing step that is almost linear in the number of hyper-

edges, as well as a scalable sampling algorithm. Our inference algorithm is

capable of learning embeddings that correspond to the reputation (rank) of a

node within the hypergraph. We also give theoretical bounds on the size of the

core of hypergraphs generated by our model. We experiment with hypergraph

data that range to ∼ 105 hyperedges mined from the Microsoft Academic Graph,

Stack Exchange, and GitHub and show that our model outperforms baselines

wrt. producing good fits.

5.1 The Discrete Influencer-Guided Attachment Model

Real-world networks usually exhibit power laws together with self-similar arti-

facts. Self-similar structures are similar to a part of themselves and are com-

mon properties of fractals [361, 263]. Self-similar structures have been long ob-
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served in networks such as computer networks, patent networks, and social

networks [418, 284, 262]. A model that is able to describe the communities-

within-communities structure can be a tree structure. Moreover, we want a

way to quantify that nodes have a higher affinity to be connected with more

prestigious nodes that are located higher in the tree rather than other nodes be-

low their level, which refers to a common property of core-periphery networks

[435, 69, 412]. This property is given by something which we call, similarly to

[263], a difficulty function. We want the graph to follow a power law degree

distribution as well as experience small-world phenomena [241].

We are ready to describe the generative model formally: The model starts

with a hierarchical structure of a perfect b-ary tree T of height H and fanout

b ≥ 2 where b is a constant. Every node v of the tree is associated with a height

0 ≤ h(v) ≤ H which is defined to be the inverse prestige of the corresponding

node. The root has a higher prestige, and as we go down on the tree, the nodes

have lower prestige up to the leaves. Two nodes u and v are linked with a

probability equal to f (u, v). We want f (u, v) to depend on the node with the

higher inverse prestige and be scale-free. For the former property, we can as-

sume that f (u, v) depends on min{h(u), h(v)}. For f to be scale-free, we need f

to be level-independent (or translation-invariant). Namely, for two nodes u, v at

levels h(u), h(v) and for two nodes u′, v′ with h(u′) = h(u) − 1 and h(v′) = h(v) − 1

we must have that f (u, v) and f (u′, v′) to be level-independent and, thus, a con-

stant multiplicative factor apart. Formally, if we let h̃ = min{h(u), h(v)} then

min{h(u′), h(v′)} = h̃ − 1 that means f (h̃)/ f (h̃ − 1) = c, and subsequently, f (h̃) ∝ c−h

for some constant c > 1. This analysis yields a law of the form
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f (u, v) = c−1−min{h(u),h(v)}, (DIGAM)

where c ∈ (1, b) is a constant. The requirement that c ∈ (1, b) will become

evident as we go through this Chapter. After the generation of the random

edges according to the law f (u, v), we delete the auxiliary tree edges of T . For

instance, if b = 3 and c = 2 then the root is connected with every leaf with

probability 1/2, the first level is connected with every leaf with probability 1/4,

and so on. The network has n = Θ(bH) nodes.

We say that a subset S of the vertex set of a graph is a κ almost dominating

set (κ-ADS) if the set S dominates at least κn of the nodes present in the graph.

In other words, at least κn of the nodes of the graph have a neighbor in S .

We say that an event E(n) holds with high probability (w.h.p.) if P[E(n)] =

1−O(1/n), with extreme probability (w.e.p.) if P[E(n)] = 1−O(e−n), and asymptotically

almost surely (a.a.s.) if P[E(n)]→ 1 as n→ ∞.

5.1.1 Core size for the DIGAM Model

We show that the core of the network consists, as one should expect, of a sub-

linear number of nodes located at the top levels of the tree. To observe this

phenomenon, we calculate the probability qhτ of a node at height h not being

dominated by any node between levels 0 and τ where τ ≤ h, which equals

qhτ =

τ∏
r=0

(
1 − c−r−1

)br

≤ e−
1
c
∑τ

r=0(b/c)r
≲ e−

1
c ( b

c )
τ+1

= e−Θ(( b
c )

τ),
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where a ≲ b denotes that there exists a constant C > 0 independent of b such

that a ≤ C · b (i.e. inequality up to a constant factor), and the first inequality

holds since 1 − t ≤ e−t for all t ∈ R. Note that qhτ does not depend on the height

of the node in question, as long as τ ≤ h. Now the probability that there is at

least one node uncovered below level τ + 1 is given by the Union bound and is

at most

H∑
h=τ+1

bhqhτ = qhτ

H∑
h=τ+1

bh ≲ qhτbH ≲ eH log b−Θ(( b
c )

τ).

To assert an w.h.p. guarantee we force the above probability to be Θ(b−H),

therefore, solving for τ we arrive at a dominating set of size

n0 = bO(log(2cH log b)/ log(b/c)) = bo(H) = o(n)

with probability at least 1 − Θ(b−H). Consequently, a sublinear fraction of

nodes C = {v : h(v) ≤ τ} located on a logarithmic height τ from the root of the

skeleton tree T dominate the whole periphery P = {v : h(v) ≥ τ + 1} with τ =

Ω(log H).
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5.1.2 Degree Distribution for the DIGAM Model

To fit the model to real-world data, we infer the degree distribution of DIGAM.

The average degree of a node u at level h is

d̄h ≈

H∑
r=0

brc−min{h,r}−1

=
1
c

(b
c

)h+1

− 1 +
bH+1 − bh+1

ch

 = Θ (
bH+1

ch+1

)
.

and the total expected number of edges at level h is m̄h = bhd̄h =

Θ(bh+H+1/ch+1). The asymptotics of the previous Equation yield a power law

with exponent

d log d̄h

dh
= log

(
1
c

)
.

If the rank of u, with h(u) = h is given as rh = ch, which is an increasing

function of h, then the expected degree depends on the inverse rank 1/rh, yield-

ing a Zipfian power law. The trials for connecting every node are independent

Bernoulli variables, and therefore by the multiplicative Chernoff bound with

probability at least 1 − Θ(b−H) we have that the average degree at height h, pdh is

Θ(1/rh) ± O(
√

H log b/(2bh)).

By a union bound, we have that

P

∃h ∈ {0, . . . ,H} :

∣∣∣∣∣∣pdh − Θ

(
1
rh

)∣∣∣∣∣∣ = Ω

√

H log b
2bh

 ≤ H∑
h=0

P

∣∣∣∣∣∣pdh − Θ

(
1
rh

)∣∣∣∣∣∣ = Ω

√

H log b
2bh

 .
The above quantity is O(H/bH). Thus, with probability 1 − O(Hb−H) (i.e.

w.h.p.) the degree histogram follows Zipf’s Law.
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Figure 5.2: Results of fitting an IGAM model to the world-trade, cs-faculty,
history-faculty, business-faculty, and airports datasets examined in [140, 119,
107, 111, 10]. The Figure displays the predicted values of b and c for the IGAM
model, and the total degree at each level h of the skeleton tree of fanout b. A lin-
ear fit is presented for each dataset to showcase the power law behavior. More-
over, values of the log-likelihood and Pearson’s Correlation Coefficient R2 are
reported. Nodes with degree ≤ 4 have been filtered out as outliers except for
the london-underground network.

The exponent of the degree distribution can be altered, if the same model is

generated with parameters b′ = bα, c′ = cα for some α ≥ 0. The expected number

of edges m̄ is given as

m̄ =
1
2

H∑
h=0

bhd̄h = Θ

(
b2H

cH

)
,

and is superlinear with respect to the number of nodes.
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Figure 5.3: Log-log plot between the percentages of dominated nodes when
running the greedy (1− 1/e)-maximum coverage algorithm of [303] (x-axis) and
selecting nodes according to their hierarchy, i.e., in order of descending initial
degree (y-axis). The slope γ and R2 of linear fits are reported. The rule that
selects nodes based on their prestige h yields very close results to the greedy
maximum coverage algorithm. In general instances, these two algorithms are
expected to have different results since the former algorithm may select pres-
tigious nodes whose neighborhoods have large overlaps, which may not yield
good coverage in general. However, specifically in core-periphery networks,
high-prestige nodes seem to have small overlaps, which justifies the good per-
formance of the prestige-based algorithm.

5.1.3 Fitting the DIGAM Model to Real-World Data

We describe a fitting algorithm for the DIGAM model (Algorithm 13). The fit-

ting process considers of being given a sample of m edges D = {ei}1≤i≤m on a

network of n nodes where n is known. Our goal is to find the optimal fanout b⋆,

the optimal height function h⋆ and the optimal scale factor c⋆ that maximizes

the log-likelihood of the model, that is

max
b, h, c

ℓ(b, h, c|D) = max
b, h, c

logP[D|b, h, c].
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where the likelihood equals

ℓ(b, h, c|D) =
∑

(u,v)∈E

log f (u, v) +
∑

(u,v)<E

log(1 − f (u, v))

=
∑

(u,v)∈E

log
(

f (u, v)
1 − f (u, v)

)
+

∑
u,v∈V×V

log(1 − f (u, v)).

Directly optimizing the likelihood is very hard since there are O(n) possible

fanouts, each fanout can generate an exponential number of possible trees, and

thus height functions, and given the fanout and the height function the remain-

ing problem consists of finding the optimal c that explains ℓ(c|D, b, h).

To optimize the log-likelihood of DIGAM efficiently, we first calculate the

sample degrees of each node, that is ȳu =
∑m

i=1 1{u ∈ ei}, and then order the nodes

on decreasing order of their sample degrees. After that, we fix a fanout b from

the interval {2, . . . , n − 1}, and according to that fanout we start by attributing

heights of a hypothetical b-ary tree on the nodes according to their descending

order. For example, for b = 2 the first node gets a height of 0, the next two a

height of 1, and so on. Then, for each height 0 ≤ h ≤ ⌈log n/ log b⌉, we form the

log-degrees z̄h = log
(∑

u:h(u)=h ȳu

)
, and fit linear-least-squares with x-values being

the range of heights and y-values being the log-degrees z̄h. The optimal slope a

yields c to be c = b · e−a. If c ≥ b then the current fit is rejected. We can then

calculate the likelihood function ℓ and keep the best parameters (b⋆, h⋆, c⋆).

Each step is dominated by the calculation of the likelihood that costs O(n2)

time, since exactly computing the log-likelihood requires summing over all pairs

of nodes (regardless of whether an edge exists or not), and thus the total com-

plexity is O(n3). Note that since the values of f (u, v) are small (i.e. close to
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0) and real-world networks are sparse (i.e. m is of the order of n or n log n)

the log-likelihood can be approximated in time O(m) by ignoring the network-

independent term, i.e. the term that sums on V × V , which yields an algorithm

with runtime O(nm) instead of O(n3). If a full b-ary tree does not cover the net-

work, we allow the last level to be incomplete.

We fit the DIGAM model to networks examined in [140]. More specifi-

cally, we examine the world-trade network from [119] (n = 76, m = 845), the

faculty datasets from [107] (cs-faculty: n = 205, m = 2, 861; history-faculty:

n = 145, m = 2, 334; business-faculty: n = 113, m = 3, 027), the polblogs

dataset from [10] (n = 852, m = 15, 956), the airports dataset from [111]

(n = 210, m = 2, 429), the c-elegans dataset from [224] (n = 279, m = 1.9K),

the open-airlines dataset from [222] (n = 7.2K, m = 18.6K), and the london-

underground dataset from [222] (n = 315, m = 270); treating the networks

as undirected. Figure 5.2 presents the (total) degree distribution fits for the

DIGAM model, where the parameters b, c and the height function have been

determined. Observe that the total degree at each constructed level is linearly

correlated (R2 ≥ 0.93 except for the airport’s dataset) with the coreness value of

each group of nodes (per level). Moreover, in Figure 5.3 we do a log-log plot

between the construction of the dominating set as in Section 5.1.1 and the con-

struction of the dominating set using the maximum coverage greedy algorithm.

The former algorithm treats the nodes as DIGAM would do in the construction

of the dominating set, i.e. by traversing the levels of the hierarchy from top to

bottom. The latter algorithm picks the node with the largest active degree at each

step, adds it to the set, and removes itself and all the nodes connected to it from

the network up to a certain number of steps or if there are no more nodes left.
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Markers on the plot represent subsequent iterations of both algorithms. We

observe an almost perfect correlation between the two algorithms and slightly

superlinear relations of the form y ∝ xγ for γ ∈ [1, 1.21], which is a phenomenon

that we should not expect in more general networks since choosing the nodes

with the highest degrees shall not yield good coverage in general. Moreover,

note that a sublinear number of iterations, denoted by the number of x mark-

ers outside the [1.9, 2.0]2 box (the mapping is increasing), suffices to dominate

101.9% ≈ 80% of the nodes. A visualization of the DIGAM fitting process can

be found in Figure 5.5 for the small datasets, whereas the various levels h of the

DIGAM model are color-coded.

5.1.4 Qualitative Insights from Fitting DIGAM

In this Section, we highlight the following structures that emerge from fitting

the DIGAM model to real-world data. We examine the first three levels of the

hierarchy, devised by the height function h, for the datasets that contain labeled

nodes. The analytical form of the core nodes can be found in the Methods Sec-

tion.

1. Faculty Networks. In the faculty networks of each one of the three dis-

ciplines (computer science, history, and business) the core consisted of

nodes referring to highly ranked universities in the United States (in each

discipline), as well as an (aggregate) node referring to faculty coming from

all non-US academic institutions. To elaborate, the cs-faculty network con-

tains MIT, CMU, Stanford, UT Austin, Purdue, and UIUC in its core, to-

gether with the aggregate node. The history-faculty core consists, for in-
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stance, of Harvard, Yale, University of Chicago, Columbia, Stanford, Johns

Hopkins, and Cornell. Finally, the business-faculty network has, for in-

stance, the University of Michigan, UT Austin, Penn State, and the Uni-

versity of Pennsylvania at its core. These findings are consistent with the

body of research on faculty hiring networks[107, 258] where it is stated

that, for the computer science discipline, a very small percentage (9%) of

departments is responsible for 50% of academic hires in faculty position.

2. Open-airlines. The open-airlines network has a core that consists of very

large and central international airports such as AMS, FRA, CDG, IST,

MUC, ATL, and PEK.

3. World-trade. The world-trade dataset contains data about the trade of met-

als among 80 countries in 1994. The nodes represent countries that have

available entries in the Commodity Trade Statistics released by the United

Nations. In this network, the core consists of, for instance, Finland, Hun-

gary, Slovenia, Singapore, Chile, and so on.

4. London-underground. In the london-underground dataset, we recover a

core that consists of busy train stations such as Bank, Baker Street, Can-

ning Town, and so on, all of which are cardinal to the British underground

system.

5.1.5 Relation to Logistic Core-periphery Models

We compare the DIGAM model with two logistic models introduced by Jia and

Benson[222] and Tudisco and Higham[401]. In detail, we fit both models and

give empirical answers to the following question: Are the logistic core-periphery

models able to explain the domination structure of core-periphery networks?
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The model of Jia and Benson assigns a coreness score θv ∈ R for every node

v in the vertex set V . The simple version of the model produces edges (u, v)

randomly and independently with probability

ρ(u, v) =
1

1 + e−θu−θv
. (Logistic-CP)

Intuitively what this model describes is that a node with θv ≥ 0 is considered

to be a core node and a node with θv < 0 to be a peripheral node. That is, for

a pair (u, v) if both nodes are peripheral, i.e. have θu < 0 and θv < 0, then the

link probability ρ(u, v) is less than the case when one of θu, θv is non-negative

that represents a core-periphery link. Similarly, when both θu ≥ 0 and θv ≥ 0,

which corresponds to a core-core node, then the edge creation law attributes a

larger connection probability. When spatial features x : V → Rd are provided,

as well as a kernel function K(u, v) (for example, K(u, v) = ∥xu − xv∥2), and a

hyperparameter ε, then Equation (Logistic-JB) is generalized to an edge law

µ(u, v) =
eθu+θv

Kε(u, v) + eθu+θv
. (Logistic-JB)

The model of Tudisco and Higham[401] is based on a logistic probability law

determined by a ranking π of the nodes. The more prestigious a node v is the

higher the value πv is. The edge creation law is given by

φ(u, v) = σs,t

(
max{πu, πv}

n

)
, (Logistic-TH)

where σs,t = 1/(1 + e−s(x−t)) is the smooth approximation of the Heaviside

step function Ht(x) that is 1 if x ≥ t and 0 otherwise. We use s = 10, and t =
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1/2. Again, the model intuitively says that nodes tend to be associated with

more prestigious nodes rather than less prestigious nodes. Finally, the authors

propose an iterative method to infer the ranking π which has an O(m) per-step

cost.

We evaluate how well Logistic-CP, Logistic-JB, and Logistic-TH capture the

domination properties of the core-periphery structure compared to DIGAM. For

the logistic models of Jia and Benson, we fit the Logistic-CP model when there

are no spatial data available and the Logistic-JB when spatial data are available

(i.e., in the c-elegans, open-airlines, and London-underground datasets). We

use the optimal parameters θ∗v of the logistic models to build a ranking for the

nodes by sorting them in decreasing order of the scores θ∗v. For the Logistic-TH

model, we use the iterative method provided in their paper to infer the ranking

by sorting the entries of the fixed point that their algorithm produces. Then, for

all models, we report the domination curves in Figures 5.3, 5.7 and 5.8. To give

better visual insights on how the models perform, we visualize the outcome of

fitting the models for the c-elegans dataset on Figure 5.4 for a core set of size

⌊n0.7⌋. For each dataset and figure we report the exponent p ∈ [0, 1] of a set that

dominates 80% of the network (i.e. and 0.8-ADS). Namely, if a fraction ϖ ∈ [0, 1]

suffices to cover at least 80% of the network, then p = log(ϖ · n)/ log n.

The DIGAM model can better explain the sublinear domination phe-

nomenon in core-periphery networks than Logistic-JB, Logistic-CP, and

Logistic-TH. Also Logistic-CP and Logistic-JB achieve better coverage com-

pared to Logistic-TH. Perhaps the most characteristic are the faculty (cs-faculty,

history-faculty, business-faculty) and the world-trade datasets where DIGAM

produces an almost dominating set with an exponent p ≤ 0.16 whereas Logistic-
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TH finds a similar set with p ≥ 0.54, and Logistic-CP finds an 0.8-ADS with

p = 0.15 in the case of business-faculty and with p ≥ 0.32 in the rest of the

datasets. In the polblogs dataset, DIGAM is able to find an 0.8-ADS with

p = 0.27 whereas Logistic-CP finds one with p = 0.64 and Logistic-TH finds

a much larger one with p = 0.81. In the open-airlines dataset the 0.8-ADS corre-

sponds to p = 0.61 for DIGAM and to p ≥ 0.82 for the logistic methods. Finally,

the smallest variation between the methods exhibits the london-underground

dataset where p ranges from p = 0.75 (DIGAM) to p = 0.85 (Logistic-TH). In

conclusion, the ADS constructed by DIGAM are consistently smaller than the

ones produced by Logistic-CP and Logistic-JB which are smaller than the ones

produced with Logistic-TH, which suggests that DIGAM is able to explain the

sublinear domination phenomenon where other logistic models fail to do so.

5.1.6 Miscellaneous Properties

Small-world Behaviour. To determine the diameter (the diameter of a discon-

nected network is taken to be the diameter of its giant connected component) of

the network, we build an Erdös-Renyi (ER) network W with n nodes and edge

probability f ∗ = minu,v f (u, v) = c−H−1. It follows from a standard coupling ar-

gument, i.e., a “toss-by-toss” comparison that we can relate the two networks

as one being a subgraph of the other, in our case, the ER network W being a

subgraph of the DIGAM network, say G. The coupling is constructed as fol-

lows: P [(u, v) ∈ E(G) | (u, v) ∈ E(W)] = 1, P [(u, v) ∈ E(G) | (u, v) < E(W)] = f (u,v)− f ∗

1− f ∗ ,

so that P [(u, v) ∈ E(G)] = f (u, v), and P[(u, v) ∈ E(W)] = f ∗. Then it follows that

the diameter of the DIGAM network is at most the diameter of W. Using a result

from [63, 105], we have that since the average degree of W is Θ((b/c)H) → ∞ as
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H → ∞, the diameter of W is close to log n/ log(n f ∗) = Θ(log b/ log(b/c)) = O(1)

a.a.s. From that we can deduce that G has a diameter close to O(log b/ log(b/c)) =

O(1) a.a.s. This result can follow from intuition also, since all the nodes at a loga-

rithmic height of the root dominate the periphery, and a worst-case path should

roughly be between two peripheral nodes which are connected via a node at the

core, with this node being a common dominator of them.

Global Clustering Coefficient (GCC). The probability of uvw being a triangle

given that h(u) ≤ h(v) ≤ h(w) is βuvw = f (u, v) f (u,w) f (v,w) = c−3−2h(u)−h(v), thus the

expected total number of closed triangles TC is

E[TC] =
∑

(u,v,w):h(u)<h(v)<h(w)

bh(u)+h(v)+h(w)βuvw = Θ

(
b3H

c3H+3

)
.

The calculation has been deferred to the Methods Section (Equation (D.1)).

The probability γuvw of uvw being a triplet (open or closed) is given as γuvw =

f (u, v) f (u,w) + f (u, v) f (v,w) + f (u,w) f (v,w). Conditioned on the event that

h(u) ≤ h(v) ≤ h(w) we can deduce that 3c−2−2h(v) ≤ γuvw ≤ 3c−2−2h(u). Sim-

ilarly to TC, the expected number of open triplets TR is Θ
(

b3H

c2H+2

)
(see Equa-

tion (D.2) in the Methods Section). By McDiarmid’s Inequality [130], since TC

and TR are Θ(bH)-Lipschitz we have that P
[
|TC − E [TC] | = Ω(bH)

]
= O

(
e−bH

)
, and

P
[
|TR − E [TR] | = Ω(bH)

]
= O

(
e−bH

)
and therefore we can deduce that the GCC

TC/TR is O(c−H+b−H) = O(c−H) with probability 1−O
(
e−bH

)
by combining the two

concentration bounds. Therefore, w.e.p. clustering coefficient is O(c−H).

Core-periphery Conductance. The expected conductance of a set ∅ ⊂ S ⊂ [n]

is given as ϕ̄(S ) = E
[
e(S , S̄ )

]
/min{|S |, |S̄ |}, where S̄ = [n] \ S . Letting S τ to be the
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nodes at the first τ < H levels where |S τ| ≤ |S̄ τ| yields min{|S τ|, |S̄ τ|} = bτ+1−1, and

E
[
e(S τ, S̄ τ)

]
=

H∑
s=τ+1

τ∑
r=0

brbsc−1−min{r,s} =
1
c

H∑
s=τ+1

bs
τ∑

r=0

(
b
c

)r

=
1
c

H∑
s=τ+1

bsΘ

((
b
c

)τ)
= Θ

(
|S̄ τ|

(
b
c

)τ)
.

ϕ̄(S τ) = Θ(bH/cτ). Letting τ = log(2cH log b)/ log(b/c) be the core’s height we

deduce that ϕ̄(C) = Θ(bH/H).

5.2 Multilayer Extension of IGAM

We fully align with the stochastic blockmodel definition of core-periphery net-

works presented in [435] by defining the following generalization of IGAM,

which we call IGAM2, parametrized by b > c2 > c1 > 1. In this context, we

start with the same skeleton tree of fanout b and then the law g(u, v) for generat-

ing the edges is

g(u, v) =


c−1−min{h(u),h(v)}

2 max{h(u), h(v)} > H0

c−1−min{h(u),h(v)}
1 max{h(u), h(v)} ≤ H0

, (IGAM2)

where 0 < H0 < H is the core’s threshold. The probability g(u, v) of an edge

between two nodes with max{h(u), h(v)} ≤ H0 (i.e. core-core edges) is greater

than the probability between two nodes whose heights satisfy min{h(u), h(v)} ≤

H0 and max{h(u), h(v)} > H0 (core-periphery edges), which is greater than the

probability of the case that min{h(u), h(v)} > H0 (periphery-periphery edges).

We analyze the mathematical properties of IGAM2, which are similar to the

properties of IGAM, in the Methods Section. Most of our proofs are based on
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a construction of a coupling of an IGAM2 network with two (simple) IGAM

networks with parameters (b, c1,H) and (b, c2,H). The coupling is constructed

such that the three graphs form an ordering based on the subgraph relation.

5.3 The Continuous Influencer-Guided Attachment Model

(CIGAM)

In the previous section, the IGAM and IGAM2 models assumed that the height

h(v) of a node is a discrete variable. In this section, we relax the assumption

of h(v) being discrete, to having the “prestige of a node” being a continuous

variable. Moreover, we extend the IGAM to accommodate higher order struc-

tures (hypergraphs) and show that sampling and inference can be efficiently

achieved.

As we noted, such models have been extensively and successfully used to

model graphs, yet the generation of hypergraphs from such hierarchical models

is a completely new task. Although hypergraphs are the obvious generalization

of graphs, tasks regarding random hypergraph models pose new challenges,

primarily from a computational standpoint, which correspond to the tractabil-

ity of computing the respective log-likelihood function (see Section 5.3.1). Fur-

thermore, the hybrid nature of the existing models (i.e. involving both discrete

and continuous structures) poses challenges wrt. the corresponding optimiza-

tion problems of fitting the data. Here existing models such IGAM use heuristic

methods to recover the model parameters given data, which in general do not

correspond to the maximum likelihood estimates.
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The continuous model (CIGAM) starts with a hypergraph G(V = [n], E) on n

nodes where each node i ∈ [n] is associated with a (probably learnable) prestige

value ri ∈ [0, 1] which we call the rank of node i and is generated (i.i.d.) from a

truncated exponential distribution1, i.e.

p(ri) ∝ λe−λri1{ri ∈ [0, 1]} for λ > 0. (5.1)

We define b = eλ > 1. For simplicity of exposition, we start with presenting

the single-layer CIGAM model. The model generates hyperedges of any order

2 ≤ k ≤ n. Conceptually, we want the hyperedge creation probabilities to exhibit

attachment towards more prestigious nodes; in agreement with existing gener-

ative core-periphery models [222, 401, 380]. Subsequently, we want the edge

creation law f (e) to depend on ri for i ∈ e and be scale-free, such as IGAM.

For the former property, we assume that f (e) depends on re = (ri)i∈e, and

specifically on ∥re∥∞ = maxi∈e ri. For the latter property, we want that for two

edges e, e′ with re′ = re + δ and for any appropriately chosen δ to obey f (e′)
f (e) = cδ.

This functional equation has a solution of the form f (e) ∝ c∥r(e)∥∞ , and, thus, we

generate each hyperedge e independently with probability

f (e) = c−ζ+∥re∥∞ (SL-CIGAM)

for c, ζ > 1. We define |e| to be the size of e ∈ E, kmin = mine∈E |e|, and kmax =

maxe∈E |e| (also known as the hypergraph rank).

From Equation (5.1), we observe that CIGAM overcomes the design chal-

1It has been shown that many creative rank-based measures follow power-laws [109]. The
log-transforms of such quantities are exponentially-tailed.
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lenge of a hybrid model since learning the parameters of CIGAM corresponds

to solving a continuous optimization problem (see also Section 5.3.3), and that

the hyperedge creation probabilities of Equation (SL-CIGAM) are determined

by the node with the highest prestige. Thus, the highest-prestige nodes serve as

sufficient statistics to simplify the log-likelihood of the model.

The previous definition can be extended to a multi-layer model

parametrized by λ > 0, and 1 < c2 ≤ c3 ≤ · · · ≤ cL, H0 = 0 ≤ H1 ≤ H2 · · · ≤ HL = 1

as follows: We define a function ϕ : E → [L] such that ϕ(e) = inf{i ∈ [L] :

1 − ∥re∥−∞ ≥ Hi}, where ∥re∥−∞ = minu∈e ru, and draw each edge e independently

with probability

f (e) = c−ζ+∥re∥∞
ϕ(e) . (ML-CIGAM)

The value of ζ = 2 works well empirically, so we set ζ = 2 from now on. We

will refer to c = (ci)i∈[L] as the density parameters (or core profile) and to H = (Hi)i∈[L]

as the breakpoints. The models agree with the stochastic block model of [435],

namely for nodes that are closer to the core, their probability of jointly partic-

ipating as a hyperedge is higher than a subset of nodes that are further from

it. The density parameters c give us a way to tweak the density between dif-

ferent levels of the graph, thus giving us the flexibility to encode more complex

structures with a constant overhead in terms of complexity when the number

of layers is constant (in our experiments L ∈ {1, 2}). Figure 5.9 shows instances

generated from CIGAM.
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5.3.1 Fast Algorithms for Sampling and Inference

Note that the naïve exact computation of the log-likelihood (LL), i.e. without

taking into account the sufficient statistics of each hyperedge, requires flipping∑kmax
k=kmin

(
n
k

)
coins in total which is highly prohibitive even for hypergraphs with

very small kmax even if n is moderate (n > 100)2. In the same way, sampling hy-

pergraphs from CIGAM also needs flipping
∑kmax

k=kmin

(
n
k

)
coins which make sample

generation inefficient as well. We also note that in the simple case of graphs with

spatial features, the work of [222], the authors approximate the likelihood and

sampling of their model, where, in our case, we take advantage of the sufficient

statistics of each hyperedge to do exact inference in linear time. Our approach fol-

lows the methodology used to sample Kronecker hypergraphs [138]. However,

the partitioning of the graph is significantly different in both cases and requires

careful calculation.

More specifically, we observe that a graph generated by the CIGAM model

can be broken down into multiple Erdös-Rényi graphs, whose block sizes and

parameters we devise in Section 5.3.2, and such partitions have efficient repre-

sentations in terms of the LL as well as can be sampled by standard methods for

sampling Erdös-Rényi graphs [350].

5.3.2 Hyperedge Set Partitioning

From the definition of the model, we deduce that the hyperedge set can be ef-

ficiently partitioned, both for sampling and inference, namely each edge in the

2In our experiments k typically ranges between 2 and 25. Moreover, in the worst case, when
k ∈ [2, n] nan̈aively computing the likelihood costs O(2n).
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multi-layer model is determined by maxu∈e ru and minu∈e ru. The edge set E of a

hypergraph that contains simplices of order k ∈ [kmin, kmax] is partitioned as

E =
⊔

k∈[kmin,kmax], i∈[n], l∈[L]

E(k, i, l),

where E(k, i, l) = {e ∈ E : |e| = k, i = argmaxu∈eru, ϕ(e) = l}. To sample the

multi-layer model, we first assign a layer to each node i, assuming again that

r1 ≻ r2 ≻ · · · ≻ rn, that is the layer that the current node belongs if its the node

with the smallest rank in a given hyperedge. We call this matrix, which has in-

creasing entries, layers[n]. We then form N(i, l) = {i < j ≤ n|layers[ j] = l}.

Now, a hyperedge e needs two components: the largest rank, which determines

the exponent of f (e) and the smallest rank in e that determines the layer that the

hyperedge is in. We start by iterating on the ranks array and while fixing i as

the dominant node: we first select j from N(i, l) and then, we sample k− 2 nodes

from [i + 1, j − 1], for j − i − 1 ≥ k − 2 for every k ∈ [kmin, kmax]. Therefore, a total

of
∑

j∈N(i,l)

(
j−i−1
k−2

)
k-simplices can belong to the partition where i is the dominant

rank node. We construct a (kmax − kmin − 1)× n× L matrix which contains |E(k, i, l)|

for all k ∈ [kmin, kmax], i ∈ [n] and l ∈ [L]. We iterate over all e ∈ E and incre-

ment the (|e|, argmaxu∈e{ru},layers[argminu∈e{ru}])-th entry of the matrix. The

complement sets have sizes

|Ē(k, i, l)| =
∑

j∈N(i,l)

(
j − i − 1

k − 2

)
− |E(k, i, l)| ∀k, i, l.

To simplify the summation, note that by the binomial identity
(

j−i−1
k−2

)
=

(
j−i

k−1

)
−(

j−i−1
k−1

)
, we calculate the sum

∑
j∈N(i,l)

(
j−i−1
k−2

)
as
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∑
j∈N(i,l)

(
j − i − 1

k − 2

)
=

(
jmax(i, l) − i

k − 1

)
−

(
jmin(i, l) − i − 1

k − 1

)
, (5.2)

with jmax(i, l) = max j∈N(i,l) j, and jmin(i, l) = min j∈N(i,l) j and using the fact that

N(i, l) is a contiguous array. We can further validate that for the simple case

that kmin = kmax = k, L = 1 we have that jmin(i, 1) = i + 1 and jmax(i, 1) = n

yielding |Ē(i, 1)| =
(

n−i
k−1

)
− |E(i, 1)| as expected. As a generative model, each block

requires throwing E|(k, i, l)| balls where |E(k, i, l)| follows a binomial r.v. with(
jmax(i,l)−i

k−1

)
−

(
jmin(i,l)−i−1

k−1

)
trials of bias c−2+ri

l for a hyperedge of order k. We further

simplify the number of trials by noting that jmax(i, l) = jmin(i, l) + |N(i, l)| − 1 since

N(i, l) is a contiguous array. We need O(kmax(m+ n)+ n log n) to build the |E(k, i, l)|

and time O(n(kmax + L)) to build |Ē(k, i, l)| giving a total preprocessing time of

TPRE = O(n(kmax + L) + kmaxm + n log n). Usually (see Section 5.4.1), kmax and L are

constant which brings TPRE to O(n log n + m).

5.3.3 Exact Inference for CIGAM

Based on the hyperedge set partitioning of Section 5.3.2 we can compute the

LL function log p(G, r|λ, c) as follows, assuming the elements of r are sorted in

decreasing order:

log p(G, r|λ, c) = − λ
∑
i∈[n]

ri + n log λ − n log(1 − e−λ)

+
∑

i,l

[ ∑
k

|E(k, i, l)|

 log
(
c−2+ri

l

)
+

∑
k

|Ē(k, i, l)|

 log
(
1 − c−2+ri

l

) ]
.

(5.3)
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Then, the likelihood can be computed in TLL = O(nL) time by precomput-

ing
∑

k |E(k, i, l)| and
∑

k |Ē(k, i, l)|. The total memory required is O(nL) to store∑
k |E(k, i, l)| (resp.

∑
k |Ē(k, i, l)|), O(m) to store the edges, and O(nkmax) to store the

binomial coefficients. Therefore, the total memory cost is O(n(kmax+L)+m). Since

the number of layers L is constant compared to n, the time needed to compute

the likelihood is O(n).

The breakpoints Hi are hyperparameters of the model. We impose constraints

on the density of the edges, i.e., we want the graph to “sparsify” towards the

periphery, which can be encoded with the following domain K = {(λ, c) : 1 <

c1 < c2 · · · < cL}. We encode the domain K on the LL by considering the log-

barrier function φ (λ, c) = log(c1 − 1) +
∑L−1

i=1 log(ci+1 − ci) which equals −∞ for

every (λ, c) < K . Thus, we solve the following inference problem to get the

optimal parameters of the model

max
(λ,c)∈K

log p(G, r|λ, c)⇔ max
(λ,c)∈RL+1

log p(G, r|λ, c) + φ(λ, c).

5.3.4 Learning the Endogenous Ranks

When the rank vector r is not provided we learn the endogenous (or latent)

ranks given a feature matrix X ∈ Rn×d by using a learnable model h(·|θ) to get

ri = h(xi|θ), which we replace on the LL as follows:
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log p(G, X|λ, c, θ) = −λ
∑
i∈[n]

h(xi|θ) + n log λ − n log(1 − e−λ)

+
∑

i,l

[ ∑
k

|E(k, i, l)|

 log
(
c−2+h(xi |θ)

l

)
+

∑
k

|Ē(k, i, l)|

 log
(
1 − c−2+h(xi |θ))

l

) ]
.

In Section 5.4.1, we use a simple logistic model for determining the ranks,

i.e. ri = h(xi|w, b) = σ(wT xi + b) where σ(·) is the sigmoid function. After train-

ing, we can use the learned parameters θ∗ to extract embeddings that capture

the endogenous ranks of nodes in the graph. Besides, we can use centrality mea-

sures (degree centrality, [hypergraph] eigenvector centrality for k-uniform hy-

pergraphs [50]), PageRank, etc.) to enrich the feature vectors. Here, the ranks ri

need to be re-sorted after each forward call to h which makes the total per-step

cost for evaluating the LL equal to TPRE + TLL + O(dn).

5.3.5 Choosing Hyperparameters

A question that arises when we fit a multi-layer CIGAM model is the following:

How to choose the number of layers L and the breakpoints H? We observe that sam-

ples generated from CIGAM have roughly a piecewise linear form when the

observed degree is plotted versus the degree ordering of a node in the degree

ordering in a log-log plot (Figure 5.10). This observation motivates the follow-

ing heuristic for hyperparameter selection: given a hypergraph G we calculate

the degrees of all nodes, sort them in decreasing order and fit a piecewise linear

function on the log-log scale. We then apply the elbow criterion [388] and choose

the number of layers to be
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Lpw = argmax
l∈[2,Lmax−1]

{
log pwerr∗(l) − log pwerr∗(l − 1)
log pwerr∗(l + 1) − log pwerrr∗(l)

}

where pwerr∗(l) is the minimum piecewise linear fit error when fitting a func-

tion that is a piecewise combination of l lines. Roughly the rule says to pick the

number of layers around which the ratio of the subsequent gradients is maxi-

mized. Then to identify the breakpoints we run grid search (i.e. likelihood ratio

test/AIC3/BIC) on all feasible Lpw breakpoints.

5.3.6 Exact Sampling for CIGAM

Given the parameters λ, c of a single-layer model, a reasonable question to ask

is: How can we efficiently generate k-uniform - and subsequently general hyper-

graphs - samples from the model with parameters λ, c? Identically to computing

the LL a naiv̈e coin flipping approach is computationally intractable and can be

exponential in the worst case. To mitigate this issue we use the ball-dropping

technique to generate edges as follows:

Step 1. Generate the n ranks r ∼ TruncatedExp(λ, [0, 1]) with inverse trans-

form sampling in O(n) time (assuming access to a uniform [0, 1]-variable in O(1)

time). Sort wrt. ≻.

Step 2. For each i ∈ [n] in the order draw a random binomial variable Mi ∼

Bin
((

n−i
k−1

)
, c−2+ri

)
. Drop Mi balls, where each ball represents a hyperedge e with

i ∈ e (see App. D.2.2 for how hyperedges are sampled).

3The difference between LR and the AIC between two models with layers L and L′ is L − L′,
so the two measures differ by at most 1, i.e. they are very close.
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We repeat the same process for various values of k to create a graph with

multiple orders. This technique runs much faster than
(

n
k

)
(see [350]). The

same logic can be extended to the multi-layer model where instead of dropping

Mi ∼ Bin
((n−i

k−1

)
, c−2+ri

)
balls for each i on the corresponding spots, we (more gen-

erally) throw Mi,l ∼ Bin
((

jmax(i,l)−i
k−1

)
−

(
jmin(i,l)−i−1

k−1

)
, c−2+ri

l

)
for every i ∈ [n] and l ∈ [L]

where each ball spot is chosen by throwing the first ball between jmin(i, l) and

jmax(i, l) and the rest k − 2 balls between i and jmax(i, l). We again use a rejection

sampling mechanism to sample from this space. Finally, to sample a hypergraph

with a simplex order range between kmin and kmax we repeat the above process

for every k ∈ [kmin, kmax] and take the union of the produced edge sets. Our im-

plementation contains ball-dropping techniques for the general case of multiple

layers, however here we present the single layer case for clarity of exposition.

5.4 “Small-core” Property

The model we are using serves as a generalization of hierarchical random graph

models to random hypergraphs. In those models (cf. IGAM), it is often a

straightforward calculation to bound the size of the core. Nevertheless, triv-

ially carrying out the same analysis on hypergraphs does not work since the

combinatorial structure of the problem changes cardinally, which highlights the

need for new analysis tools in order to be proven.

In detail, in order to characterize the properties of the core of networks gen-

erated with CIGAM, we ask the following question: Given a randomly gener-

ated k-uniform hypergraph G generated by CIGAM, what is the size of its core? In

our regime, the core is a subset C of the vertices with the following properties:
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1. Nodes within the core set C are “tightly” connected with respect to the rest

of the graph.

2. Nodes within the core set C form a dominating set for G with high probabil-

ity (i.e. w.p. 1 − O(1/n)).

For the former requirement, it is easy to observe that the induced subhyper-

graph that contains nodes with ri ≥ t for some appropriately chosen t would

form the most densely connected set wrt. the rest of the network. For the latter

requirement, we use a probabilistic argument to characterize the core.

Clearly, members of the core are responsible for covering the periphery of

the graph, i.e. each peripheral node has at least one hyperedge in the core. Thus

the size of the core is the number of nodes that are needed to cover the periph-

ery with high probability. We analyze the core size of the multi-layer model by

constructing coupling with a single layer model that generates k-uniform hy-

pergraphs with density cL (that corresponds to the “sparsest” density). Then,

we start with a threshold t ∈ [0, 1] and we let Nk(t) be the number of (k − 1)-

combinations that have at least one rank value ≥ t. Then, we need to determine

the value of t such that (i) Nk(t) exceeds some quantity N0 with high probability;

(ii) the nodes with r j ≥ t form an almost dominating set (serving as the core of

the graph) with probability 1 − O(1/n) conditioned on Nk(t) ≥ N0. Proving (ii)

proceeds by calculating the (random) probability that a node is not dominated

by a core hyperedge, i.e. a hyperedge that has at least one node with r j ≥ t, and

then taking a union bound over the nodes and setting the resulting probability

to be at most 1/n, yielding the desired lower bound N0. Now, given that we

know N0 we want to set it in a value such that Nk(t) ≥ N0 with probability at

least 1− 1/n. Observing that Nk(t) obeys a combinatorial identity involving N2(t)
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which is a binomial r.v. and by using the Chernoff bound on N2(t) we can get

a high probability guarantee for Nk(t) ≥ N0 by setting N0 appropriately. Finally,

we set the threshold t such that the probability of having a core at threshold t is

at least 1 − O(1/n). We present the Theorem (proof in App. D.2.1)

Theorem 5.4.1. Let G be a k-uniform hypergraph on n ≥ 2 nodes with k < n generated

by a CIGAM model with L layers and parameters 1 < c1 ≤ c2 · · · ≤ cL < eλ for

λ < ln(n/72)
4 . Then, with probability at least 1 − 2/n the graph has a core at a threshold t

such that 2 log n
c−2+t

L
=

(
n

k−1

)
−

(
nF(t)+

√
n log n/2

k−1

)
with size Õ(

√
n).

(
x
y

)
is the generalized binomial

coefficient.

Figure 5.11 depicts the (theoretical) threshold t for a 3-uniform and a 4-

uniform hypergraph on 10 nodes. In App. D.2.1 we also plot the empirical

thresholds of CIGAM-generated hypergraphs with n = 200. As k increases, the

threshold t moves to the right, and therefore, the core becomes smaller.

5.4.1 Experiments with CIGAM

We first validate our model’s ability to recover the correct parameters on syn-

thetically generated data, as well as the efficiency of the proposed sampling

method. We then perform experiments on small-scale graphs and show that the

recovered latent ranks (and their subsequent ordering) can accurately represent

the degree structure of the network. Finally, we do experiments with large-scale

hypergraph data where we evaluate and compare our model with (generalized)

baselines with respect to their abilities to fit the data.

We implement Point Estimation (MLE/MAP) and Bayesian Inference (BI) algo-

rithms as part of the evaluation process, which are available in the code supple-
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Table 5.1: Time complexity of fitting CIGAM for preprocessing (PP) and log-
likelihood (LL). Here ri = σ(wT xi + b).

Ranks Method # Params PP LL

Known All L + 1 TPRE TLL

Exogenous BI L + 1 + n - TPRE + TLL

Endogenous MLE, MAP L + d + 2 - TPRE + TLL + O(dn)

ment. App. D.2.3 describes the specifics of each implementation and the design

choices, and Tab. 5.1 shows the costs of fitting CIGAM on various occasions.

Sampling. Figure 5.12 shows the performance of the ball-dropping method

on 2-order and 3-order hypergraphs for graphs with 50-500 nodes with a step

of 50 nodes where for each step we sample 10 graphs and present the aggregate

statistics (mean and 1 standard deviation).

Inference. In Figure 5.12, we generate a 2-Layer graph with n = 100 nodes,

k ∈ {2, 3}, λ = 2.5, c = [1.5, 2.5], H = [0.5, 1], and use non-informative priors for

recovery. Our algorithm can successfully recover the synthetic data.

Recovering the Degree Structure of small-scale graphs. We perform BI on

world-trade, c-elegans, history-faculty, and business-faculty using L = 1 layer,

a Gamma(2, 2) prior for λ, and a Pareto(1, 2) prior for c. In Figure 5.13, we or-

der the actual degrees of the graphs in decreasing order and for every draw of

the vector r from the posterior (using MCMC with N = 1K samples) as follows:

(i) We sort the entries of r in decreasing order. Let {π}i∈[N] be the correspond-

ing permutations of the nodes. For each i ∈ [n] we calculate the mean and the
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Table 5.2: Dataset Statistics. nLCC,mLCC refer to the size of the LCCs, ndt,mdt refers
to the size of the LCCs after removing nodes with degree ≤ 4, nkc,mkc refers to
the size of the 2-core of the LCC.

Dataset kmax nLCC mLCC ndt mdt nkc mkc

c-MAG-KDD 22 2.7K 1.4K 47 40 - -
t-ask-ubuntu 6 6.2K 7.8K 664 1.7K 50 33
t-math-sx 7 26.4K 66.1K 5.4K 39.2K 100 58
t-stack-overflow 10 164.9K 306.4K 34.3K 140.4K 7.0K 6.0K
ghtorrent-p 7 78.4K 74.8K 10.8K 14.8K 3.4K 2.7K

standard deviation of
(
degrees[π1,i], . . . ,degrees[πN,i]

)T
4. The scales of Fig-

ure 5.13 are log-log. We observe that the degrees, as they are determined by

the ranks, are consistent with the actual degree sequence. This suggests that

core-periphery organizations agree with the degree centralities, as in IGAM.

5.4.2 Experiments with large-scale data

Datasets. We perform experiments with publicly available datasets.

1. coauth-MAG-KDD. Contains all papers published at the KDD conference

and are included in the Microsoft Academic Graph v2 [386, 375]. We also

include data for each of the authors’ number of citations, h-index, number

of publications and use the R package amelia [204] to impute missing

data at rows where at least one of the columns exists after applying a log-

transformation.

2. ghtorrent-projects. We mined timestamped data from the ghtorrent

project [185, 184] and created the ghtorrent-projects dataset where each

hyperedge corresponds to the users that have push access to a repository.

4I.e. the degree of the node which is first in the i-th ranking is added to the 1st position of
the x-axis etc.
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Table 5.3: Hypergraph Experiments. We use SGD with step-size 0.001 for
CIGAM, and SGD with stepsize of 1e-6 for Logistic-CP, for 10 epochs. For Hy-
perNSM we use a = 10, p = 20, and ξ(e) = 1/|e|. For evaluating the log-likelihood
of Logistic-CP and HyperNSM we use |B| = 0.2m̄ negative samples. Best likeli-
hood is in bold. † = LL cannot be computed.

Dataset CIGAM c∗ λ∗ Logistic-CP HyperNSM CIGAM c∗ λ∗ Logistic-CP HyperNSM

Degree Threshold + LCC LCC + 2-core

Exogenous ranks

coauth-MAG-KDD -1334 [3.0e+4] 1.4 -2025 -2.5e+6 - - - - -
threads-ask-ubuntu -1.3e+5 [9.5e+9] 3.5 † † -166 [11.94] 1.5 -1510 -1073
threads-math-sx -4.2e+6 [2.3e+20] 8.7 † † -1736 [5.2, 31.1] 1.8 -1478 -1.4e+5
threads-stack-overflow -2.0e+7 [1.8e+20, 8.3e+27] 4.8 † † -1.2e+5 [2.1e+5] 5.1 -1.0+e7 †
ghtorrent-projects -1.2e+6 [7.8e+15, 5.9e+20] 4.4 † † -2.6e+5 [9.4e+18] 3.6 † †

Endogenous (Learnable) ranks

coauth-MAG-KDD -1.8e+5 [32.4] 1.1 -2024 -2.5e+6 - - - - -
threads-ask-ubuntu -1.6e+5 [9.6e+6] 1.1 † † -2079 [1.1] 1.1 -1659 -1075
threads-math-sx -4.2e+6 [2.3e+20] 11.3 † † -3.8e+4 [2.8] 1.1 -5.8e+4 -1.4e+5
threads-stack-overflow -1.9e+7 [4.1e+29] 26.8 † † -4.0e+5 [8.6e+8] 1.1 † †
ghtorrent-projects -1.2e+6 [2.9e+22] 2.8 † † -2.1e+5 [9.4e+20] 1.1 † †

We used features regarding: number of followers on GitHub, number of

commits, number of issues opened, number of repositories created, and

the number of organizations the user participates at.

3. threads-{ask-ubuntu, math-sx, stack-overflow} [51]. Nodes are users

on askubuntu.com, math.stackexchange.com, and stackover-

flow.com. A simplex describes users participating in a thread that lasts

≤ 24 hours. We observe that there is a high concentration of (non-engaged)

users with reputation 1 and then the next peak in the reputation dis-

trubution is at reputation 101. This bimodality is explained since Stack

Exchange gives users an engagement bonus of 100 for staying on the

platform. Therefore, we filter out all the threads at which non-engaged

users (i.e. users with reputation less than 101) participate. We keep the

(platform-given) reputation (as the ranks), the up-votes, and the down-

votes of each user as her features.
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Table 5.4: Projected Graph Experiments. We use SGD with step-size 0.001 for
CIGAM, and SGD with stepsize of 1e-6 for Logistic-CP, for 10 epochs. For eval-
uating the log-likelihood of Logistic-CP, and Logistic-TH (α = 10, p = 20) we
use |B| = 0.2m̄ negative samples. Best likelihood in bold. † = LL cannot be com-
puted.

Dataset CIGAM c∗ λ∗ Logistic-CP Logistic-TH CIGAM c∗ λ∗ Logistic-CP Logistic-TH

Degree Threshold + LCC LCC + 2-core

Exogenous ranks

coauth-MAG-KDD -532 [12.2] 1.4 -1532 -1419 - - - - -
threads-ask-ubuntu -2.8e+4 [1.9e+3] 3.5 -1.3e+4 -2.4e+5 -166 [11.94] 1.5 -1510 -1329
threads-math-sx -8.5e+5 [116.1, 2.0e+3] 8.7 -6.1e+6 -1.6e+7 -564 [2.7, 4.9] 1.8 -1376 -5471
threads-stack-overflow -4.0e+6 [5.1e+6] 4.8 † † -1.2e+5 [2.1e+5] 5.1 † -2.7e+7
ghrtorrent-projects -4.9e+6 [1.7e+6] 4.4 † † -7.4e+5 [359.3, 951.3] 3.6 † -1.8e+6

Endogenous (Learnable) ranks

coauth-MAG-KDD -2171 [1.1] 1.1 -1680 -1458 - - - - -
threads-ask-ubuntu -5.0e+4 [3.2] 1.1 -3.4e+4 -2.8e+5 -185 [12.1] 1.3 -1666 -1329
threads-math-sx -1.3e+6 [1.2e+5] 10.7 † † -402 [45.2] 1.7 -1926 -5471
threads-stack-overflow -3.8e+6 [5.2e+6] 20.7 † † -1.2e+5 [2.1e+5] 1.9 -1.0e+7 -2.7e+7
ghtorrent-projects -7.1e+5 [5.1e+5] 4.4 † † -5.7e+4 [1.4e+4] 4.5 -1.9e+5 -1.8e+6

Deduplication. We keep each appearing hyperedge exactly once.

Outlier Removal & Feature Pre-processing. We filter outliers from the data in

two ways. This is done in order to guarantee the numerical stability of the fitting

algorithms. In the former filtering (Degree Threshold + LCC), we remove all

nodes with degree < 4 and then find the Largest Connected Component (LCC)

of the resulting data. In the latter filtering (LCC + 2-core) we first find the LCC

of the hypergraph and then keep the 2-core5 within it. The statistics of the post-

processed datasets can be found in Tab. 5.2.

In the experiments considering exogenous ranks only, we take logarithms

(plus one) of the exogenous ranks and min-max normalize the results to lie in

[0, 1]. For the learning task (i.e., endogenous ranks), we perform standard Z-

normalization (i.e., subtract column means and divide by the column stds.) in

lieu of min-max normalization.
5The δ-core of G is a subgraph G′ such that all nodes in G′ have degree ≥ δ.
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Hypergraph Experiments. We compare CIGAM with the baseline (without

spatial dependencies) logistic model of [222]. This model is also known as the

β-model [380, 411] and has been already generalized to hypergraphs (see [380]).

However, the inference algorithm of [380] suffers from combinatorial explosion

since for every node, the fixed-point equations require a summation over
(

n−1
k−1

)
terms for a k-uniform hypergraph which makes the inference task infeasible for

the datasets we study.

Logistic-CP generates independent hyperedges based on the sum of core

scores
∑

i∈e zi for a hyperedge e, i.e. e is generated with probability ρ(e) =

σ (
∑

i∈e zi) where σ(z) = 1
1+e−z . That corresponds to a LL log p(G|z) =

∑
e∈E log ρ(e)+∑

ē<E log(1−ρ(e)). In contrast to our model, computing the likelihood of Logistic-

CP and its gradient exactly is - contrary to the case of CIGAM - intractable

since it requires exhaustively summing over ē < E, which can be very large. To

approximate the log-likelihood we use negative sampling by selecting a batch

B as follows: We sample a hyperedge order K ∈ [kmin, kmax] with probability

P[K = k] = m̄k
m̄ where m̄k =

(
n
k

)
−mk denotes the number of negative hyperedges of

order k and then given the sampled order K we sample a negative hyperedge ē

uniformly from the set of non-edges of order k. That uniform sampling scheme

has a probability of selecting a hyperedge ē equal to |B|m̄ (App. D.2.2 describes the

sampling algorithm). We use the following unbiased estimator of the LL based

on this sampling scheme,

pℓ(G|z) =
∑
e∈E

log ρ(e) +
m̄
|B|

∑
ē∼B

log(1 − ρ(ē)), (5.4)

where its easy to confirm that E
[
pℓ
]
= log p(G|θ), and that Var[pℓ] =

m̄−|B|
|B|

∑
ē∈Ē log2(1 − ρ(ē)), which is at most (m̄−|B|)m̄

|B|
for ρ(ē) ∈ [0, 0.51] (true for real-
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world datasets). Letting |B| = αm̄ for some α ∈ (0, 1) we get a variance upper

bound that equals 1−α
α

m̄ for small values of ρ(ē). The per-step complexity of ap-

proximately computing the likelihood and its gradient in this case is both higher

than computing the LL for CIGAM6. Logistic-CP can also be augmented with

the use of features and a learnable map ψwith parameters ν such that zi = ψ(xi|ν).

In this model, the core nodes are nodes with zi ≥ 0 and the periphery nodes are

nodes with zi < 0 respectively.

We also use the concurrent and independently developed method of [402] -

HyperNSM - where a permutation π of the nodes is generated and then hyper-

edges are independently generated with probability σ (ξ(e)Ma({au}u∈e)), where

Ma denotes the generalized (Hölder) a-mean. ξ(e) is a weight function (e.g.

ξ(e) = 1/|e|) and au = 1 − πu
n . The goal of HyperNSM is to recover the opti-

mal permutation π∗ of the nodes through a fixed-point iteration scheme. To

calculate the LL of HyperNSM, we use negative sampling, such as in the case of

Logistic-CP.

Tab. 5.3 shows the results of comparing CIGAM with Logistic-CP and Hy-

perNSM. As in Section 4.2 of [222], we compare the optimized LL values of both

CIGAM, Logistic-CP, and HyperNSM. We run experiments both using exogenous

ranks (directly from the features), as well as endogenous (learnable) ranks via the

mined features. We also report the learned core profile c∗ and the learned λ∗

for all datasets. The breakpoints are taken with step 0.5. In almost all of the

experiments, CIGAM has a substantially better optimal LL than its competitors,

which in many cases cannot scale (because GPUs run out of memory) to even

moderate dataset sizes (denoted by †). In terms of learned parameters, we ob-

6Briefly, for a k-uniform hypergraph, computing the positive part of the LL cost O(km), and
the negative part of the LL costs (on expectation over the draws) O

(
k
(

n
k

)
log(m̄/(m̄ − |B|)

)
.
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serve that most of the datasets are very sparse (very high values of c∗) in both

the exogenous and the endogenous case. In App. D.3, we show how to add

regularization (or priors) to the model.

Projected Hypergraph Experiments.. We run the same experiments as in

Tab. 5.3 but instead of the hypergraph data, we use the projected graphs that

result from replacing each hyperedge with a clique. We also use the model of

[401], together with Logistic-CP and CIGAM. More specifically, the model of

[401], which we call Logistic-TH, is a logistic-based model (the graph analog

of HyperNSM) that depends on finding a permutation π of the nodes. In this

model, and edge (u, v) is generated independently with probability σ(Ma(au, av))

where au = 1 − πu
n (resp. av). The authors devise an iterative method to optimize

the LL of the corresponding generative model. The iterative method converges

to a fixed point vector x∗, and the ordering of the elements of x∗ implies the opti-

mal permutation π∗. Again, to calculate the LL after finding π∗ we use negative

sampling.

We report the experimental results in Tab. 5.4. Again, we observe that

CIGAM is able to find better fits than both Logistic-CP and Logistic-TH, while

it is also able to scale more smoothly to the largest datasets. Furthermore, we

observe that the values of c∗ that CIGAM finds compared to the hypergraph

case are substantially smaller. This can be attributed to the fact that the projected

hypergraphs have a smaller possible number of edges (i.e.
(

n
2

)
), and, thus, they

are “denser” than the hypergraph instances since hyperedges are projected on

the same order.
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5.5 Discussion

The present Chapters observe a connection between the core-periphery struc-

ture of networks and dominating sets and devise two models - DIGAM and

CIGAM - to optimize these metrics, and both are fitted in real-world data as

the core-periphery structure is present in several real-world networks. As po-

tential for future works, it is important to emphasize the main concept behind

exploiting the core-periphery structure of networks to speed up hard compu-

tational tasks. In general, small computations can be performed in the core -

which has size o(n) - and then the results can be used to perform approximate

computations for the whole network, which is significantly larger than the core.

Examples correspond to as all-pairs-shortest-paths computation, betweenness

centrality (see, e.g., the recent work in [400]), community detection, embedding

generation, and many more.
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Figure 5.4: Visualization of a core set of size n0.7 for the Logistic-JB, Logistic-TH,
Greedy, and IGAM strategies. The red nodes represent members of the core set,
the blue nodes are dominated nodes, and the cyan nodes are non-dominated
nodes.
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Figure 5.5: IGAM model fitted on small datasets (world-trade, airports, cs-
faculty, history-faculty, c-elegans, london-underground). The darker colors re-
fer to nodes with higher prestige, and the lighter colors refer to nodes with lower
prestige.

253



0 20 40 60 80 100
Fraction of nodes covering

0

20

40

60

80

100

Fr
ac
tio

n 
of
 n
od

es
 c
ov

er
ed

Coverage for Bucketed Greedy Maximum Coverage policy

facebook
dblp-dyn
facebook-pages
github
dblp
pokec

Figure 5.6: Adjacency matrix of IGAM2 model with c1 = 1.5, c2 = 2.5, b = 3,
H0 = 2 and H = 6.
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Figure 5.7: Domination Curve by running the method of Tudisco and Higham
[401].
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Figure 5.8: Domination Curve by fitting the model of Jia and Benson [222] on
spatial data and the logistic CP model otherwise.

Figure 5.9: Generated Instances of a 2-layer model with c = [1.5, 2.5],H =

[0.25, 1], λ = log 3. Left: k = 2, Right: k = 3.
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Figure 5.10: (Left) Degree Plot for an instance with k ∈ {2, 3}, L ∈ {1, 2} layer,
b = 3, H = 1, H split as powers of 1/2 in [0, 1] and c split uniformly on [1.5, 2.9]
with p/w fits. (Right) Elbow plot for 10 3-layer simulated graphs.

Figure 5.11: Core threshold functions from Thm. 5.4.1 for cL = 1.5, λ = 1, k ∈
{3, 4}, and t ∈ [0, F−1(1 −

√
log n/(2n))] (x-axis).
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Figure 5.12: Left: Parameter recovery for n = 100, k ∈ {2, 3}, c = [1.5, 2.5], λ =
2.5. Legend: c0 corresponds to off-by-one parameters and c corresponds to
the actual parameters. Right: Average Runtime of Sampling Using the Ball
Dropping Method for hypergraphs of orders k ∈ {2, 3} and 50 − 500 nodes with
a step of 50 nodes for a 1-layer instance with b = 3, c = 1.5. The dashed line
is the function that is the expected number of edges of a k-uniform CIGAM
hypergraph.
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(a) world-trade [119] (n =

76,m = 845)
(b) c-elegans [224] (n = 279,m =
1.9K)

(c) history [107] (n = 145,m =
2K)

(d) business [107] (n = 113,m =
3K)

Figure 5.13: Recovery of the Degree Structure for world-trade, c-elegans,
history-faculty, and business-faculty datasets.
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CHAPTER 6

AN EMERGING RESEARCH DIRECTION:

MODELING NETWORKS WITH LARGE LANGUAGE MODELS

The contents of this chapter constitute joint work with Yuan Yuan.

Social networks fundamentally shape human opinions, behaviors, and the

dissemination of information, affecting sociotechnical networks and their re-

silience. As large language models (LLMs) like GPT, Claude, and Llama in-

creasingly integrate into social and professional settings, understanding their

behavior in the context of social interactions and network formation becomes

essential. In this Chapter, we attempt to ask the following question:

Do network formation behaviors of multiple LLMs approximate certain as-

pects of human network dynamics?

By simulating interactions among LLM agents across various model fam-

ilies, we observe that these models consistently exhibit key patterns associ-

ated with social network principles—including preferential attachment, tri-

adic closure, homophily, community structure, and the small-world phe-

nomenon—when forming networks. Moreover, LLMs adapt their network for-

mation strategies based on each network’s characteristics, reflecting the context-

dependent nature of human behavior: In Facebook networks, they prioritize

triadic closure and homophily, mirroring close-knit friendships; in phone net-

works, homophily, and preferential attachment dominate, capturing personal

and professional connections; and in employment networks, LLMs favor het-

erophily and high-degree connections, aligning with career advancement dy-

namics. These results open new avenues for using LLMs in network science
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research, with potential applications in agent-based modeling and synthetic net-

work generation.

6.1 Modeling Networks with Large Language Models

Recent progress in large language models (LLMs), such as GPT [314],

Claude [20], and Llama [392], has shown promising developments in AI tech-

niques and their integration into real-life applications. It is thus crucial to

comprehend AI actions to ensure they align with human expectations, miti-

gate potential risks, and maximize their benefits. Misaligned AI actions may

lead to unintended consequences, such as biased decision-making, fairness is-

sues, and the miscoordinative or non-cooperative behavior [348]. Recently, re-

searchers have started to apply social science methodologies, such as methods

analogous to laboratory experiments [205, 11, 408, 277], agent-based modeling

[332, 166, 199, 118, 150, 335], and qualitative methods [102], to study LLMs.

These methods not only reveal the capabilities and interpretability of LLMs but

also suggest their potential for applications in social science [205, 331, 101, 260].

In human societies, social networks play a crucial role in shaping individual

behaviors, preferences, and connections, as well as influencing the diffusion of

information and norms across communities [355, 34, 157, 36, 431]. LLMs have

shown great potential in social contexts, notably as intelligent personal assis-

tants that facilitate social and prosocial interactions (see, e.g., [327, 104, 408]).

However, less is known about how LLMs’ behaviors and preferences align with

human network formation principles [210, 437, 331]. This is particularly crucial,

as it sheds light on the potential of these models to shape and be shaped by
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the networks of human relationships, which is a fundamental aspect of social

systems.

This Chapter explores LLMs’ behaviors and preferences in the context of

network formation with both synthetic and real-world social networks. By ana-

lyzing interactions between multiple LLMs (or multi-LLMs), we aim to under-

stand the implications of LLMs representing humans in social and professional

settings. Specifically, we examine micro-level social network properties includ-

ing preferential attachment [41], triadic closure [188], and homophily [283], as

well as macro-level properties including community structure [307], and the

small-world phenomenon [240, 419].

In synthetic network simulations, LLMs displayed preferential attachment,

homophily, and triadic closure, resulting in the formation of community struc-

tures and small-world dynamics. More notably, in real-world social network

simulations, we find that LLMs prioritized triadic closure and homophily over

preferential attachment when forming new links, indicating a strong preference

for connecting with similar nodes or shared acquaintances. Additionally, in a

telecommunication network, LLMs tended to prioritize homophily and pref-

erential attachment over triadic closure, and in a company network, the agents

who corresponded to employees formed links frequently with managers, which

showcases behavior that is consistent with human social mobility principles.

Generally, LLMs not only exhibit fundamental social network formation

principles in synthetic simulations but also adapt their strategies based on the

context of real-world networks, mirroring human social behaviors specific to

each setting.
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As LLM technology continues to evolve, this Chapter serves as an early ex-

ploration of their potential in social network studies, with several significant

implications for future studies. First, this Chapter demonstrates the potential of

LLMs for agent-based modeling. By simulating decision-making processes that

approximate human-like behavior across various network settings, LLMs can

provide valuable insights into the emergence of social phenomena. Although

these models are still in early stages of development, they offer an intriguing

framework for studying and designing systems that can mimic key aspects of

real-world dynamics. This opens up possibilities for applying LLMs to explore

and understand complex behaviors in social, professional, and collaborative en-

vironments. Second, our work highlights the potential of LLMs for synthetic

dataset generation, a critical area in network science. Although the accuracy of

LLM-based predictions is not yet perfect like all other link prediction models,

this approach is particularly valuable in scenarios where privacy concerns limit

access to real-world data. By simulating realistic datasets that capture important

network properties, LLMs can facilitate research and experimentation without

compromising sensitive information.

We investigated whether LLMs exhibit fundamental principles of network

formation observed in human social networks. By simulating multiple LLM

agents acting independently within separate conversational threads, we exam-

ined their behaviors in decision-making scenarios involving network connec-

tions. We focused on three micro-level network principles—preferential attach-

ment, triadic closure, and homophily—and two macro-level phenomena: com-

munity structure and the small-world effect. To assess the robustness of our

findings, we varied the temperature settings of different LLM models, includ-

ing GPT-3.5-turbo, GPT-4o Mini, Llama 3 (70b-instruct), and Claude 3.5 Sonnet.
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We also experimented with different environmental prompts (e.g., friendship,

collaboration, and community) to test prompt sensitivity. Additionally, we em-

ployed an interview-like method to probe the LLMs’ decision-making rationale

and conducted experiments using Chain-of-Thought (CoT) reasoning [421] (the

experiments are deferred to Appendix E.8). Finally, we extended our analysis

to real-world networks, including a social media friendship network, a telecom-

munication network, and a company collaboration network, to compare the net-

work formation preferences between LLMs and humans.

6.1.1 Micro-Level Properties

Principle 1: Preferential Attachment. Preferential attachment is a fundamen-

tal concept in network science, illustrating how nodes in a network gain con-

nections over time, leading to a scale-free degree distribution characterized by

a few highly connected nodes [41, 55].

To test if LLM agents exhibit preferential attachment, we simulated network

growth by sequentially adding nodes to an initially empty network. Each new

node was prompted with information about existing nodes, and the person to

connect with was decided. We generated networks with n = 200 nodes to ob-

serve meaningful degree distributions1.

On a micro-scale, Figure 6.1(a) illustrates the probability of connecting to

a top-k node as a function of its degree percentile (k/n). To demonstrate the

tendency toward preferential attachment, we compare these probabilities to a

null model assuming random connections (represented by dashed lines), where
1Note that we provide the full network structure in the prompt, so models are not inherently

biased toward forming links with the highest-degree nodes.
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the likelihood of connecting to a top-k node is simply k/n. Our findings reveal

that all models prefer connecting to higher-degree nodes. Notably, GPT-3.5 ex-

hibits a weaker preference, while other, arguably more capable models, show

an even stronger inclination toward preferential attachment. Using GPT-3.5 as

an example, we examine the effect of temperature – a parameter controlling

the variability of model output – on this tendency. At lower temperatures, the

model makes fewer stochastic choices and, as a result, is more likely to con-

nect to high-degree nodes. We also vary the prompt to explore the influence

of “environment”-contextual settings such as school, work, or community. The

results show slight variations compared to the baseline (GPT-3.5 with tempera-

ture = 1.5), yet the tendency for preferential attachment persists across environ-

ments. In all cases, the observed curves lie above the null model, underscoring

the presence of preferential attachment.

Next, we investigate the degree distribution of the resulting graphs. As

shown in Figure 6.1(c), the resulting networks display a pattern where a few

nodes have many connections while most have few, indicative of a scale-free

distribution, with form:

π(d) ∝ d−γ, where γ > 1. (6.1)

We estimated the exponent γ for different models and temperatures. Our anal-

ysis reveals several notable patterns in the networks generated by LLM agents

under different conditions. First, models newer than GPT-3.5 exhibit a slightly

larger pγ than GPT-3.5. This implies that these models display a stronger ten-

dency toward preferential attachment and the formation of hubs. Second, as the

temperature increases the power-law exponent pγ generally becomes larger. This

indicates that higher temperatures introduce more variance in node connectiv-

ity, leading to degree distributions with heavier tails. Third, the environmental
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context significantly affects the value of pγ. For example, when the network is

framed within a “school” environment, the exponent increases, suggesting a

more uniform distribution of connections and fewer highly central nodes.

Finally, while the prompts we have utilized thus far have provided the

model with the complete existing network structure, we also explore an alter-

native scenario: what happens if agents are supplied solely with the degree of

other alternatives, without access to the network’s full structure? As detailed

in Appendix E.7, our findings reveal that limiting agents to degree information

alone also leads to notable structural differences in the networks that emerge

(cf Figure E.2). Thus, degree information alone yields more restrictive struc-

tures than providing the agents with the full topological information (i.e. the

neighbors).

The findings highlight the practical potential of LLMs in modeling complex

networks, such as social, economic, or biological systems, by leveraging their

ability to simulate preferential attachment and scale-free distributions. These

models can be used to study real-world phenomena like information diffusion,

hub formation, or connectivity patterns under varying conditions. Additionally,

the sensitivity of network structures to parameters like temperature and con-

text underscores the importance of prompt design in steering outcomes, making

LLMs versatile tools for tailored simulations.

Principle 2: Triadic Closure. The second micro-level principle we examine is

triadic closure, which posits that individuals are more likely to form connec-

tions with friends of friends, thus creating closed triads in the network. This

process strengthens network structure and cohesion, grounded in the idea that
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two nodes are more likely to connect if they share a common neighbor [188, 290].

To investigate triadic closure, we employ an assortative stochastic block

model (SBM) [305] to create an initial network G1 with n nodes divided into

two equal-sized clusters A and B. Connections within each cluster are formed

with a probability of 0.5, while inter-cluster connections occur with a probability

of 0.1. This setup mirrors our assumption that nodes within the same cluster are

more inclined to connect due to a higher number of shared neighbors. In subse-

quent time steps, we then examine each node i, considering the intersection of

neighborhoods of i’s non-neighbors2.

We conducted ten simulations with n = 50 nodes to facilitate clear visualiza-

tion and ensure statistical significance3.

On a micro-scale, Figure 6.2(a) illustrates the probability of connecting to a

top-k-percentile node as a function of the number of common neighbors. The

dashed lines represent the results of null models, where connections are chosen

randomly; which corresponds to the probability of connecting to a top-k per-

centile node in terms of the common neighbors being k/n. Our findings reveal

that, across all models, there is a consistently higher probability of forming links

with nodes that share more common neighbors. Unlike the behavior observed

in preferential attachment, temperature does not appear to severely impact this

probability. This tendency to form links with nodes that have more common

neighbors is consistent across various contexts, including school, work, and

community environments. These results suggest that the triadic closure ten-

dency is a robust phenomenon, persisting across different model families, con-

2Similar outcomes arise when providing neighbors instead of common neighbors.
3Choosing n = 50 instead of a larger number like n = 200 aids in visualization and maintains

statistical significance.
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figurations, and environments.

Then, for evaluating triadic closure on the network (macroscopic) level, we

utilize two metrics: marginal transitivity and probability of edge formation within

the same community. Marginal transitivity (D) represents the change in the ratio

of closed triangles to all triads, transitioning from the initial network GT to the

SBM-generated G1:

D = 3 ×
# triangles(GT )

# triads(GT )
− 3 ×

# triangles(G1)
# triads(G1)

.

where a large positive D indicates a strong triadic closure tendency. The prob-

ability of forming an edge within the same community (pp) is calculated by the

ratio of edges in GT \G1 (newly formed edges) connecting nodes within the same

cluster:

pp =

∣∣∣∣{{i, j} ∈ E(GT ) \ E(G1) : yi = y j

}∣∣∣∣
|E(GT ) \ E(G1)|

,

where yi, y j ∈ A, B denote the community memberships of nodes i and j, re-

spectively. A value of pp exceeding 0.5 suggests a triadic closure tendency. As

we investigate under SBM, same community membership indicates more open

triads being closed.

Marginal transitivity (D), presented in Figure 6.2(b), demonstrates a statis-

tically significant increase across all models, temperatures, and environments,

underscoring the robust nature of triadic closure. Similarly, the probability of

within-community edge formation (pp), shown in Figure 6.2(b), consistently ex-

ceeds 0.5, reaffirming the tendency of nodes to form new connections within

their respective clusters.

In Figure 6.3(a), sample networks from GPT-3.5 are displayed, with the up-

per panel showing networks where the entire structure is provided and the

267



lower panel showing those with only common neighbor numbers provided.

Nodes are color-coded to indicate their cluster memberships in the SBM, with

red and blue edges within clusters and orange edges between clusters. Newly

formed edges are highlighted with thicker lines.

In summary, these findings show that most LLMs exhibit a consistent ten-

dency for triadic closure across various configurations, temperatures, and en-

vironments. This behavior mirrors human network dynamics, highlighting the

models’ ability to simulate realistic social and structural networks and reinforc-

ing their alignment with social principles observed in real-world communities.

Principle 3: Homophily. Homophily reflects the tendency for nodes with sim-

ilar characteristics or attributes to form connections and associate with each

other. This phenomenon is based on the principle that individuals in a net-

work are more likely to connect with others who share similar traits, interests,

or demographics [283].

To test whether LLM agents exhibit homophily, we perform the following

experiment: We generate nodes with randomly generated attributes regarding

a hobby (randomly chosen among three hobbies), a favorite color (randomly

chosen among three colors), and a location within the US (randomly chosen

among three US locations) and provide the attributes of the other nodes and the

node’s own attributes, and each node is tasked to form up to δ = 5 links with

others. For each node i, we provide it with the features x j of all non-neighbors j

of i. The seed network is taken to be the empty graph. We run ten simulations

for networks with n = 50 nodes and δ = 5.

To evaluate homophily, we calculate the attribute assortativity coefficient for
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each of the features. For each property P which takes K distinct values P1, . . . , PK

(indexed by k or l), its assortativity coefficient R is defined as

R =
∑K

k=1 Mkk −
∑K

k=1 akbk

1 −
∑K

k=1 akbk
.

Here M represents the mixing matrix. Its elements Mkl reflect the proportion

of edges connecting two nodes with values Pk and Pl, respectively. We define

ak =
∑K

l=1 Mkl and bk =
∑K

l=1 Mlk. Assortativity ranges from −1 to +1. A posi-

tive assortativity indicates nodes preferentially connect to similar ones, forming

a homophilous network. Conversely, a negative assortativity suggests connec-

tions primarily occur between dissimilar nodes, indicating heterophily.

From Figure 6.4(a), we observe that different attributes exhibit varying levels

of assortativity. First, homophily is present across all LLMs—regardless of the

specific model or configuration (e.g., temperature settings), all show positive

assortativity for all four attributes. This aligns with human societies, where

homophily is a primary driver of network formation [283]4.

Moreover, to test the effect of the features on homophily as indicated by

the assortativity coefficient for each attribute, we introduce a distractor feature,

which corresponds to a lucky number that is randomly chosen between 0 and 9.

We repeat the simulations for all models and measure the effect of each feature

on Figure 6.5. We show that lucky numbers consistently show lower assortativ-

ity coefficients, indicating they are less considered when forming homophilous

connections. This is consistent with our prior expectation that humans typically

do not prioritize shared lucky numbers when establishing relationships.

4As an additional robustness check, we also tested mutual agreement connections. In that
setting, after a node j is chosen by node i, j has to confirm the creation of the link from itself to i
( j → i). We ran several experiments with different models and temperatures and we found the
results not to be affected, namely, the proposed connections were always bilateral.
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Surprisingly, even though the lucky number does not seem to impact ho-

mophily much, the favorite color exhibits a similar level of homophily as hob-

bies. One might expect that hobbies, being substantive interests, would have a

stronger influence on social connections than favorite colors, which are more ar-

bitrary preferences. However, this finding aligns with the social identity theory

and the minimal group paradigm [384]. According to this paradigm, even min-

imal and arbitrary group distinctions – such as a preference for certain colors –

can lead to in-group favoritism and influence social connections. This suggests

that LLM agents, akin to humans, may form connections based on even trivial

shared attributes, reflecting inherent tendencies toward group formation based

on minimal commonalities.

All in all, LLMs can capture and reproduce subtle human social behaviors,

not just linguistic patterns. This underscores their potential as powerful tools

for social simulation. However, these findings may also raise important con-

siderations regarding bias, fairness, and the ethical design of AI systems (cf.

Discussion Section).

6.1.2 Macro-Level Principles

Principle 4: Community Structure. The community structure of networks

refers to the organization of nodes or individuals within a network into distinct

and densely interconnected groups or clusters [307, 306, 60, 108]. Identifying

community structures is crucial for understanding the overall dynamics of a

network, as it reveals patterns of relationships and interactions that might not
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be apparent at the global level.5

Both triadic closure and homophily contribute to the formation of commu-

nity structures. By examining how these two factors contribute to network

formation, we aim to gain insights into the underlying mechanisms driving

community dynamics in LLM-generated networks. We employ the simulation

results presented in the synthetic networks to determine whether community

structure in networks generated by LLMs emerges from triadic closure or ho-

mophily.

First, we consider the networks generated in Figure 6.2. We examine how

LLM agents’ choices strengthen the network’s community structure. Specifi-

cally, we leverage the fact that the SBM graph has a preexisting community

structure and measure how the newly formed links reinforce such a structure.

Visual inspection shows that the newly added links, represented by the bold

edges, happen mostly within each cluster, reinforcing the community structure.

This is further quantitatively verified by the fraction pp newly created inter-

community edges. We find that pp is significantly higher than 0.5 (P < 0.001,

t-test comparing with 0.5). This indicates that most edges are within the same

community, strengthening the community structure.

Next, we investigate the community structure resulting from homophily us-

ing modularity maximization [60] (Figure 6.4). Modularity quantifies the dis-

crepancy between the actual number of edges within communities and the ex-

pected number in a random network with identical node count and degree

distribution, following the Chung-Lu model [106]. This model presumes that

nodes maintain their weighted degree, with edges randomly distributed. The

5As an example, we present only the results from GPT-3.5 for Principle 4 (Community Struc-
ture) and Principle 5 (Small-World).
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weighted modularity Q [108] for a graph with edge weights wi j and C commu-

nities is defined as

Q =
C∑

c=1

Lc

W
− r

(
kc

2W

)2 .
Here W represents the total edge weights, Lc the intra-community link

weights for community c, kc the total weighted degree within community c,

and r the resolution parameter, set to 1 for our analysis. High modularity val-

ues (e.g., greater than 0.5) indicate significant community structuring, diverging

from the random model.6 For the network’s weights, we use the number of com-

mon attributes shared between each pair of nodes: wi j =
∣∣∣∣{k : x(k)

i = x(k)
j

}∣∣∣∣ for each

link (i, j) in the final network. Here, x(k)
i and x(k)

j correspond to the k-th features

of xi and x j, respectively.

In Figure 6.4(b), various colors represent the communities identified by the

Louvain algorithm at different temperatures for GPT-3.5. Notably, communities

appear more distinct at lower temperatures, likely due to reduced randomness

in decision-making at these temperatures. Figure 6.4(a) presents the distribution

of Louvain modularity values across simulations accross different LLM mod-

els and different environments, indicating consistent community structure with

positive modularity at all temperatures, confirmed by a t-test against a modu-

larity of Q = 0 for a random graph (P < 0.001).

Our results demonstrate that community structures manifest in networks

generated by LLMs, driven by both triadic closure and homophily.

6Given the NP-Hard nature of maximizing Q, we employ the Louvain algorithm [60] to ap-
proximate the highest possible modularity.
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Principle 5: Small-World. The small-world phenomenon is characterized by

networks where nodes are interconnected in tight clusters, yet the average dis-

tance between any two nodes remains relatively short, typically scaling loga-

rithmically with the network size [419, 240]. This balance between high cluster-

ing and short path lengths characterizes small-world networks. A small-world

network is defined by its average shortest path length L, which grows logarithmi-

cally with the size of the network n,7 expressed as

L ∼ log(n).

Our analysis utilizes the Watts-Strogatz model [419] as a benchmark to in-

vestigate whether LLMs can generate networks exhibiting small-world charac-

teristics. This model has a delicate balance between local clustering and short

average path lengths: Nodes tend to form clusters or groups (triadic closure),

exhibiting a high level of interconnectedness within these local neighborhoods,

whereas at the same time, the existence of a few long-range connections ensures

that the entire network is reachable with relatively few steps [332, 276, 218].

We employ a modified version of the model, where edge rewiring is in-

formed by LLM queries, based on the current network structure. The gener-

ation process is parametrized by the number of nodes (n), average degree (k),

and the rewiring probability (β). See details in Methods and Materials.

We generated networks of various sizes, ranging from n = 10 to n = 100, to

explore the relationship between the network size (n) and two key metrics: the

average shortest path length (L) and the average clustering coefficient (C). For

this analysis, we considered values of β set at 0.25, 0.5, and 0.75, with a fixed

7As per the definition in [215].
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k = 5 to serve as a consistent parameter. Visual representations and average

clustering coefficients are presented in Figures 6.6(a) to 6.6(c).

However, when directly compared with the Watts-Strogatz model, the net-

works generated by the LLMs do not precisely replicate the characteristics of

Watts-Strogatz networks for the corresponding the rewiring probabilities (β).

As illustrated in right panels of Figures 6.6(a) to 6.6(c), we find weak evidence

that the LLM-generated networks share the same average shortest path length

as the Watts-Strogatz model for the rewiring probabilities (β) of 0.25, 0.5, and

0.75, with P < 0.1 from a t-test comparing the average shortest path lengths.

Additionally, LLM-generated networks exhibit a larger average clustering coef-

ficient than those of the Watts-Strogatz model for the same rewiring probabil-

ities β, also with a significance level of P < 0.1 in the t-test comparisons. This

discrepancy suggests the differences in the network structure and connectivity

patterns between the LLM-generated networks and the classical Watts-Strogatz

model.

We also provide regressions analysis by examining the correlation between

the average shortest path length and average clustering coefficient versus log(n)

(refer to Figure 6.7(a), Figure 6.7(b), and Figure 6.7(c)). We found that across all

tested temperatures, the relationships were statistically significant, with most

regressions yielding P < 0.001. This indicates that the average shortest path

length increases proportionally with log(n). Similarly, for the average cluster-

ing coefficient, we demonstrated that it inversely scales with 1/ log(n), with the

majority of regression analyses also showing P < 0.001. These findings align

with the small-world properties of organizational networks as documented in

the study by [215], suggesting that these characteristics are not only prevalent
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but also predictable across different network sizes.

To quantify how LLM-generated networks resemble Watts-Strogatz net-

works, we fit the estimated pβ values for each LLM-generated network.8 In Fig-

ures 6.7(d) to 6.7(f), we plot the estimated values for pβ for each value of β and

each temperature. Here P-values result from a t-test comparing with the aver-

age shortest path length of Watts-Strogatz with rewiring probability pβ. These

results show that while the average shortest path lengths are not identical, they

are sufficiently close, with the differences not being statistically significant at

the 0.1 level for most temperature settings. Finally, as Figure 6.7(g) shows, the

relation L ∼ log(n) holds for different LLM models and environments.

In conclusion, our analysis demonstrates that LLM-generated networks ex-

hibit key small-world properties, with logarithmic scaling of average shortest

path lengths and inverse logarithmic scaling of average clustering coefficients.

While these networks do not perfectly align with the Watts-Strogatz model, they

exhibit similar structural characteristics.

6.1.3 Real-World Networks with Heterogeneous Agents

We investigate the behavior of LLMs in real-world network formation contexts

with four datasets in two differing real-world domains. Despite the signifi-

cant advancements in social network analysis over recent years, the availabil-

ity of fully complete and comprehensive network datasets remains exception-

ally rare [431]. We employ three datasets from the Facebook100 collection [394]

and the telecommunication (Andorra) and the employment (MobileD) datasets

8We conducted a binary search to identify the pβ values for which the Watts-Strogatz net-
works’ average clustering coefficients match those of the LLM-generated networks.
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from [431]. The Facebook100 data correspond to “friendship” networks from

one hundred American colleges and universities, captured at a specific moment

from Facebook’s online social network. The Andorra dataset contains nation-

wide call records in Andorra from July 2015 to June 2016, where calls correspond

to mutual calls between Andorran residents containing information about the

caller’s and the callee’s location, phone type, and usage. Finally, the MobileD

dataset corresponds to a company network where relations correspond to call

or text communication, and each employee is either a manager or a subordinate.

For all network datasets, the agents have heterogeneous profiles (i.e., profiles

with different features) whose statistics (degree distribution, clustering coeffi-

cient distribution, assortativity) we report in Figure 6.8.

To infer the models’ tendencies, we employ a discrete choice modeling

framework [315, 279]. Specifically, we model the network formation process

as a discrete choice process, wherein nodes are sequentially prompted to form

connections from a set of available alternatives (see Methods and Materials).

Number of Samples and Alternatives. For the three datasets from Face-

book100 are Caltech36 (n = 769) Swarthmore42 (n = 1, 659), and UChicago30

(n = 6, 591), we set the number of alternatives to be A = 15 and randomly sam-

pled from the existing network. For the UChicago30 dataset, we consider a

randomly sampled subset of N = 2, 000 nodes because of the limited context

window of the LLM models. For Andorra (n = 32, 812) and MobileD (n = 1, 982),

we set the number of alternatives to A = 5 and consider a randomly sampled

subset of N = 1, 000 nodes.
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Model Preferential Attachment (pθPA) Homophily (pθH) Triadic Closure (pθTC) Log Likelihood AIC

Caltech36 (n = 769 nodes, m = 33, 312 edges, N = 769 samples, A = 15 alternatives each)

GPT-3.5 0.20*** (0.002) 0.65*** (0.005) -0.06 (0.006) -2,088.21 4,184.41
GPT-4o Mini 0.34*** (0.006) 2.13*** (0.03) 0.44*** (0.02) -1,201.27 2,410.55
GPT-4 (gpt-4-1106-preview) 0.41*** (0.01) 1.95*** (0.02) 0.59*** (0.01) -1,377.47 2,762.94
Claude 3.5 Sonnet 0.46*** (0.005) 0.55*** (0.01) 0.55*** (0.007) -1,748.19 3,504.38
Llama 3 70b Instruct 0.28*** (0.006) 2.43*** (0.02) 0.84*** (0.01) -809.57 1,627.15

Swarthmore42 (n = 1, 659 nodes, m = 122, 100 edges, N = 1, 659 samples, A = 15 alternatives each)

GPT-3.5 0.19*** (0.008) 0.47*** (0.01) 0.00 (0.009) -4,484.45 8,976.90
GPT-4o Mini 0.27*** (0.21) 2.22*** (0.78) 0.57*** (0.43) -1,899.09 3,806.19
GPT-4 (gpt-4-1106-preview) 0.18*** (0.003) 1.62*** (0.006) 0.65*** (0.002) -2,838.33 5,684.66
Claude 3.5 Sonnet 0.36*** (0.002) 0.75*** (0.006) 0.55*** (0.004) -3,563.02 7,134.03
Llama 3 70b Instruct 0.39*** (0.003) 2.31*** (0.005) 0.62*** (0.004) -1,820.26 3,648.52

UChicago30 (n = 6, 951 nodes, m = 416, 206 edges, N = 2, 000 samples, A = 15 alternatives each)

GPT-3.5 0.22*** (0.001) 0.48*** (0.004) -0.02 (0.0005) -8,157.38 16,322.77
GPT-4o Mini 0.27*** (0.005) 2.22*** (0.019) 0.57*** (0.011) -1,899.09 3,806.19
GPT-4 (gpt-4-1106-preview) 0.23*** (0.001) 2.00*** (0.005) 0.41*** (0.002) -3,444.33 6,896.67
Claude 3.5 Sonnet 0.43*** (0.003) 0.78*** (0.005) 0.39*** (0.002) -6,604.77 13,217.54
Llama 3 70b Instruct 0.43*** (0.007) 2.57*** (0.014) 0.32*** (0.005) -3,689.00 7,386.00

Andorra (n = 32, 812 nodes, m = 513, 931 edges, N = 1, 000 samples, A = 5 alternatives each)

GPT-3.5 0.53*** (0.001) 0.21* (0.01) -0.24*** (0.002) -1,712.91 3,433.83
GPT-4o Mini 0.54*** (0.004) 3.47*** (0.06) -0.09* (0.01) -1,002.11 2,012.22
GPT-4 (gpt-4-1106-preview) 0.21 (0.20) 3.45*** (1.16) -0.22 (0.25) -1271.20 2622.30
Claude 3.5 Sonnet 0.54*** (0.003) 1.94*** (0.009) -0.15*** (0.003) -1,541.77 3,091.55
Llama 3 70b Instruct 0.38*** (0.003) 3.92*** (0.02) -0.04 (0.01) -985.95 1,979.91

MobileD (n = 1, 982 nodes, m = 25, 470 edges, N = 1, 000 samples, A = 5 alternatives each)

GPT-3.5 1.06*** (0.003) -0.94*** (0.009) -0.02 (0.001) -1,663.42 3,334.84
GPT-4o Mini 1.38*** (0.02) -0.85*** (0.02) 0.87*** (0.01) -880.39 1,768.78
GPT-4 (gpt-4-1106-preview) 0.42*** (0.01) -1.84*** (0.009) 0.94*** (0.003) -1,321.01 2,650.02
Claude 3.5 Sonnet 0.71*** (0.009) -2.44*** (0.02) 1.13*** (0.005) -1,197.92 2,403.83
Llama 3 70b Instruct 1.04*** (0.005) -0.36** (0.01) 0.71*** (0.002) -1,269.42 2,546.83

Note: *: P < 0.05, **: P < 0.01, ***: P < 0.001

Table 6.1: Effect sizes for real-world networks from Facebook100 [394] and An-
dorra dataset [431] for several LLMs for temperature set to 0.5.

Regression Coefficients. We regress network formation decisions on stan-

dardized scores reflecting the three micro-level principles. We present the re-

gression results in Table 6.1.9 First, we observe a dominant effect of homophily

across all datasets and models. The coefficients for homophily (pθH) are con-

sistently the largest and highly significant (P < 0.05) in almost all cases. For

instance, in the Caltech36 dataset, the homophily coefficients for GPT-3.5, GPT-

4, and Llama 3 70b Instruct are 0.65, 1.95, and 2.43, respectively (P < 0.001).

The emphasis on homophily suggests that LLMs, much like humans, prioritize

forming connections based on shared characteristics.

9More detailed results can be found in Table E.1 in Appendix E.6.
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Second, we find that preferential attachment plays a secondary role in the

network formation decisions of LLMs. While the coefficients for preferential

attachment (pθPA) are generally positive and statistically significant across most

models and datasets, they are notably smaller than those for homophily. For

example, in the Swarthmore42 dataset, GPT-3.5 and Llama 3 70b Instruct have

preferential attachment coefficients of 0.19 and 0.39, respectively (P < 0.001).

This suggests that while LLMs do consider the degree of potential connection

nodes—favoring connections to well-connected nodes—the influence of this

factor is less evident compared to homophily.

Finally, the influence of triadic closure appears to vary across different

datasets and models. In most cases, the coefficients for triadic closure (pθTC)

are positive and significant, indicating that LLMs consider the number of mu-

tual connections when forming new links. However, in some instances, such as

with GPT-3.5 on the Andorra dataset, the triadic closure coefficient is negative

(−0.24) and significant, suggesting a structure-dependent role of this principle

as shown by the low clustering coefficient of the network, which is dominated

by preferential attachment, as also shown in Figure 6.8. This variability implies

that while triadic closure is a factor in LLMs’ decision-making, its impact may

be influenced by the specific characteristics of the dataset or the model used.

In summary, our analysis demonstrates that while homophily, triadic clo-

sure, and preferential attachment are integral to the network formation behav-

iors of LLMs, homophily is the dominant factor.

278



6.2 Discussion

In this Chapter, we conducted a comprehensive evaluation of LLMs’ network

formation preferences, examining both micro-level network principles—such as

preferential attachment, triadic closure, and homophily—and macro-level net-

work properties like community structure and the small-world phenomenon.

Our findings indicate that networks generated by multiple LLMs exhibit these

properties, particularly when the models are primed with network statistics like

the number of mutual friends or the degrees of potential connections. Further-

more, using discrete choice modeling, we explored the emergence of these prop-

erties in simulations based on real-world networks. Our results reveal that the

LLM agents’ selections are predominantly driven by homophily, followed by

triadic closure and preferential attachment.

On the one hand, this Chapter enhances our understanding of how multiple

LLMs behave in networked settings. Specifically, our findings reveal varying

strengths in network formation properties among LLMs, suggesting that when

these models are employed to coordinate social networks in social or work en-

vironments, they may exhibit human-like behaviors. This has important impli-

cations for applications like agent-based modeling, where realistic simulation of

human behavior is crucial. Traditionally, agent-based models rely on simplified

rules or heuristics to represent individual behaviors, which may not capture the

complexity of human decision-making. By incorporating LLMs as agents, we

can simulate more nuanced and context-aware interactions that closely resem-

ble human social behavior, without the need to rigidly specify decision rules or

heuristics.
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On the other hand, our results suggest that we should exercise caution when

leveraging LLMs in networking scenarios. The model family, configuration, and

prompts can subtly affect the models’ behavior, resulting in qualitatively similar

but quantitatively different outcomes.

For example, newer models such as GPT-4 and Claude 3.5 exhibit stronger

biases compared to prior models such as GPT-3.5. For instance, in the prefer-

ential attachment principle, newer models such as GPT-4 and Claude 3.5 have

stronger biases – i.e., connect to highest-degree-nodes yielding star-like networks

– compared to GPT-3.5 and LLama 3, which had weaker biases – i.e., connect to

high-degree-nodes. Similar results can be found in homophily, as larger biases

towards homophily, and triadic closure. Thus, even though LLMs exhibit these

principles, we should be cautious of such biases when designing simulations.

Similarly, in our experiments with real-world data, we find an interesting

phase transition from homophily to heterophily: In the Facebook100 data, the

LLMs generally exhibited positive biases toward homophily (pθH > 0). However,

in employment networks, agents were either managers or subordinates, and we

discovered that LLM agents were heterophilous in such a case (pθH < 0), which

aligns with career advancement dynamics (i.e. employees want to form links

with managers because of better career prospects).

The above underscores the need for researchers to provide oversight and

ensure that LLM behaviors align with human expectations when employing

them in scientific research methods, such as agent-based modeling and even

prototypical human subject research with LLMs.

Thus, although we find that LLMs resemble human network formation be-
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haviors, we should consider whether these models should exhibit such behav-

iors when serving as assistants to humans in work and social lives. Biases

like homophily, triadic closure, or preferential attachment may lead to network

structures that overemphasize certain individuals or fragment information flow.

Humans form networks with communities and central nodes partly due to lim-

ited social capacities; however, LLMs do not share these limitations.

Therefore, when used as social assistants, LLMs may not necessarily need

to mirror human networking behaviors and could be personalized to promote

more equitable and efficient information dissemination.
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(a) Probability of connecting to top-k nodes for different models,
temperatures, and environments

(b) Power law fits (pγ) and standard errors for different models, tem-
peratures, and environments

(c) Network instances generated by GPT-3.5 agents

Figure 6.1: Results for Principle 1 (preferential attachment) The multi-LLM
setup was given neighborhood information {N j,t : j ∈ Vt}. Top Left: Probabil-
ity of connecting to top-k-degree nodes for varying model (temperature is fixed
to 1.0 and environment to baseline), temperature (model fixed to GPT-3.5 and
environment to baseline) and environment (model fixed to GPT-3.5 and envi-
ronment temperature to 1.5) for networks generated according to Principle 1
with n = 200 nodes. Top Right: Power Law exponents and standard errors
for varying model, temperature, and environment. Bottom: Simulated net-
works. Power-law degree distributions are evident (P > 0.5, K-S test), with the
networks at a temperature of 1.5 closely resembling the Barabási-Albert model
(P > 0.1, K-S test) for GPT-3.5 agents.
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(a) Probability of connecting to top-k for different models, temperatures,
and environments

(b) Marginal transitivity (D) and probability of an edge within a com-
munity (pp) for different models, temperatures, and environments

Figure 6.2: Results for Principle 2 (triadic closure). Top: Probability of con-
necting to top-k nodes (in terms of common neighbors) for varying model (tem-
perature is fixed to 1.0 and environment to baseline), temperature (model fixed
to GPT-4 Mini and environment to baseline) and environment (model fixed to
GPT-4 Mini and environment temperature to 0.5) for networks generated ac-
cording to Principle 2 (n = 50, 10 simulations for each model, environment
and temperature). Middle: Marginal transitivity (D) and probability of an edge
within a community (pp) for networks generated according to Principle 2 in dif-
ferent models, temperatures, and environments.
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(a) Network instances by GPT-3.5 agents

Figure 6.3: The figure shows the resulting networks created by GPT-4 Mini, ac-
cording to Principle 2 when the intersection of the neighborhoods of the query
node and each alternative is provided. The node colors correspond to the
groups to which each node belongs. The bold edges (red or blue) correspond to
the newly created inter-cluster edges, and the orange edges correspond to the
new intra-cluster edges.
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(a) Assortativity and Louvain Modularity with different LLM models and environments

(b) Network instances generated by GPT-3.5 agents

Figure 6.4: Results for Principle 3 (Homophily) and Principle 4 (Community
structure due to homophily). Top: Assortativities and Louvain modularity ac-
cording to Principle 3 (n = 50, 5 simulations for each row) in different environ-
ments (school, work, community) using different models. The statistical signifi-
cance is P < 0.001 for all t-tests (comparing with 0). Bottom: Network instances
and community structure.

Figure 6.5: Effect of distractor features (favorite color and lucky number) on
homophily.
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(a) Network Instances for β = 0.25

(b) Network Instances for β = 0.5

(c) Network Instances for β = 0.75

Figure 6.6: Simulation results for Principle 5 (small world). Network in-
stances for the networks created according to Principle 5 using the altered Watts-
Strogatz Model for node count n = 50, average degree k = 5, rewriting probabil-
ity β ∈ {0.25, 0.5, 0.75}, together with plots of the average clustering coefficient
C and the average shortest path length L. The comparison is made with respect
to a Watts-Strogatz graph with n = 50, k = 5, β ∈ {0.25, 0.5, 0.75}. The error bars
correspond to 95% confidence intervals.

286



(a) β = 0.25 (b) β = 0.5 (c) β = 0.75

(d) β = 0.25 (e) β = 0.5 (f) β = 0.75

(g) Regression plot for different models and en-
vironments for β = 0.25 and k = 5.

Figure 6.7: Fitted results for Principle 5 (small world). Top (a-c): Regression
plots relating average shortest path length (L) and average clustering coeffi-
cient (C) with n for β ∈ {0.25, 0.5, 0.75} and k = 5 for GPT-3.5. The value a in
legends represents the effect size (slope of the regression lines). Middle (d-f):
Estimated values pβ of β ∈ {0.25, 0.5, 0.75} for LLM-generated networks based on
matching the average clustering coefficient and difference in the average short-
est path between LLM-generated networks and Watts-Strogatz with the esti-
mated rewiring probability pβ for GPT-3.5 agents. We report the P-values of
the t-test comparing the average shortest path length of the LLM-generated net-
works and the average shortest path length of the Watts-Strogatz graphs with
rewiring probability pβ. Bottom (g): Regression plot for the relation L ∼ log(n) for
different LLM models and environments (school, work, community) for β = 0.25
and k = 5. The legend shows the effect size (a) and the P-value. (*: P < 0.05; **:
P < 0.01, and ***: P < 0.001.)
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Figure 6.8: Distributions of real-world datasets analyzed in this Chapter, in-
cluding degree, clustering coefficients, and the assortativities of the attributes
included in the datasets.
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CHAPTER 7

CONCLUSION AND FUTURE WORK

In this Ph.D. thesis, we have elaborated on the projects that span the majority

of my graduate career at Cornell.

First, in Chapter 2, we have talked about how a planner can allocate re-

sources in a dynamic networked system that undergoes exogenous shocks and

contagion, and we have developed algorithms that can solve the dynamic con-

tagion problem at scale – namely when the network has a large number of

nodes (n) and the time horizon (T ) is large – providing an algorithm that

solves O
(
poly (T )

)
LPs to approximate the value function for fractional inter-

ventions. This contagion model can be used to solve problems that are much

more general than traditional influence maximization [236] or financial conta-

gion [139]. The algorithm leverages the fact that contagion problems arising

from the Eisenberg-Noe problem have an elegant representation as linear pro-

grams, allowing us to solve the Hamilton-Jacobi-Bellman equations efficiently.

Additionally, we leverage this LP relaxation to solve the problem when the in-

terventions are discrete and give an instance-dependent approximation that de-

pends on the Endogenous Exposure Index β̃max, as well as give the best possible

approximation guarantee (1 − 1/e) when the horizon is trivial (T = 1) show-

ing that in this case the corresponding objective is submodular. One potential

promising direction is to attempt to devise a better approximation guarantee for

the dynamic contagion problem by leveraging recent results that extend classic

influence maximization results to the dynamic setting [333]. We anticipate that

this extension would require the development of several algorithmic techniques

given the generality of our model.
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Subsequently, in Chapter 3, we have explored how network structure affects

the susceptibility of supply chain networks to cascading failures by studying

the resilience metrics RG(ε) from the perspective of graph percolation theory.

We characterize networks into two categories – resilient and fragile – based on

how large systemic shocks they can withstand and identify key indicators of

resilience or fragility in networks. Additionally, we give systematic ways to cal-

culate bounds on the resilience and show that, in fact, the underlying graph per-

colation problem has several important connections to the financial contagion

and influence maximization literature. One of the results we believe is interest-

ing for future work constitutes a deterministic linear programming formulation

that can approximate (up to some error) the influence spread of the classical

independent cascade model of Kempe, Kleinberg, and Tardos [236] when the

transmission probability is sufficiently low. We believe that this observation

can be used to design approximate influence maximization algorithms that do

not rely on sampling cascades. Also, extending the model to a decentralized

one where each entity/supplier acts strategically also constitutes an interesting

research direction (see, e.g., related results in opinion dynamics [221, 243, 219]).

In Chapter 4, we study decentralized estimation and learning in the pres-

ence of privacy risks, develop algorithms for both continuous and discrete hy-

pothesis spaces, quantify the cost of privacy in both cases, and apply them in

real-world applications involving distributed measurements in sensor networks

and distributed survival analysis. The algorithms presented in Chapter 4 are

non-Bayesian in nature, and an interesting research direction would be to study

the Bayesian analogs of these algorithms. So far, recent work has studied the

problem of sequential learning [273], and it remains an open question whether

similar results hold in the case of general networks, whereas the corresponding

290



decision-making problems may face computational complexity challenges (for

instance, see earlier work in [198]). Another promising research direction would

be to consider designing distributed black-box DP hypothesis tests. To this end,

the black-box mechanism presented in [30] together with the optimal (in terms

of convergence time) linear consensus algorithm given by [313] could constitute

an interesting research direction in distributed DP hypothesis testing.

Then, in Chapter 5, we develop an axiomatic approach for core-periphery

(higher-order) networks as well as inference algorithms to identify core-

periphery structure in real-world large-scale networks such as networks taken

from the Stack Exchange website [51], and the Microsoft Academic Graph. The

general idea is that the core nodes in a network correspond to an almost dom-

inating set of the network and that this core has a sublinear size, which is both

proven theoretically and verified empirically. The statistical graph models we

propose leverage sufficient statistics among collections of nodes to yield both

realistic fits to real-world data as well as algorithms that run in Õ(n +m) time in

realistic cases. The potential extensions of this work are multi-fold: First, on the

algorithmic front, the core-periphery structure can be used to speed up several

conventional network analysis tasks. For example, existing approaches such

as [400, 49] have leveraged this algorithmic idea to perform betweenness cen-

trality computation as well as uniform node sampling in very large networks.

This idea has the potential to be adapted to several other tasks, such as influ-

ence maximization, ranking, and all-pairs shortest-path computation. On the

modeling front, devising graph and hypergraph formation models that are both

motivated from a theoretical network science standpoint and possess computa-

tional tractability are also interesting research directions (see, for example, the

HyperKron model of [138]).
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Finally, in Chapter 6, we study the network formation behavior of collectives

of LLM agents, showing that several classical properties of network formation

– such as preferential attachment, homophily, triadic closure, community struc-

ture, and small-world phenomenon – exist in such networks. We believe that

this line of work offers several interesting future research avenues that could

transform our understanding of complex systems by creating heterogeneous

agents that mimic diverse human decision-making processes [327, 328]. This

approach allows us to explore phenomena such as market dynamics, social net-

work behavior, and information spread (see, e.g., [90]) and develop prototyping

tools with LLMs that can have several applications for businesses and society.

Finally, using tools from the systemic risk and contagion literature, as my re-

search has extensively done [322, 320, 324, 321], we can get a better understand-

ing of how complex systems work. Modern AI systems are vastly intercon-

nected as fine-tuned specialist models depend on general-purpose foundation

models. This creates a complex AI supply chain, posing similar risks to physical

and software supply chains. Foundation models are inherently different from

foundational technologies such as 3D printing [245], open-source software sys-

tems [317], or physical chips, as these are human-built, whereas foundational

AI models are trained. Just as disruptions can lead to cascading failures (e.g.,

modeled as errors due to fine-tuning), vulnerabilities in foundational AI models

can propagate through the entire network of dependent applications. Ensuring

these foundational models’ security, robustness, and ethical integrity is crucial,

as any flaws or biases can be magnified in the specialized models that rely on

them. This interconnectedness underscores the need for developing new meth-

ods to analyze systemic risk and intervention strategies. Additionally, such col-

lectives of foundation models are trained on sheer amounts of data, often col-
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lectively via federated learning methods. Ensuring the privacy and accuracy

trade-offs of these systems is crucial (cf. [325, 326]), and constitutes an interest-

ing avenue for research.

All in all, complex networks are ubiquitous in our technological infrastruc-

ture, and modeling and reinforcing their resilience requires obtaining insights

into their dynamics, structure, and the incentives of the autonomous agents par-

ticipating in them, which requires the development of methods, scalable algo-

rithms, and models.
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APPENDIX A

CONTAGION AND RESOURCE ALLOCATION

A.1 Extended Related Work

Influence Maximization. While not directly related to financial networks, the

allocation problem we study in this paper has very close ties to Influence Maxi-

mization (IM). The work of [236] introduced the influence maximization problem

as follows: given a network in which each edge can transmit information (e.g.,

disease, marketing information, etc.) with probability p independently of the

other edges, the IM problem asks whether there exists a set S with |S | = k such

as the number of influenced nodes is maximized. Based on the submodular-

ity properties of the influence function, the authors devise an (1 − 1/e − o(1))-

approximation algorithm for approximating the optimal influence set. This

work has been greatly extended by a series of works that optimize its algorithm

(e.g., see [71, 187] and the references therein) and adapt it to different contexts

(see, e.g., [264, 261, 100]). Another recent interesting work related to ours is the

concept of Fair Influence Maximization studied in [397, 347], which discusses the

maximization of influence subject of fairness constraints.

Income Shocks. The work of [2] studies subsidy allocations in the presence of

income shocks where there is only temporal but no spatial information about

the nodes. The analysis in their paper is based on ruin processes. It consid-

ers two main objectives: one is minimizing the expected number of nodes that

are economically ruined (min-sum objective), and the other objective considers

minimizing the worst ruin probability of a node in the network (min-max ob-
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jective). As they mention in their paper, a crucial point that highlights income

shocks at a societal level is that households have different abilities to withstand

income shocks. The phenomenon disproportionately affects low-income fami-

lies and can bring them into long-lasting poverty [124, 25, 366]. This Chapter

can be seen as a part and extension of this work direction, which uses optimiza-

tion methods for decision-making, and a possible combination of the model of

both [2] and ours presents an interesting research pathway.

Financial Datasets & Network Reconstruction Algorithms. Another impor-

tant component of the problem of financial contagion is the existence of financial

datasets. It is well documented; see, e.g., [165, 144, 19, 404] (and the references

therein), that financial network datasets are released in terms of aggregate liabil-

ities (balance sheets). Namely, the form of the liability matrix is unknown, and

only the column and row sums of the liability matrix are provided. To address

this, mechanisms have been developed to generate synthetic liability networks

out of balance sheet data [165, 103, 18, 349, 19, 403] by sampling and optimiza-

tion methods.

A.2 Fairness Measures

Gini Coefficient. The Gini Coefficient [178] measures the fairness of the inter-

ventions between all pairs of nodes defined as
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Standard − GCasym(z(t)) =
∑

i, j∈[n] |z j(t) − zi(t)|
2n

∑
j∈[n] z j(t)

(Standard-GC-Asym)

Standard − GCsym(z(t)) =
∑

i, j∈[n] |z j(t) − zi(t)|
2(n − 1)

∑
j∈[n] z j(t)

(Standard-GC-Sym)

We note that a possible disadvantage of this metric is that it does not consider

each node’s debts, i.e., it treats all nodes on an equalized basis. This issue is

mitigated by the Equation (Sp-GC-Asym) and Equation (Sp-GC-Sym) metrics,

which are presented below.

Property Gini Coefficient. The collection of real-world data from SafeGraph

and the US Census we present in Section 2.7.3 comprises the nodes’ attributes.

One of the key attributes in these datasets is the minority status of the owner of

a business, if such business participates in the network as a node, or the demo-

graphic characteristics of a group of people, for instance, the fraction of people

belonging to a minority group within a Census Block Group under which we

want to impose fairness constraints. (That is, to measure the relative assistance

between different groups, approximately).

This type of data motivates the following metric: We introduce the Property

Gini Coefficient Equation (Prop-GC-Asym) in which nodes may have a property

of interest (such as the demographic group in the SafeGraph or Census data)

along which we want to apply an equity analysis. We model this by a property

vector q ∈ [0, 1]n, where each element q j corresponds to the probability that node

j ∈ [n] has this property. We can now construct the graph H with weights w ji(t) =

q j(1 − qi), which yields the following two measures
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PGCasym(z(t); q) =
∑

j,i∈[n] q j(1 − qi)|z j(t) − zi(t)|

2
(
n − nq

)
·
∑

j∈[n] q jz j(t)
(Prop-GC-Asym)

PGCsym(z(t); q) =
∑

j,i∈[n] q j(1 − qi)|z j(t) − zi(t)|∑
j∈[n] z j(t)(n¬qq j + nq(1 − q j))

. (Prop-GC-Sym)

where nq =
∑

j∈[n] q j and n¬q = n − nq are the total weights of the (soft) biparti-

tion. Taking q = 1
2 ·1 reduces Equation (Prop-GC-Asym) to the conventional GC.

Moreover, for L = ℓ · 1 and qT z = 0, we observe that Equation (Prop-GC-Asym)

becomes unbounded since the denominator goes to zero. One case where this

happens and further justifies the correctness of the criterion is when q and z are a

0/1 vector and where the entries of q are 1, the entries of z are 0, and vice-versa,

where the entries of q are 0 the entries of z are 1, which corresponds to giving

all the interventions to the majority group. Other measures of disparity can be

encoded as different notions of difference between groups, e.g. w ji(t) = |q j − qi|,

or w ji(t) = |q j − qi|1{a ji(t) > 0}.

Spatial Gini Coefficient. To make the GC take into account network effects,

we define its spatial analog, the Equation (Sp-GC-Asym), to be

SGCasym(z(t); A(t)) =
∑

( j,i)∈E a ji(t)|z j(t) − zi(t)|
2
∑

j∈[n] β j(t)z j(t)
. (Sp-GC-Asym)

The aforementioned definition also appears in [292], where the graph is as-

sumed to have unit weights. In our case, the role of the unweighted graph

plays the relative liability matrix A. Since A is substochastic, the total weight of

each row is βmax < 1, and the contribution of edge (i, j) is ai j. Normalizing by

the sum
∑

j∈[n] β j(t)z j(t) allows for comparing different population groups and
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ξπ = 3K

sM

s1

...

v1

v2

...

v3

vN

π

S = {π}

Figure A.1: NP-Hardness reduction. The green nodes correspond to the M set
nodes; the purple nodes correspond to the N element nodes. The blue edges
correspond to an external liability of 1, and the red edges correspond to the
rationing amount of 1/3.

intervention magnitudes. When the interventions are distributed equally, the

Equation (Sp-GC-Asym) is 0. If A(t) = AT (t) for all t ∈ [T ] and one node gets

all the interventions, then the Equation (Sp-GC-Asym) is bounded by 1 in the

asymmetric case. We note here that unlike Equation (Standard-GC-Asym), the

Equation (Sp-GC-Asym) metric takes into account each node’s debt, that is a

node j with a significant (compared to its neighbors) liability to node i, i.e. it

has a ji(t) ≈ β j(t). This deviation gets a higher weight in the coefficient calcu-

lation compared to j’s deviation from the rest of its neighbors. The symmetric

extension of Equation (Sp-GC-Asym) is given by

SGCsym(z(t); A(t)) =
∑

( j,i)∈E a ji(t)|zi(t) − z j(t)|∑
j∈[n]

(∑
i(ai j(t) + a ji(t))

)
z j(t)

(Sp-GC-Sym)

A.3 Proofs

A.3.1 Proof of Theorem 2.3.1

Proof. We construct a reduction (see Figure A.1) from the set cover with M sets,

N elements, and set cover size K as follows
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• We set T = 1.

• We create a bipartite graph with partitions X and Y .

• For each of the M sets we create vertices s1, . . . , sM in X.

• For each of the N elements we create vertices v1, . . . , vN in Y .

• For each element v belonging to a set s we create a directed edge (s, v)

between the corresponding vertices in the graph.

• We create a source node π and create directed edges (π, s) for all s ∈ X, and

set S = {π}.

• For all s ∈ X and for all v ∈ Y the element v belongs to the set s in the set

cover problem, we set the entries of the liability matrix to asv =
1
3 .

• We set ξπ = 3K, and set the assets to 0 elsewhere.

• We set bv = 1 for all v ∈ Y , and set it to zero elsewhere.

• Finally, we set D = K + N, and n = N + M + 1.

The reduction runs in poly-time, creating a graph with O(N + M) nodes and

O(N + M) edges.

( =⇒ ) Assume that there’s a set coverJ of size K. Then we pick the set nodes

J ⊆ X corresponding to J and set aπs =
1
k . The source, K of the set nodes, are

solvent, and all N elements are solvent. Therefore, the number of disagreements

is now K + N.

( ⇐= ) Assume that there exists a rationing scheme X such that there are at

least K + N disagreements. Then, if there exists any set J of K solvent nodes

activated by the source for which, if its payments are proportionally rationed,
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the number of disagreements is at least K + N, the 3-SET-COVER problem must

be solvable.

□

A.3.2 Proof of Theorem 2.4.1

Proof. Base Case t′ = T . Let fT be the PDF of U(T ). We have that

V(T, s) = max
z̃∈Z,p̃ fixed point given z̃

⟨ fT ,1
T p̃⟩

= max
z̃∈Z

∫
U

fT (u) max
p̃ fixed point given z̃

1T p̃(u)du

= max
z̃∈Z

lim
N→∞

N∑
i=1

f (ui)∆ui max
p̃(ui) fixed point given z̃

1T p̃(ui)

= max
z̃∈Z

lim
N→∞

max
(p(u1)T ,...,p(uN )T )T fixed point given (̃zT ,...,̃zT )T

N∑
i=1

f (ui)∆ui

∑
j∈[n]

p̃ j(ui)

= lim
N→∞

max
(p(u1)T ,...,p(uN )T )T fixed point given (̃zT ,...,̃zT )T

N∑
i=1

f (ui)∆ui

∑
j∈[n]

p̃ j(ui)

=

∫
U

fT (u) max
z̃,p̃(u)

1T p̃(u)du

= EU(T )

[
max

z̃, p̃
1T p̃

]

The equalities follow from: (i) definition of expectation, (ii) pushing the max-

imization wrt s inside since z is fixed, (iii) definition of Riemannian integral, (iv)

the N optimization problems being decoupled since z is fixed and thinking of

the optimization as a large problem with a state vector of dimension 2 × N × n,

(v) pushing the optimization inside the limit (rewards are bounded regardless of

the value of N and the corresponding mappings are continuous), (vi) definition
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of integration, and (vii) definition of the expected value.

Inductive Hypothesis. Assume that for t′ = t + 1 we have that

V(t + 1, st) = EU(t+1:T )

[
max

z̃t+1,p̃t+1

{
1T p̃t+1 + max

z̃t+2,p̃t+2

{
1T p̃t+2 + max

z̃t+3,p̃t+3

{
1T p̃t+3 + . . .

}}}]

Inductive Step. For t′ = t we have that

V(t, st) = max
zt

{
r(st, zt) + Est+1∼T (st ,zt) [V(t + 1, st+1)]

}
= max

zt
EU(t)

[
max

p̃t

1T p̃t + EU(t+1:T )

[
max

z̃t+1,p̃t+1

{
1T p̃t+1 + max

z̃t+2,p̃t+2

{
1T p̃t+2 + max

z̃t+3,p̃t+3

{
1T p̃t+3 + . . .

}}}]]
= max

zt
EU(t:T )

[
max

p̃t

{
1T p̃t + max

z̃t+1,p̃t+1

{
1T p̃t+1 + max

z̃t+2,p̃t+2

{
1T p̃t+2 + max

z̃t+3,p̃t+3

{
1T p̃t+3 + . . .

}}}}
= EU(t:T )

[
max
z̃t , p̃t

{
1T p̃t + max

z̃t+1,p̃t+1

{
1T p̃1+2 + max

z̃t+2,p̃t+2

{
1T p̃t+2 + . . .

}}}]

The equalities follow from: (i) the HJB equations, (ii) the inductive hypoth-

esis, (iii) the fact that the maximization over p̃t is independent of the sample

paths from round t + 1 onwards and thus we can reorganize the expectations

into one expectation over sample paths U(t : T ) ∼ U, (iv) identically to the base

case argument.

Sample Complexity. At any point, with probability 1, the value functions

Vui(t:T ) are between 0 and
∑

t 1
T (b(t) + ℓ(t)) ≤ (T − t + 1) · ∆, where ∆ =

supU (∥b∥1 + ∥ℓ∥1) since the maximum reward can be achieved when all debts

are paid and all nodes are solvent. Thus, by standard Chernoff bounds, one
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needs to choose N = log(2/δ)(T−t+1)2∆2
u

2ε2 samples to get an ε-accurate estimation of the

actual value function with probability at least 1 − δ. □

Remarks on the Proof of Theorem 2.4.1.

First, note that the pair ( p̃(t), z(t)) are sufficient for the state/action description

of the MDP, and p(t), which corresponds to the total accumulated liabilities is an

auxiliary variable that one can compute from these using the definition of p(t)

(Equation (2.2)). This formulation has come up in past work; for example, Eq.

31 of [83].

Another important point of the above proof is how the structure of our prob-

lem allows us to interchange maximization and expectation operators and take

expectation over the entire trajectory. This interchange is, of course, not true

in general MDPs. What is critical in our formulation is the maximal clearing

assumption Assumption 4), which effectively reduces the action space to only

choosing interventions z(t) since the clearing payments p̃(t) are now completely

specified, given z(t) and all previous clearing payments, via the fixed-point

equation of Assumption 4. The fixed-point formulation has an equivalent LP

formulation where there is an optimization over only z(t) and p̃(t). The same ap-

proach is followed in prior works, e.g., on page 3 of [12], and Lemma 4 of [139],

and can be applied here due to Assumption 4. Next, for a two-stage problem,

we can interchange expectation and maximization and write the value function

as nested LPs. We extend this to multiple stages via induction.

This is a subtle issue and is not without loss of generality since we are spec-

ifying a particular form of clearing payments via maximal clearing. In our con-
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text, this provides a natural and interesting way that a behavioral assumption

in the finance literature (simply that agents will clear liabilities as they arise to

the extent possible) leads to tractable instances of dynamic optimization over

multiple stages.

Proof of Corollary 2.4.2.

Corollary 2.4.2 is a direct consequence of the theorems discussed in Ap-

pendix A.4.

A.3.3 Proof of Theorem 2.5.1

c1= x1=0

c2= x2=0

b1=α

b2=α
s2

s1

v1

v2

v3

v4

Figure A.2: Reduction Construction of Theorem 2.5.1 from 3-SET-COVER for
two sets s1 = {v1, v2, v3}, s2 = {v2, v3, v4}, and four items {v1, v2, v3, v4}. Here α ∈
(0, 3). Red edges represent a liability of 1 − α/3.

Proof. We first start by designing a polynomial-time reduction from a 3-SET-

COVER instance with n elements and m sets to an instance of the decision version

of the Equation (AS) objective.

We set T = 1 and fix a constant α ∈ (0, 3). We create a bipartite network with

a node set partitioned into X and Y where X = {s1, . . . , sm} is the node set that

represents all the “set nodes” and Y = {v1, . . . , vn} is the node set that represents

all the “item nodes” of the corresponding 3-SET-COVER instance. For each set
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node s j and each item vi we add an edge (s j, vi) if and only if vi ∈ s j. We set

the parameters of the EN model as follows. First, for each “set node”, there is

an external influx of ξ j = x j = 0, and an external outflux of b j = α. For each

edge (s j, vi) created there is an obligation of p ji = 1 − α/3 from the set to the

corresponding item. Thus βmax = 1 − α/3 < 1. Each item node has no external

influx, i.e. ξi = 0, and has external liabilities of bi = 1 − α/3. We also take

L j = 3 for all j ∈ [n], B = 3k and V∗ = k + n. After the shock, the influx of

cash is disrupted, and all nodes default to having p̄i = 0; no one can meet its

obligations. The reduction creates a network with n+m nodes and n+ 4m edges

and runs in polynomial time.

( =⇒ ) Suppose that J is a set cover with |J| = k. Giving aid L to set nodes si

such that i ∈ J we have that every “set node” in J becomes solvent since it can

pay the obligations of p j = 3 to the “item nodes”, and the corresponding items

that it covers become solvent themselves. Since J is a set cover, every item

becomes solvent, and all the set nodes si for i < J remain the default. Hence we

have a total of k + n solvent nodes.

(⇐= ) Suppose there are at least V∗ = k+n solvent nodes. Therefore, there are

at most d = m − k default nodes. Let J ⊆ X ∪ Y be the set with |J| = k elements

such that every element j ∈ J gets an aid of L. We will show that J is a subject

of X. Suppose that J has ℓ elements on Y and k − ℓ elements on X. Then, the

number of solvent nodes is at most ℓ + k − ℓ + k − ℓ = 2k − ℓ, and the number of

default nodes is therefore at least (n − k + ℓ) + (m − k). For this to hold we must

have that n − k + ℓ ≤ 0, which implies that ℓ = 0. Therefore J ⊆ X. Therefore,

every item node is solvent; thus, J must be a set cover for the original problem.

The budget constraint is also satisfied.
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Equation (Lin-OBJ) objective. The reduction construction for the Equa-

tion (Lin-OBJ) problem is very similar: instead of letting V∗ = k + n we let

V∗ = 3k + n. Moreover, we let v = 1. □

A.3.4 Proof of Theorem 2.5.2

c1= x1=0

cm= xm=0

b1=α

bm=α

...

sm

s1

v1,1

v1,2

v1,n−1

v1,n

...

v2,1

v2,2

v2,n−1

v2,n

...

va,1

va,2

va,n−1

va,n

...
. . .

a(|I|) Fully-connected Layers

Figure A.3: Proof of Theorem 2.5.2 (see Appendix A.3 for the full proof). Here
α ∈ (0, 3) and a(|I|) ∈ N∗ is a poly-time computable function of the input instance
size |I|. The red edges represent liabilities of value 1−α/3. Gray edges represent
liabilities of value 1−α/3

n . The maximum financial connectivity is βmax = 1 − α/3 <
1. A YES answer to the 3-SET-COVER problem implies at least k+a(|I|)·n solvent
nodes, whereas a NO answer implies at most k + n solvent nodes.

Proof. Let a(|I|) = poly(|I|) be a poly-time computable function on the input

size |I|, and α ∈ (0, 3). We construct the same proof as the hardness reduction of

Theorem 2.5.1 with the only change that instead of adding one copy of “element

nodes” we add a(|I|) copies of “element nodes” resulting in a network with a

polynomial number, i.e., m + a(|I|) · n, of nodes. We connect, with direction

from left to right, the element nodes with liabilities 1−α/3
n (i.e., a fully-connected

network) and we set the external liabilities of the a(|I|)-th level to be 1 − α/3.

We distinguish the following cases: If the answer to the 3-SET-COVER problem

is YES then there are at least k + a(|I|) · n solvent nodes. Else, if the answer

to the 3-SET-COVER problem is NO then there are at most k + n solvent nodes.
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That is, if we were able to distinguish between the Equation (AS) being between

k + n and k + a(|I|) · n in polynomial time we will be able to solve the 3-SET-

COVER in polynomial time, which is a contradiction assuming that P , NP. The

approximation gap is k+n·a(|I|)
k+n ≥

a(|I|)·n
2n =

a(|I|)
2 = Ω (a(|I|)).

□

A.3.5 Proof of Theorem 2.5.3

Proof. We fix a sample path u(t : T ). We let D̄(t′) and R̄(t′) be the default and

solvent nodes’ sets under discrete interventions at round t′. We have that

1. If j ∈ D̄(t′) we have that Ez̄(t:T )

[
p̄ j(t′)| j ∈ D̄(t′), u(1 : T )

]
≥ c j(t′)− x j(t′)+ z̃∗j(t

′).

2. If j ∈ R̄(t′) we have that

Ez̄(t:T )

[
p̄ j(t′)| j ∈ R̄(t′), u(t : T )

]
= EZ(t:T )

[
pd, j(t′)| j ∈ R̄(t′), u(1 : T )

]
= Ez̄(t:T )

∑
t′′<t′

(b j(t′′) + ℓ j(t′′)) −
∑
t′′<t′

p̄ j(t′′)|u(1 : T )


≥ Ez̄(t:T )

∑
t′′<t′

(b j(t′′) + ℓ j(t′′)) −
∑
t′′<t′

p̃ j(t′′)|u(t : T )


= Ez̄(t:T )

[
pr, j(t′)|u(t : T )

]
≥ p̃∗j(t

′)

≥ (1 −max
i∈[n]

β̃i(t′)) p̃∗j(t
′).

The statement follows from: (i) definition of a solvent node in the rounded

solution, (ii) recursively using the definition of pd,i(t′′) for all 1 ≤ t′′ < t′,

(iii) point-wise optimality of the fractional clearing vector, (iv) definition
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of the solvency constraint for the fractional relaxation, (v) feasibility of the

fractional solution, (vi) maxi∈[n] β̃i(t′) > 0 by Assumption 3.

Moreover, we have that for every S ⊆ [n], from Equation (2.2b) that

(
1 −max

i∈S
β̃i(t′)

)∑
j∈S

p̃∗j(t
′) ≤

∑
j∈S

(
1 − β̃ j(t′)

)
p̃∗j(t) ≤

∑
j∈S

[
c j(t′) − x j(t′) + z̃∗j(t

′)
]
. (A.1)

By letting S = D̄(t′) on Equation (A.1) and since maxi∈D̄(t′) β̃i(t′) ≤ maxi∈[n] β̃i(t′)

we have that

(
1 −max

i∈[n]
β̃i(t′)

) ∑
j∈Dd(t′)

p̃∗j(t
′) ≤

∑
j∈Dd(t′)

[
c j(t′) − x j(t′) + z̃∗j(t

′)
]
.

Moreover,

pr, j(t′) ≥ p̃∗j(t
′) ≥

(
1 −max

i∈[n]
β̃i(t′)

)
p̃∗j(t

′)

the second inequality is due to feasibility, and the last inequality is because

we multiply with a quantity strictly in (0, 1). Therefore, we have that the ex-

pected reward of the rounded solution at time t′ is at least
(
1 −maxi∈[n] β̃i(t′)

)
the

optimal reward, i.e

EZ(t:T )
[
R(s(t′), z̄(t′) = S OL)

]
≥

(
1 −max

i∈[n]
β̃i(t′)

)
· R(s(t′), z̄(t′) = OPT ) ∀t′ ∈ [t,T ]

We sum over t′ ∈ [t,T ] and have that
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Ez̄(t:T )

[
VS OL

u(t:T )(t, s(t))
]
=

∑
t′∈[t,T ]

Ez̄(t:T )
[
R(s(t′), z̄(t′) = S OL)

]
≥

∑
t′∈[t,T ]

(1 −max
i∈[n]

β̃i(t′)) · R(s(t′), z̄(t′) = OPT )

≥ min
t∈[t,T ]

(1 −max
i∈[n]

β̃i(t′)) ·
∑

t′∈[t,T ]

R(s(t′), z̄(t′) = OPT )

=

(
1 − max

t′∈[t,T ],i∈[n]
β̃i(t′)

)
· VOPT

u(t:T )(t, s(t)).

Taking expectation with respect to u(t : T ) and arrive to

Ez̄(t:T ),u(t:T )

[
VS OL(t, s(t))

]
≥ Eu(t:T )

[(
1 − max

t′∈[t,T ]
max
i∈[n]

β̃i(t′)
)

VOPT
u(t:T )(t, s(t))

]
= Eu(t:T )

[
VOPT (t, s(t))

]
− Eu(t:T )

[∣∣∣∣∣VOPT
u(t:T )(t, s(t)) max

t′∈[t,T ]
max
i∈[n]

β̃i(t′)
∣∣∣∣∣]

Hölder
≥ Eu(t:T )

[
VOPT (t, s(t))

]
− Eu(t:T )

[∥∥∥VOPT
u(t:T )(t, s(t))

∥∥∥
1

]
sup
u(t:T )

max
t′∈[t,T ]

max
i∈[n]

β̃i(t′)

VOPT≥0
= Eu(t:T )

[
VOPT (t, s(t))

]
− Eu(t:T )

[
VOPT (t, s(t))

]
sup
u(t:T )

max
t′∈[t,T ]

max
i∈[n]

β̃i(t′)

=

(
1 − sup

u(t:T )

{
max
t′∈[t,T ]

max
i∈[n]

β̃i(t′)
})
· Eu(t:T )

[
VOPT (t, s(t))

]
=

(
1 − β̃max

)
· Eu(t:T )

[
VOPT (t, s(t))

]
.

□

Simplification of approximation guarantee.

Having B > ∆u implies that at each round all liabilities can be covered and

therefore pi(t′) = bi(t′) + ℓi(t′) ≤ ∆u, thus

308



β̃i(t′) = 1 −
bi(t′)
pi(t′)

≤ 1 −
∆b

∆u
=⇒ max

t′∈[t,T ],i∈[n]
β̃i(t′) ≤ 1 −

∆b

∆u
,

Otherwise, it always holds that

β̃i(t′) = 1 −
bi(t′)
pi(t′)

≤ 1 −
∆b

(t′ − t + 1)∆u
=⇒ max

t′∈[t,T ],i∈[n]
β̃i(t′) ≤ 1 −

∆b

(T − t + 1)∆u
,

since pi(t′) (generally) is maximized when no liabilities are cleared for every

t′′ ∈ [t, t′].

A.3.6 Proof of Theorem 2.5.4

Algorithm Description.

We consider a family of greedy hill-climbing algorithms for the AON bailouts in

the static case to find an approximate bailout set for a linear objective Rv = vT p̄,

where v > 0. The greedy algorithm selects the node with the maximum marginal

gain and bails it out until the budget is exhausted. As we mention in the main

text, the greedy algorithm achieves an optimal approximation guarantee of 1 −

1/e (see Theorem 2.5.4), whose proof we give below:

Proof of Approximation Guarantee

Proof. For convenience, let p̄∗(w) be the EN solution to a system with assets w ≥

0. We fix a sample path u and define the set function hu : 2[n] → R≥0 to be the
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value function if the set S is bailed out, i.e. hu(S ) = vT p̄∗(c − x + L ⊙ 1S ). A direct

consequence of [139] is that a system with pointwise higher assets has a larger

clearing payment vector (point-wise); thus, hu is monotonically increasing. In

the sequel, we prove that hu is submodular, i.e., for any two sets S ,T ⊆ [n], we

have that hu(S ∪ T ) + hu(S ∩ T ) ≥ hu(S ) + hu(T ). We have that

hu(S ∪ T ) + hu(S ∩ T ) =
n∑

j=1

v j p̄∗j(c − x + L ⊙ 1S∪T )

+

n∑
j=1

v j p̄∗j(c − x + L ⊙ 1S∩T )

=

n∑
j=1

v j p̄∗j(c − x + (L ⊙ 1S ) ∨ (L ⊙ 1T ))

+

n∑
j=1

v j p̄∗j(c − x + (L ⊙ 1S ) ∧ (L ⊙ 1T ))

=

n∑
j=1

v j p̄∗j((c − x + L ⊙ 1S ) ∨ (c − x + L ⊙ 1T ))

+

n∑
j=1

v j p̄∗j((c − x + L ⊙ 1S ) ∧ (c − x + L ⊙ 1T ))

(*)
≥

n∑
j=1

v j p̄∗j(c − x + L ⊙ 1S ) +
n∑

j=1

v j p̄∗j(c − x + L ⊙ 1T )

= hu(S ) + hu(T ).

whereas the (*) step is due to Proposition A.7 of [40]. Taking expectations

over sample paths u ∼ U in the above expression shows that the value function

Eu [hu(·)] is monotone and submodular. Therefore the results of [302] yield an(
1 − 1

e

)
-approximation guarantee. Moreover, the guarantee is optimal unless P =

NP [151].

□
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Expectation via Samples. The evaluation of Eu [hu(·)] is done via indepen-

dently sampling a number of sample paths u1, . . . , uN , apply the approximation

algorithm N times and then calculate the empirical mean. The approximation

guarantee becomes 1 − 1/e − o(1).

A.3.7 Extension to Include Bankruptcy Costs (Theorem 2.5.5)

Value Function.

Similarly to Theorem 2.4.1, we can show that if the agents respond maximally

with the RV clearing vector of Equation (RV-model), then the value function for

the RV model can be calculated as

VRV(t, s) = EU(t:T )

[
max
z̃t ,p̃t ,ȳt

{1T p̃t + max
z̃t+1,p̃t+1,ȳt+1

{1T p̃t+1 + max
z̃t+2,p̃t+2,ȳt+2

{1T p̃t+2 + . . . }}}

]
whereas the constraints obey Equation (RV-model), p̃(t : T ) and z̃(t : T ) are

fractional, and ȳ(t : T ) is discrete (cf. [22]). Relaxing the value of ȳ(t : T ) to be

fractional we obtain the relaxation

VREL(t, s) = EU(t:T )

[
max
z̃t , p̃t ,̃yt

{1T p̃t + max
z̃t+1,p̃t+1 ,̃yt+1

{1T p̃t+1 + max
z̃t+2,p̃t+2 ,̃yt+2

{1T p̃t+2 + . . . }}}

]
whereas VREL(t, s) ≥ VRV(t, s) for all t and s.

A.3.8 Proof of Theorem 2.5.5.

Proof. The proof proceeds similarly to Theorem 2.5.3: Specifically, we fix a sam-

ple path u(t : T ), and let D̄(t′), R̄(t′) be the sets of default and solvent nodes under

the discrete interventions.
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If j ∈ D̄(t′) we have that Ez̄(t:T )

[
p̄ j(t′)| j ∈ D̄(t′), u(t : T )

]
≥ κc[c j(t′)− x j(t′)+ z̃∗j(t

′)].

Moreover, for the relaxation solution we have, due to Equation (RV-model), that

p̃∗j(t
′) ≤ κA

∑
i∈[n]

ai j(t′)p̃∗i (t′) + κc(c j(t′) − x j(t′) + z̃∗j(t
′)) + p j(t)̃yi(t′)

≤ (1 + κA)
∑
i∈[n]

ai j p̃∗i (t′) + (1 + κc)(c j(t′) − x j(t′) + z̃∗j(t
′)).

Summing over D̄(t′) we get that

κc

1 + κc

[
1 − (1 + κA) max

i∈D̄(t′)
β̃i(t′)

] ∑
j∈D̄(t′)

p̃∗j(t
′) ≤ κc

∑
j∈D̄(t′)

(c j(t′) − x j(t′) + z̃∗j(t
′))

≤
∑

j∈D̄(t′)

p̄∗j(t
′)

If j ∈ R̄(t′), similarly to Theorem 2.5.3, we can show that

Ez̄(t:T )

[
p̄ j(t′)| j ∈ R̄(t′), u(t : T )

]
≥ p̃∗j(t

′) ≥
κc

1 + κc

[
1 − (1 + κA) max

i∈[n]
β̃i(t′)

]
p̃∗j(t

′).

We then proceed exactly as in Theorem 2.5.3, and arrive at the guarantee

Ez̄(t:T ),u(t:T )

[
VS OL(t, s(t))

]
≥

κc

1 + κc

[
1 − (1 + κA)̃βmax

]
Eu(t:T )

[
VOPT (t, s(t))

]
.

Note that the approximation guarantee is valid for all κc ∈ [0, 1) and κA ∈[
0,min{1/β̃max − 1}

)
.

□
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A.3.9 Proof of Theorem 2.6.2

Proof. Let z̃∗(1 : T ) (resp. z̄∗(1 : T ) be the optimal fractional (resp. discrete)

policy without fairness and let z̃′(1 : T ) (resp. z̄′(1 : T )) be the optimal fractional

(resp. discrete) policy with imposing a fairness constraint g(1 : T ). Let V(1, s)

and V ′(1, s) be the corresponding value functions. The PoF is defined as PoF =

V(1, s)/V ′(1, s).

Discrete Bailouts. We start by proving that there exist instances where the discrete

PoF is unbounded. We will give the proof of the symmetric fairness case (the

same holds for the asymmetric fairness case). Consider any financial network G

with x(t) = ξ(t) = 0, b(t) = 1, B = 1, L(t) = 1. Pick any measurement network H(t)

with weights wi j(t) and any fairness constraint g(t) such that 0 < g(t) < 1 (notice

the strict inequality).

For each step, if no fairness is considered, the planner bailouts one node

in the optimal solution, which has a liability of 1 to the external sector, and,

therefore V(1, s) ≥ T .

When fairness is considered, the planner has two options:

• Bailout exactly one node, where the Gini coefficient will be 1 > g(t).

• Do not bailout any node, at which case the fairness constraint yields 0 ≤

g(t) × 0 that is always true. This solution yields V ′(1, s) = 0 which implies

that V(1, s)/V ′(1, s) is unbounded.

Fractional Bailouts. For simplicity, we will give the proof when T = 1 as

the proof for a general horizon can be easily proven with induction. We will
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assume, without loss of generality, that the reward function R equals 0 when

p̃(t) = 0, as we can always translate the reward function to have value 0 at

p̃(t) = 0. We will prove the claim’s correctness for the symmetric and asymmet-

ric fairness measures.

Fix some g(t) ≥ 0. We use the notation p̃′(t) to denote the value of the clearing

payments, assuming a bound g(t) on fairness.

Assume, for contradiction, that the PoF is unbounded. The following can

happen:

• V ′(1, s) , 0 and V(1, s) grows such that V(1, s)/V ′(1, s) → ∞. This is a con-

tradiction since the reward function is bounded by f (n,T,∆), and there-

fore, the value function is bounded by T f (n,T,∆) < ∞ for finite T .

• V ′(1, s) = 0. Since the rewards are non-negative, this happens if and only

if R(t) = 0 for all t ∈ [T ]. Since R is strictly increasing with R(p′(t) = 0) = 0

then p̃′(t) = 0. We will show that p̃′(t) = 0 if and only if c(t) − x(t) = 0 and

z̃′(t) = 0. We remind here that there are no isolated nodes (to the internal

or the external sector) and hence p′(t) > 0. The ( =⇒ ) direction is trivial

since the fairness constraint is always satisfied (hence it does not affect the

feasible region) and the fixed point operator isΦt( p̃′(t)) = p′(t)∧(A′T (t) p̃′(t)),

so Φt(0) = p′(t) ∧ 0 = 0, i.e. p̃′(t) = 0. For the (⇐= ) direction, since p′(t) > 0

the only way for p̃′(t) to be 0 is (i) g(t) = B(t) = 0 which is impossible since

(i) if B(t) > 0 since W(t) > 0, and (ii) the relative liability non-homogeneous

part is zero, i.e., (c(t) − x(t)) + z̃′(t) = 0 (the fairness constraint is trivially

satisfied). Since c(t) − x(t) ≥ 0, L(t) > 0 and z̃′(t) ≥ 0, the only way for the

equation to hold is c(t) − x(t) = 0 with probability 1 and z̃′(t) = 0, yielding

a contradiction. Therefore, R( p̃′(t)) > 0 and subsequently V ′(1, s) < ∞,
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therefore the PoF is bounded by a function M(n,T,∆).

□

A.4 General Response Dynamics

In this Section, we study the dynamic model’s dynamics when agents can re-

spond with any feasible vector (not necessarily a fixed point as Assumption 4

implies) satisfying Equation (2.2). We restate the optimization problem again,

for simplicity, for a given sample path u(1 : T ).

max
p̃(1:T ),̃z(1:T )

∑
t∈[T ]

1T p̃(t) (A.2a)

s.t. 0 ≤ p̃(t) ≤ p(t) ∀t ∈ [T ] (A.2b)

p̃(t) ≤ AT (t) p̃(t) + c(t) + −x(t) + z̃(t) ∀t ∈ [T ] (A.2c)

c(t) = ξ(t) + c(t − 1) − x(t − 1) + z̃(t − 1) + AT (t − 1)p̃(t − 1) − p̃(t − 1)∀t ∈ [T ]

(A.2d)

0 ≤ z̃(t) ≤ L(t) ∀t ∈ [T ] (A.2e)

1T z̃(t) ≤ B(t) ∀t ∈ [T ] (A.2f)

B(t) = W(t) + B(t − 1) − 1T z̃(t − 1) ∀t ∈ [T ] (A.2g)

p(t) = b(t) + ℓ(t) + p(t − 1) − p̃(t − 1) ∀t ∈ [T ] (A.2h)

p ji(t) = ℓ ji(t) + p ji(t − 1)
(
1 −

p̃ j(t − 1)
p j(t − 1)

)
∀ j, i ∈ [n]∀t ∈ [T ] (A.2i)

a ji(t) = p ji(t)/p j(t) ∀ j, i ∈ [n],∀t ∈ [T ] (A.2j)
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A.4.1 Convexity

We investigate conditions under which Equation (A.2) corresponds to a convex

program. Firstly, all the constraints and the objective are convex concerning

z̃(1 : T ). The objective is also convex in p̃(1 : T ). The solvency constraints

(Equation (A.2b)) are convex with respect to p̃(1 : T ), z̃(1 : T ). For the default

constraints (Equations (A.2c) and (A.2d)), we let φi j(t) = ai j(t)p̃i(t) and g j(t) =

p̃ j(t) −
∑

i∈[n] φi j(t) − c(t) + x(t) − z̃(t). Note that if −φi j(t) are convex for all j, i ∈ [n]

and t ∈ [T ], then Equations (A.2c) and (A.2d) are also convex, and vice versa.

All other second derivatives are zero since φi1 j(t) is independent from φi2 j(t) for

all i1 , i2. The Hessian of −φi j(t) equals:

∇2φi j(t) =

 −
∂φ2

i j(t)

∂ p̃i(t)2 −
∂φ2

i j(t)

∂p̃i(t)∂p̃i(t−1)

−
∂φ2

i j(t)

∂p̃i(t−1)∂ p̃i(t)
−

∂φ2
i j(t)

∂p̃i(t−1)2

 =
 0 −

ai j(t)−ai j(t−1)
pi(t)

−
ai j(t)−ai j(t−1)

pi(t)
−

2 p̃ j(t)(ai j(t)−ai j(t))
p̃i(t)2

 (A.3)

The leading principal minors are ∆1 = 0, and ∆2 = −
(ai j(t)−ai j(t−1))2

p2
i (t) ≤ 0. In order

to make −∇2φi j(t) ⪰ 0 we should make the leading principal minors of −∇2φi j(t)

non-negative. For this to happen, we should set ∆2 = 0 (since we require it

to be ≥ 0 for positive semi-definiteness and ∆2 ≤ 0 by Equation (A.3)). This

requires setting ai j(t) to be some constant ζi j ∈ [0, 1) for all t ∈ [T ]. Therefore

the necessary and sufficient condition for convexity of the dynamics is that for

every j ∈ [n], t ∈ [T ]

ai j(t) = ζi j ∀i ∈ [n] ⇐⇒ −∇2φi j ⪰ 0 ⇐⇒ ∇2g j(t) ⪰ 0 ⇐⇒ g j(t) is convex.
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A.4.2 A Necessary and Sufficient Condition for Convexity

We restrict A(t) to be some constant row sub-stochastic matrix Z with entries

ζ ji ∈ [0, 1) for all t ∈ [T ]. This yields the following assumption and the following

Condition and Theorem:

Assumption 5. The financial environment U(t) = (b(t), c(t), {ℓ ji(t)}i, j∈[n]) is a Markov

Chain subject to the constraint that ℓ ji(t)
b j(t)+

∑
k∈[n] ℓ jk(t) is constant for all j, i ∈ [n] and t ∈ [T ].

Equivalently the internal and external instantaneous liabilities are samples from the

polytope K = {(b, {ℓ ji} j,i∈[n]) ∈ R3n : ζ ji +
∑

k∈[n](ζ ji − 1{k = j})ℓ ji = 0,∀ j, i ∈ [n]}

Which yields Theorem A.4.1,

Theorem A.4.1 (Necessary and Sufficient Condition for Convexity). If for every

j, i ∈ [n] the quantity ℓ ji(t)
b j(t)+

∑
k∈[n] ℓ jk(t) is constant and equal to 0 ≤ ζ ji < 1 for a (row)-

substochastic matrixZ = {ζi j} j,i∈[n], if and only if Equation (A.2) corresponds to a convex

program. Moreover, under Theorem A.4.1, calculating the value function corresponds

to solving an one-shot LP at the terminal time.

Proof. For all j, i ∈ [n] and t ∈ [T ] we have that
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p ji(t) = ζ ji p j(t) ⇐⇒

ℓ ji(t) + p ji(t − 1)
(
1 −

p̃ j(t − 1)
p j(t − 1)

)
= ζ ji

(
b j(t) + ℓ j(t) + p j(t − 1) − p̃ j(t − 1)

)
⇐⇒

ℓ ji(t) + ζ ji pi(t − 1)
(
1 −

p̃ j(t − 1)
p j(t − 1)

)
= ζ ji

(
b j(t) + ℓ j(t) + p j(t − 1) − p̃ j(t − 1)

)
⇐⇒

ℓ ji(t) + ζ ji p j(t − 1) − ζ ji p̃ j(t − 1) = ζ ji

(
b j(t) + ℓ j(t) + p j(t − 1) − p̃ j(t − 1)

)
⇐⇒

ℓ ji(t) = ζ ji

(
b j(t) + ℓ j(t)

)
⇐⇒

ℓ ji(t)
b j(t) +

∑
k∈[n] ℓ jk(t)

= ζ ji.

The LP to calculate the value function for a fixed sample path u(1 : T ) that

corresponds to Equation (A.2) is:

Vu(1:T )(1, s) = max
p̃(1:T ),̃z(1:T )

∑
t∈[T ]

1T p̃(t) (A.4a)

s.t.
∑
t′≤t

p̃(t′) ≤
∑
t′≤t

(b(t) + ℓ(t)) ∀t ∈ [T ]

(A.4b)

0 ≤ p̃(t) ≤ ZT p̃(t) + c(t) − x(t) + z̃(t) ∀t ∈ [T ]

(A.4c)

c(t) = ξ(t) + c(t − 1) − x(t − 1) + z̃(t − 1) + ZT p̃(t − 1) − p̃(t − 1) ∀t ∈ [T ]

(A.4d)

0 ≤ z̃(t) ≤ L(t) ∀t ∈ [T ]

(A.4e)

1T z̃(t) ≤ B(t) ∀t ∈ [T ]

(A.4f)

B(t) = W(t) + B(t − 1) − 1T z̃(t − 1) ∀t ∈ [T ]

(A.4g)

By defining the prefix variables p̃c(t), z̃c(t), pc(t), ξc(t), xc(t),Wc(t), Lc(t) (i.e.
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p̃c(t) =
∑

t′≤t p̃(t′), etc.) we can rewrite the above problem as

Vu(1:T )(1, s) = max
p̃c(1:T ),̃zc(1:T )

1T p̃c(T ) (A.5a)

s.t. p̃c(t) ≤ pc(t) ∀t ∈ [T ]

(A.5b)

0 ≤ p̃c(t) ≤ ZT p̃c(t) + ξc(t) − xc(t) + z̃c(t) ∀t ∈ [T ]

(A.5c)

0 ≤ z̃c(t) ≤ Lc(t) ∀t ∈ [T ]

(A.5d)

1T z̃c(t) ≤ Wc(t) − 1T zc(t − 1) ∀t ∈ [T ]

(A.5e)

The above problem is equivalent to solving a one-step allocation problem at

the terminal time T in a graph with Tn vertices. To approximate V(1, s) with

accuracy ε with probability at least 1 − δ we need to average N = log(2/δ)∆2
uT 2

2ε2 such

sample paths.

□

A.4.3 Optimality of the Myopic (Sequential) Policy under As-

sumption 5

The sequential/myopic policy solves the contagion problem at each round t

and then supplies the solution to round t + 1, and so on. Below we prove that

under Assumption 5 and Theorem A.4.1 the myopic policy is in fact the globally
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optimal one

Theorem A.4.2. Under Assumption 5 the myopic policy is globally optimal for Equa-

tion (A.4), i.e. for all t ∈ [T ] the reward accumulated from time t onwards (for the

myopic policy) for every p̃(1 : t − 1), z̃(1 : T − 1) equals

max
p̃(t:T ),̃z(t:T )

∑
t′≥t

1T p̃(t′)

s.t. Equation (A.4) constraints

Subsequently, for t = 1 we get that the optimal policy can be found by solving

Equation (A.4).

Proof. Fix some sample path u(1 : T ) obeying Assumption 5. Then de-

fine the value function at which the environment responds myopically, i.e.

in a way that maximizes its reward from round t onwards, that is V♭(t) =

max p̃ feasible clearing vector maxz∈Z

{
1T p̃ + V♭(t + 1)

}
. In our case, for t′ ≥ T we have

that V♭(t′) = 0. For t′ = T we have that for all p̃(1 : T − 1), z̃(1 : T − 1)

V♭(T ) = max
p̃(T )

max
z̃(T )

1T p̃(T ) LP
= max

p̃(T ),̃z(T )
1T p̃(T )

s.t. Equation (A.4) constraints

Now assume that for t′ = t + 1 and for all p̃(1 : t), z̃(1 : T ) that
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V♭(t + 1) = max
p̃(t+1:T ),̃z(t+1:T )

∑
t′≥t+1

1T p̃(t′)

s.t. Equation (A.4) constraints

For t′ = t and for all p̃(1 : t − 1), z̃(1 : t − 1) the value function of the myopic

equals

V♭(t) = max
p̃(t)

{
max

z̃(t)
1T p̃(t) + V♭(t + 1)

}
Inductive Hypothesis

= max
p̃(t)

max
z̃(t)

1T p̃(t) + max
p̃(t+1:T ),̃z(t+1:T )

∑
t′≥t+1

1T p̃(t′)


LP
= max

p̃(t)
max

z̃(t:T ), p̃(t+1:T )

∑
t′≥t

1T p̃(t)

LP
= max

p̃(t:T ),̃z(t:T )

∑
t′≥t

1T p̃(t)

s.t. Equation (A.4) constraints

We have merged the maximizations because the objective functions and con-

straints are linear (and separable). Recursing to t = 1 we get that V♭(1) ≡

Equation (A.4). □

A.5 Dataset Information

Online Financial Network (Venmo transaction data). The dataset is split into

three distinct periods: (i) July 2018 to September 2018 (3.8M transactions), Octo-

ber 2018 (3.2M transactions) January 2019 to February 2019 (167K transactions).
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For our experiments, we used the first period (July 2018 to September 2018) as

it was the period with the most transactions. We generate the random instances

as follows:

• The timestamps are grouped every week according to which year and

week of the year they correspond to.

• For the whole dataset (corresponding to the July-September 2018 period),

we create two sets: V1 and V2. V1 corresponds to the top 100 nodes in the

number of incoming transactions, and V2 corresponds to the top 100 nodes

in the number of outgoing transactions. We use V = V1 ∪ V2 as the vertex

set.

• We count the transactions between nodes of V and the transactions from

V to the outside system and from V to the inside system for each round

(week of the year 2018). For nodes with zero outgoing transactions, we

add one transaction.

• We create random liabilities as follows

ℓ ji(t) = 1 {# of transactions j→ i at round t is > 0}

× Gamma (# of transactions j→ i at round t, 1) ∀ j, i ∈ [n], t ∈ [T ],

b j(t) = max {1,Gamma (# of transactions from j to outside, 1)} ∀ j ∈ [n], t ∈ [T ],

ξ j(t) = 1 {# of transactions from outside to j is > 0}

× Gamma (# of transactions from outside to i, 1) ∀i ∈ [n], t ∈ [T ]

Xi(t) = 0 ∀i ∈ [n], t ∈ [T ].

Note that for bi(t), we assert a positive value for Assumption 3 to hold.
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Non-financial Allocation Network (Extra dispatches in ridesharing). The

TLC data1 are split into periods, with each entry containing the start time of

a ride and its source and destination location IDs (corresponding to zones, e.g.,

Washington Heights, East Harlem, etc.). We build a temporal network for Man-

hattan: nodes in the graph are rides between zones, and the rest of the rides (to

and from other boroughs) belong to the external network. We set the shocks to

zero. The period is January 2021, and the T = 31 rounds correspond to different

days. The edge weights (instantaneous liabilities) are determined by the num-

ber of rides requested from one zone to another (or to and from the external

network). The statistics of the dynamic network are shown in Figure A.4

Physical Financial Network (see Figure A.5) (T = 6). Data generated based

on mobility data from the SafeGraph platform during April 2020. The nodes in

the financial network represent (i) Points of Interest nodes (POI nodes) that rep-

resent various businesses categorized by their NAICS codes2 to categories (i.e.,

grocery stores, banks, gas stations, etc.) and the Census Block Group3 (CBG)

they are located at (ii) CBG nodes that represent a set of households in a certain

location. The dataset is constructed by access to an initial pair of geographi-

cal coordinates (i.e., latitude and longitude) and a number kkNN of neighboring

CBGs. The POI nodes are determined to be the businesses located in the kkNN-

nearest neighboring CBGs based on the Haversine distance metric. Each POI

provides data about the CBGs of its unique visitors4 and the dwell times. For

1We obtained the data here: https://www1.nyc.gov/site/tlc/about/tlc-trip-r
ecord-data.page

2https://www.naics.com/search
3A CBG is a unit used by the US Census. It is the smallest geographical unit for which the

bureau publishes sample data, i.e., data which is only collected from a fraction of all households
and contains 600-3K people.

4A unique visitor is a unique mobile device, i.e., each device is only counted once. We assume
that each device represents a distinct person.
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the source of its visitors, we estimate the number of people who come from each

CBG. From the dwell times of available devices, we determine the percentage of

people who work on the POIs and the ones who visit the POIs. For the former

category, we create a financial liability edge from the POI to the CBG node to in-

dicate the payment of liability (i.e., a wage). For the latter category, we create a

liability edge from the CBG node to the POI representing some form of expense

(e.g., groceries). The weights are multiplied accordingly to represent the people

interacting with each POI. The aforementioned process creates a bipartite net-

work. Each CBG node is associated with multiple data from the US Census, and

every POI node is associated with data from the US Economic Census. For each

CBG node, we estimate the average size of households per CBG, the average

income level and the percentage of people that belong to a minority group.

We use the above data to estimate the external assets and liabilities of the

CBG nodes. For the bailouts of CBG nodes, we calculate a bailout devised by

the CARES act that considers as income the average income of the CBG and as

the size of household, the average size of the household multiplied by an esti-

mate for the number of people in that CBG who interact with the POI nodes.

Similarly, for the POI nodes, we use data from the US Economic Census and

NAICS to determine average wages, income, and expenses. For the bailouts of

the POI nodes, we use loan data regarding loans that were given during April

2020 as part of the SBA Paycheck Protection Program (PPP) provided by Safe-

Graph, adjusted to the number of workers being present in the network and the

span of one month. Moreover, the loan data included demographic characteris-

tics about the businesses in question so we were able to determine (or estimate

in the case of missing data) the minority status of a business, i.e. the probabil-

ity of a certain business being a business with a minority owner. A complete
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(a) Aggregate statistics (b) Top-5 Zones

(c) Top-5 Zones (d) Top-5 Zones

Figure A.4: Non-financial network dataset statistics during January 2021 for
Manhattan.

description of the data generation process is presented in Appendix A.6.
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Figure A.5: Physical Financial Network Construction for an example POI and
CBG. The complete network is a bipartite graph with POIs on the one side and
CBGs on the other side.

A.6 Data Addendum for Physical Financial Network

We present the creation of the dynamic (resp. static) SafeGraph dataset. The

dynamic network is created with a monthly granularity for the period of De-

cember 2020 to April 2021. For the static allocation experiments of Section 2.7.4,

we have taken a snapshot of the network on April 2021. The network topology

and the corresponding data sources can be presented in Figure A.5.

A.6.1 Network Topology

The network is bipartite and consists of two types of nodes: POI nodes that

correspond to businesses (such as restaurants, gyms, grocery stores, etc.) and

CBG nodes (which represent unidentifiable groups of households of people).

The data period spans the period of December 2020 to April 2021 with monthly

granularity. The POI nodes are constructed as follows: we start from some geo-

graphical coordinates (in our case a small rural US city center) and then we find

the POIs that belong to the k-closest CBGs (in terms of their Haversine distance).

In our experiment, we have chosen k to be 3. Then, for each POI and each period
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of interaction, we find out devices from which CBGs visited the specific POI by

using the visitor_home_cbg column to find the number of visitors for each

POI from each CBG, assuming that each device represents a different person.

For each CBG j we find the average household size h̄ j, the average number of

dependents d̄ j, the average income ῑ j and the probability of someone being un-

employed qemployment
j using data from the 2020 US Census.

A.6.2 Internal Liabilities

For each POI-CBG interaction, there are two types of edges: consumption edges

and salary edges. The former kind of edge is from a CBG to a POI whereas

the latter is from a POI to a CBG. The weights on the edges are calculated

following a two-step approach: Firstly, we use the bucketed dwelling times to

find the percentage of people that are employed on these businesses (which

we denote by qworker
j (t)), where we consider someone to be employed if they

spend more than 4 hours in the POI, and we consider the rest to be consumers

(i.e. the ones that spend less than 4 hours in the POI). Between a POI i and

a CBG j whereas ni j(t) people have commuted from the CBG to the POI we

add the two edges: An edge ( j, i) for the worker nodes that we estimate to be

nworkers
i j (t) = ⌊ni j(t)× qworker

j (t)⌋workers, and an edge (i, j) for the non-workers with

nnon−workers
i j (t) = ni j(t)−⌊ni j(t)×qworkers

j (t)⌋. For each type of POI i we find the average

salary s̄i, and the average consumption ōi using data from the NAICS and the

US Economic Census (Consumer Expenditure Survey) and calculate the final

internal liabilities between POI i and CBG j to be
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ℓi j(t) = nworkers
i j (t) × s̄i, ℓ ji(t) = nnon−workers

i j (t) × ōi

The total number of workers (resp. non-workers) for each POI j and each

CBG i is estimated to be

nworkers
j (t) =

∑
i is CBG

nworkers
i j (t), nnon−workers

j (t) =
∑

i is CBG

nnon−workers
i j (t)

nworkers
i (t) =

∑
j is POI

nworkers
i j (t), nnon−workers

i (t) =
∑

j is POI

nnon−workers
i j (t)

The estimated total number of households in the CBG j that are related to

interaction with the corresponding POIs is

nhouseholds
j (t) =


nworkers

j (t)

qemployment
j

+ nnon−workers
j (t)

h̄ j

 .

A.6.3 Interventions

For each CBG j we use the US CARES Act rule to calculate the interventions as

follows:
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L j(t) = nhouseholds(t)
j ×



1200 h̄ j < 2, ῑ j ≤ 75000(
1200 × 150000−ῑ j

75000

)
∨ 0 h̄ j < 2, ῑ j > 75000

2400 + 500(h̄ j − 2) h̄ j ≥ 2, ῑ j ≤ 150000(
(2400 + 500(h̄ j − 2) × 300000−ῑ j

150000

)
∨ 0 h̄ j ≥ 2, ῑ j > 150000

.

For each POI i the Safegraph data provides annual business loans from the

Paycheck Protection Program (PPP), whereas each loan has value ψi. Also the

businesses report the number of employees nPPP−employees
i , which we use to calcu-

late the intervention as

Li(t) =
1

12
×

ψi

nPPP−employees
i

× nworkers
i (t).

In our data, there are nodes that, after processing, have missing interventions

or interventions that equal 0. For these nodes, we proceed with the following

imputation scheme: For each POI node (resp. CBG node), we replace the missing

interventions with the average intervention of the POI node (resp. CBG node)

across rounds where the interventions are well defined. If a POI node (resp.

CBG node) has no interventions across all rounds, we set the intervention of the

node (for all rounds) to equal the average POI intervention (resp. average CBG

intervention).

A.6.4 External Assets and Liabilities

For each POI i we use the total assets earned annually from all establishments,

normalized them by month, divide by the total number of workers for the spe-
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cific NAICS code that the POI belongs, and multiply nworkers
i (t). Finally, from this

amount we subtract the revenue due to nodes within the network
∑

j is CBG ℓ ji(t)

(i.e., inbound edges) and take the positive part in case the result is negative to

deduce ξi(t). bi(t) is determined in a similar way, with the only change being

that the total weight of the outbound edges is subtracted in the end. To ensure

that Assumption 3 holds throughout the experiments we assert a minimum of

$100 for the external liabilities. Such a number is smaller than the order of most

quantities and thus does not significantly affect the results.

For each CBG j the process is similar where for determining ξ j(t) we use ῑ j,

following a similar procedure as in the POI case, but now normalized concern-

ing nhouseholds
j (t). For b j(t), we assume each household spends the national US

average of ∼$63, 000.
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APPENDIX B

TOPOLOGICAL MEASURES OF SYSTEMIC RESILIENCE:

A NETWORK PERCOLATION APPROACH

B.1 Analytical Bound on x to ensure P[F ≥ εK] = O(1/K) for

rdag(K, p)

We can convert the statement of Section 3.3.2 to a statement of high probability if

we require P[F ≥ εK] to be O(1/K). Because g(x,K, p, ε) is an increasing function

of x, we are asking to find the largest possible x such that g(x,K, p, ε) ≤ C
K . In

order to get an analytically tractable expression for x, we use the fact that log t ≤ t

for all t > 0 and get that Equation (3.2) becomes

g(x,K, p, ε) ≤ xn

1 − ε + 1

K log
(

1
1−p

) (
1 − (1 − xn)(1 − p)K

1 − (1 − xn)(1 − p)εK

)
≤ xn

1 − ε + 1

K log
(

1
1−p

) (
1

1 − (1 − xn)(1 − p)0

)
= xn (1 − ε) +

1

K log
(

1
1−p

) = g(x,K, p, ε)

If p is constant, then choosing x =
(

1
K log

(
1

1−p

)
(1−ε)

)1/n
, makes g(x,K, p, ε) ≤

2
log

(
1

1−p

)
K
= O

(
1
K

)
.
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B.2 Omitted Proofs

B.2.1 Proof of Theorem 3.3.1

Let G ∼ rdag(K, p), with nodes 1, 2, . . . ,K (in this order). Let Pk, f be the probabil-

ity of having f distinct failures in the random DAG with k nodes conditioned on

a failure on node 1. We have P1,1 = 1 and Pk, f = 0 for f > i and f < 1. To devise

a recurrence formula for Pi, f , note that for the i-th node we have the following:

1. i is affected by the cascade. That happens if at least one connection to

f − 1 infected nodes upto node i − 1, or if i fails due to percolation. This

happens with probability
{
[1 − (1 − p) f−1] + xn − [1 − (1 − p) f−1]xn}Pk−1, f−1 =[

1 − (1 − p) f−1(1 − xn)
]
Pk−1, f−1.

2. i is not affected by the cascade. That means that i has ≥ 1 functional sup-

plier, and no connection exists from the f infected nodes. That happens

with probability (1 − p) f (1 − xn)Pk−1, f .

This produces the following recurrence,

Pk, f =
[
1 − (1 − p) f−1(1 − xn)

]
Pk−1, f−1 + (1 − p) f (1 − xn)Pk−1, f . (B.1)

To determine the distribution of F in rdag(K, p), we assume that the cascade

can start at any node with equal probability 1/K and that the probability of

failure for any given node is xn. Also, since a cascade in rdag(K, p) starting from

node 1 is the same as starting from node i in rdag(K + i − 1, p), the distribution

obeys the following,

P[F = f ] =
xn

K

∑
k∈[K]

Pk, f (B.2)
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We let QK, f =
∑

k∈[K] Pk, f , so that P[F = f ] = xn

K QK, f . Summing Equation (B.1)

for k ∈ [K] and using the definition of QK, f yields a recurrence relation for QK, f ,

that is, QK, f = (1−p) f (1−xn)QK−1, f +[1−(1−p) f−1](1−xn)QK−1, f−1. We take the limit

for K large, we let q f = limK→∞ QK, f , and solve the recurrence q f = (1 − p) f (1 −

xn)q f + [1 − (1 − p) f−1](1 − xn)q f−1 to get q f =
1

1−(1−xn)(1−p) f . Since ex ≥ x, we have

(1−p) f ≤ log(1−p) f and subsequently 1−(1−xn)(1−p) f ≤ f
(
1 + (1 − xn) log

(
1

1−p

))
.

Therefore, for sufficiently large K,

P[F = f ] ≍
xnq f

K
≍

xn

K(1 − (1 − xn)(1 − p) f )
≥

xn

K
(
1 + (1 − xn) log

(
1

1−p

))︸                           ︷︷                           ︸
C(K,p,x,n)>0

1
f
.

B.2.2 Proof of Lemma 3.4.1

If S (x) is the number of products that survive at a given probability of percola-

tion x, and x1 ≤ x2 are two percolation probabilities, then a straightforward cou-

pling argument shows that S (x1) ≥ S (x2), and subsequently, for every s ∈ [0,K]

we have Px=x1[S ≥ s] ≥ Px=x2[S ≥ s]. Now, in order to arrive at a contradiction, let

RG(ε) ≤ RG, and s = (1 − ε)K. Then 1 − 1/K ≤ Px=RG(ε)[S ≥ (1 − ε)K] ≤ Px=RG(ε)[S ≥

(1 − ε)K] ≤ 1/2 which yields a contradiction.

B.2.3 Proof of Theorem 3.4.3

Lower Bound. For C, let ε ∈ (0, 1). If FR (resp. FC) is the number of failed raw

materials (resp. complex products), we have that {FC ≥ εK} =⇒ {FR ≥ εK/µ}.

Let δ = 1
xn

√
log K

2r and let εK
µ
= (1 + δ)E [FR] = (1 + δ)rxn. We apply the one-sided

Chernoff bound and get P[FC ≥ εK] ≤ P
[
FR ≥ εK

µ

]
= P [FR ≥ (1 + δ)E [FR]] ≤

e−2δ2E[FR]2/r = 1
K . Finally, by resolving the last equation (1 + δ)rxn = εK

µ
, we get
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that x =
(
εK
rµ +

√
log K

2µ

)1/n
. Also, we have that r ≤ mK and therefore RC(ε) ≥(

ε
µm +

√
log K
2mK

)1/n

. If ε,m and µ are independent of K then for K → ∞ we have

that RC(ε) ≥
(
ε

mµ

)1/n
> 0.

For G, the analysis is similar to the above. For brevity, we give the analy-

sis in expectation (it is easy to extend it to a high-probability analysis). If in

expectation E [FR] = rxn raw materials fail, that implies that at most E [F] =

E [FR] + E [FC] ≤ rxn + µrxn = (µ + 1)rxn ≤ mKxn(µ + 1) total products fail in ex-

pectation. We want the fraction of failed products to be at least ε(K + r) ≥ εK/2.

Therefore, by solving the inequality, we find that the resilience is lower bounded

by
(

K
2m(µ+1)

)1/n
. The high-probability analysis would be similar to the above case

with an extra additive factor of
√

log(K/2)
2mK .

Upper Bound. For C, to derive the upper bound, we first bound E [S C]. It is

easy to see that due to the linearity of expectation E [S C] = K(1 − xn)m. Thus by

Markov’s inequality we have that P[S C ≥ (1−ε)K] ≤ E[S ]
(1−ε)K ≤

(1−xn)m

1−ε . To make this

probability 1/2 it suffices to set x =
(
1 −

(
1−ε

2

)1/m
)1/n

, thus from Lemma 3.4.1 this

establishes an upper bound on RC(ε).

For G, we proceed similarly by showing that the number of expected prod-

ucts is E [S ] = r(1 − xn) + K(1 − xn)m ≤ mK(1 − xn) + K(1 − xn)m ≤ K(m + 1)(1 − xn).

Similarly to the above, from Lemma 3.4.1 we see that the upper bound on RG is(
1 − 1−ε

2(m+1)

)1/n
.

B.2.4 Proof of Theorem 3.4.4

Lower Bound. Depending on the range of m we have two choices
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• Case where m = 1. For every τ ∈ [D] we have that P[S ≥ D − τ] =

P
[⋂

d>τ{Zi = 1}
]
= P[Z1 = 1]P[Z2 = 1|Z1 = 1] · · · =

∏
d>τ(1 − xn) = (1 − xn)D−τ.

We let τ = εD for some ε ∈ (0, 1) and thus P[S ≥ (1−ε)D] = (1− xn)(1−ε)D. We

want to make this probability at least 1 − 1/D, and therefore, the resilience

of the path graph is RG(ε) ≥
(
1 −

(
1 − 1

D

) 1
(1−ε)D)

)1/n

. Since K = D we get the

desired result.

• Case where m ≥ 2. Let Kd be the products of tier d. We let τ = sup{d ∈

[D] : ∃i ∈ Kd : Zi = 0} be the bottom-most tier for which a product failure

occurs. If at level τ a failure occurs, then all levels above τ are deactivated.

The probability that all products up to tier τ operate is given by

P[all products up to tier τ operate] = P

⋂
d>τ

⋂
i∈Kd

{Zi = 1}


=

τ+1∏
d=D

P

⋂
i∈Kd

{Zi = 1}
∣∣∣∣∣ ⋂

d′>d

⋂
i∈Kd′

{Zi = 1}


=

τ+1∏
d=D

(1 − xn)md

= (1 − xn)
∑τ+1

d=D md

= (1 − xn)
mD−mτ

m−1

Also, {all products up to tier τ operate} =⇒ {S ≥ mD−mτ

m−1 }. There-

fore, the tail probability of S for τ ∈ [D] is given by P
[
S ≥ mD−mτ

m−1

]
=

P

S ≥
(
1 −

mτ

mD

)
︸     ︷︷     ︸

:=1−ε

mD

m−1

 ≥ (1 − xn)(1−ε) mD
m−1 . For large enough D we approach the

continuous distribution and thus P[S ≥ (1 − ε)K] ≥ (1 − xn)(1−ε)K . Letting

the above be at least 1 − 1/K, we get RG(ε) ≥
[
1 −

(
1 − 1

K

) 1
(1−ε)K

]1/n

.

Upper Bound. To derive an upper bound, we have the following cases, de-

pending on the value of m
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• Case m = 1. We follow the same logic as the m ≥ 2 case, and upper bound

E [S ] ≤
∑

d≥0(1−xn)d = 1
xn which yields an upper bound RG(ε) <

(
2

D(1−ε)

)1/n
→

0 as D→ ∞.

• Case m ≥ 2. By Markov’s Inequality we get that P[S ≥ (1 − ε)K] ≤ E[S ]
(1−ε)K .

Lemma B.3.2 (proved in Appendix B.3), implies that E [S ] ≤ KDxn

2 , thus

P[S ≥ (1 − ε)K] ≤ KDxn

2(1−ε)K . To make the RHS equal to 1/2, it suffices to pick

x =
(

1−ε
D

)1/n
. By Lemma 3.4.1 we get that RG(ε) <

(
1−ε
D

)1/n
→ 0 as D→ ∞.

B.2.5 Proof of Theorem 3.4.5

In order to prove Theorem 3.4.5, we first prove this auxiliary lemma:

Lemma B.2.1. For τ finite, 1{µ>1}
log µ < α < 1

2 , and 0 < β < 1{µ < 1} + 1{µ > 1} log µ−1
µ

, let

ϕ(z) = z
µτzτ − 1
µz − 1

− α
µτ − 1
µ − 1

, for z ,
1
µ
, ψ(z) =

µτ − 1
µ − 1

− z
µτzτ − 1
µz − 1

− β, for z ,
1
µ
.

Then

1. If µ < 1, then there exist z1, z2 ∈ (0, 1) such that ϕ(z1) = ψ(z2) = 0.

2. If µ > e2, then there exists z1 ∈ (1/µ, 1) such that ϕ(z1) = 0.

3. If µ > e, then there exists z2 ∈ (1/µ, 1) such that ϕ(z2) = 0.

Proof. Analysis for ϕ(z). We do case analysis:

• If µ < 1 then ϕ is defined everywhere in [0, 1] and is also continuous. It

is also easy to prove that ϕ is increasing in [0, 1] since its the product of

two non-negative increasing functions, z and (µz)τ−1
µz−1 =

∑τ−1
i=0 (µz)i. Moreover,
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note that ϕ(0) < 0 and ϕ(1) > 0. Therefore, there exists a unique solution

z1 ∈ (0, 1) such that ϕ(z1) = 0.

• If µ > e2, we study ϕ in (1/µ, 1]. Again, ϕ is increasing (for the same reason

as above), continuous in (1/µ, 1], and has ϕ(1) > 0. We also have that, by

using L’Hôspital’s rule,

lim
z→1/µ

µτzτ − 1
µz − 1

= lim
z→1/µ

(µτzτ − 1)′

(µz − 1)′
= lim

z→1/µ

µττzτ−1

µ
= τ =⇒

lim
z→1/µ

ϕ(z) =
τ

µ
− α

µτ − 1
µ − 1

<
τ(1 − α log µ)

µ
< 0 for α >

1
log µ

.

Therefore, for α ∈ (1/ log µ, 1/2), there exists a unique solution z1 ∈ (1/µ, 1]

such that ϕ(z1) = 0.

Analysis for ψ(z). Note that ψ is a decreasing function of z. We do case

analysis:

• If µ < 1, then ψ is defined everywhere in [0, 1] and is continuous in [0, 1].

We have that ψ(0) > 0 and ψ(1) < 0 therefore there exists a unique solution

z2 such that ψ(z2) = 0.

• If µ > e, then ψ is decreasing and contunuous in (1/µ, 1], with ψ(1) < 0. We

also have that limz→1/µ ψ(z) = µτ−1
µ−1 −

τ
µ
− β > τ(log µ−1−µβ)

µ
> 0 for β < log µ−1

µ
.

□

Subsequently, we prove Theorem 3.4.5:
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B.2.6 Proof of Theorem 3.4.5

Upper Bound. Let τ = inf{d ≥ 1 : |Kd| = 0} be the extinction time of the GW

process. In order to establish an upper bound on the resilience, it suffices to

set the expected number of surviving products to be at most 1−ε
2 EG [K], since

by Markov’s inequality the probability of a fraction of at least (1 − ε)-fraction

of products surviving would be at most 1/2 and by Lemma 3.4.1 we would

get an upper bound on the resilience RG(ε); that is, PG,x[S ≥ (1 − ε)EG [K]] ≤
EG,x[S ]

(1−ε)EG[K] ≤
1
2 . Conditioned on Z1 = 1, which occurs with probability 1 − xn, the

surviving products grow as a GW process with mean µx = (1 − xn)µ. Therefore,

the condition EG,x [S] = 1−ε
2 EG [K], conditioned on the extinction time being τ, is

equivalent to

(1 − xn)
µτx − 1
µx − 1

≤
1 − ε

2
µτ − 1
µ − 1

⇐⇒ (1 − xn)
µτ(1 − xn)τ − 1
µ(1 − xn) − 1

≤
1 − ε

2
µτ − 1
µ − 1

(B.3)

We have the following cases.

1. If µ < 1 then P[τ < ∞] = 1 (i.e., the process goes extinct after a finite number

of steps), then the upper bound on the resilience is always finite due to

Lemma B.2.1 which can be found by numerically solving Equation (B.3).

2. If µ(1 − xn) > 1, then P[τ = ∞] > 0 and in this case Equation (B.3) is only

feasible if and only iff x = 0, at which case the upper bound on the re-

silience is 0, and the GW process is not resilient. If τ < ∞, which happens

with non-zero probability, the upper bound on the resilience is finite when

µ > e2 due to Lemma B.2.1.

For a specific triplet (µ, τ, ε), let x(µ, τ, ε) be the smallest possible solution to

Equation (B.3), which exists for µ ∈ (0, 1)∪ (e2,∞) due to Lemma B.2.1. Then the
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expected upper bound on resilience EG
[
RG(ε)

]
, can be expressed as EG

[
RG(ε)

]
=

Eτ
[
RG(ε)

]
=

∑
1≤k<∞ P[τ = k]x(µ, τ, ε) > 0.

Lower Bound. Similarly to the upper bound, in order to devise a lower bound, it

suffices to set EG [K]−EG [S ] to be at most ε, since, again, by Markov’s inequality,

we are going to get that the probability that at least a ε-fraction of products fails

is at most 1
EG[K] ; namely, PG,x[F ≥ εEG [K]] ≤ EG,x[F]

εEG[K] ≤
1

EG[K] . This yields

µτ − 1
µ − 1

− (1 − xn)
µτx − 1
µx − 1

≤ ε ⇐⇒
µτ − 1
µ − 1

− (1 − xn)
µτ(1 − xn)τ − 1
µ(1 − xn) − 1

≤ ε (B.4)

Similarly to the upper bound, we have the following cases.

1. In the subcritical regime µ < 1, we can again prove that the lower bound

is always finite due to Lemma B.2.1.

2. In the supercritical regime µ(1 − xn) > 1, we have that when τ < ∞, which

happens with positive probability then for µ > e from Lemma B.2.1 we get

the existence of the resilience. When τ = ∞, we have again that the only

way Equation (B.4) can hold is iff x = 0.

For a specific triplet (µ, τ, ε), let x(µ, τ, ε) be the largest possible solution to

Equation (B.4), which exists for µ ∈ (0, 1) ∪ (e,∞) due to Lemma B.2.1. Then

the expected lower bound on the resilience EG
[
R
G

(ε)
]
, can be expressed as

EG
[
R
G

(ε)
]
= Eτ

[
R
G

(ε)
]
=

∑
1≤k<∞ P[τ = k]x(µ, τ, ε) > 0.

Determining P[τ < ∞] when µ(1 − xn) > 1. It is known from the analysis of

GW processes (see, e.g., [379]) that the extinction probability P[τ < ∞] can be

found as the smallest solution η ∈ [0, 1] to the fixed-point equation η = GD(η)

where GD(s) = Eξ∼D
[
esξ

]
is the moment generating function of the branching

distributionD.
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B.2.7 Proof of Theorem 3.4.7

Upper Bound. Let FR correspond to the number of failures of the raw prod-

ucts. Let xR = sup{x ∈ (0, 1) : P[FR ≤ (1 − ε)K] ≥ 1 − 1/K}. xR is an upper bound

to RG(ε) since the event {F ≤ (1 − ε)K} implies {FR ≤ (1 − ε)K}. Moreover, by the

Chernoff bound, we have that for any ε′ > 0:

P
[FR

r
≤ (1 + ε′)xn

]
≥ 1 − e−2r(ε′)2

.

Letting (1+ ε′)xn = (1− ε)K/r, e−2r(ε′)2
= 1/K and solving for x would produce

an upper bound to xR and subsequently an upper bound to RG(ε). Solving the

system yields the following result.

ε′ =

√
log(K)

2r
and x =

 (1 − ε)K
√

2r3/2 +
√

r log K

1/n

.

To determine conditions where the resilience goes to zero as K → ∞ we

focus on the denominator of the upper bound: First, the term
√

r log K is at

most
√

K log K < K and cannot grow faster than K. Second, the term
√

2r3/2

grows faster than K as long as r = ω
(
K3/2

)
.

Lower Bound. We construct G′ as follows: We start by G, and additionally,

for each final good j ∈ C in G and each raw product i we add an edge from

i to j in G′ if there is a path from i to j in G. By construction G ⊆ G′ and thus

RG(ε) ≥ RG′(ε). In G′ we have that the sourcing dependency m′ satisfies m′ ≤ m+r

and the supply dependency satisfies µ′ ≤ µ + c. The result follows by applying

Theorem 3.4.3 to G′.
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B.2.8 Proof of Theorem 3.4.10

Let ui be the probability that the product i fails spontaneously (in the simple

case, we have ui = xn but for more general cases, we can assume that ui ∈ [0, 1]).

For i ∈ K let βi = P[Zi = 0] ∈ [0, 1]. By the union bound, we have that

βi = P[(∃ j ∈ N(i) : (i, j) is operational ∧ Z j = 0) ∨ (∀s ∈ S(i)Xis = 0)]

≤ P[∃ j ∈ N(i) : (i, j) is operational ∧ Z j = 0] + P[∀s ∈ S(i)Xis = 0]

≤ y
∑
j∈N(i)

β j + ui.

The number of failed products equals E [F] =
∑

i∈K βi. Thus, finding the

upper bound on E [F] corresponds to solving the following LP,

p∗G(u; y) = max
β∈[0,1]

∑
i∈K

βi s.t. β ≤ yATβ + u.

When y∥AT ∥1 < 1, which is equivalent to y < 1
m , this problem is the financial

clearing problem of [139], and from Lemma 4 of [139], we know that we can also

compute β by solving the fixed point equation β = 1 ∧ (yATβ + u) = Φ(β). Since

y < 1/m, the mapping is a contraction and has a unique fixed-point theorem due

to Banach’s theorem.

To obtain the upper bound, note that if β∗ is an optimal solution, then the

union-bound constraint implies that (1 − my)
∑K

i=1 β
∗
i ≤ Kxn ≤ E

[
Fy

]
. Using the

fact that 1
1−my = 1 + my + O((my)2) we get the right-hand side with ϱ = my.
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B.2.9 Proof of Theorem 3.4.11

Upper bound. Given the subsampled graph Gy, if a product i survives in G,

then it survives in Gy; and if a product fails in G, then it survives in Gy with

probability at least q = (1 − y)m(1 − xn), which is the probability that the product

does not fail on its own and none of its inputs are selected in Gy. Taking expec-

tations we get that E
[
Fy

]
≤ (1− q)E [F]. The quantity q is minimized for y = 1/m

and satisfies q ≥ (1−1/m)m(1− xn) ≥ 1/4(1− xn). This implies the 3/4+ xn/4 upper

bound.

Lower Bound. If Z′i are the indicator variables for failures in Gy then we have

P[Zi = 0] = P[Zi = 0|Z′i = 0]P[Z′i = 0] + P[Zi = 0|Z′i = 1]P[Zi = 1] ≤ q′(1 − P[Z′i =

0]) + P[Z′i = 0] where q′ is an upper bound on the probability that a node fails

in G conditioned on its survival in Gy. By linearity of expectation, this gives

E
[
Fy

]
≥
E[F]−Kq′

1−q′ . The value of q′ corresponds to the probability that for each

node, at least f ≥ 1 neighbors have failed but none of them is sampled in Gy and

it is given by:

q′ = 1 − (1 − xn(1 − y))m .

yielding the final result.

B.2.10 Proof of Theorem 3.4.12

If p∗ is the optimal value of the primal given in Equation (3.10), and (γ̃, θ̃) is a

feasible dual solution with the objective value d̃, then from weak duality we
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have E [F] ≤ p∗ ≤ d̃. If we let d̃ ≤ ε, then P[F ≥ εK] ≤ E[F]
ϵK ≤

d̃
εK ≤

1
K . Therefore

any x such that d̃ ≤ ε will be a lower bound on RG(ε). This is equivalent to

RG(ε) ≥ x ≥
(
ε − 1T θ̃

1T γ̃

)1/n

, for all θ̃, γ̃ ≥ 0 s.t. (I − yA)γ̃ + θ̃ ≥ 1. (B.5)

We are interested in the values of (γ̃, θ̃) that maximize this lower bound, and

therefore the best lower bound is given by

R
G

(ε) = max
γ,θ≥0

(
ε − 1Tθ

1Tγ

)1/n

, s.t. (I − yA)γ + θ ≥ 1. (B.6)

Observe that increasing any θi from θi = 0 would decrease the lower bound;

therefore, the optimal θ is θ∗ = 0. Moreover, due to monotonicity,

R
G

(ε) =
(

ε

minγ≥0,γ,0 1Tγ

)1/n

, s.t. (I − yA)γ ≥ 1. (B.7)

yielding our final result. We take the dual of the denominator, which corre-

sponds to maxβ≥0 1
Tβ subject to β ≤ yATβ + 1. If y < 1/m, from the main result of

[139] (or the KKT conditions) we get that the optimal solution is βKatz
G

(y). Simi-

larly for its dual, the optimal solution is γKatz
G

(y).

B.2.11 Proof of Proposition 3.4.13

Recall minT⊆K :|T |=B p∗
G

(T ; y), where p∗
G

(T ; y) is the solution to LP maximization

(Equation (3.10)). Since 0 < y < 1
m and 0 < x < (1 − ym)1/n, the optimal solu-
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tion of the internal maximization equals pβ(t) = x(I − yAT )−1(1 − t). Substituting

that in the objective function of Equation (3.10), we get that

pt = arg min
t∈{0,1}n

1T
pβ(t) = arg min

t∈{0,1}n
1T (I − yAT )−1(1 − t) = arg min

t∈{0,1}n
(1 − t)T ((I − yAT )−1)T1

= arg min
t∈{0,1}n

(1 − t)T (I − yA)−11 = arg min
t∈{0,1}n

γT
Katz(G

R, y)(1 − t),

where, we remind that γKatz(GR, y) = (I − yA)−11 is the vector of Katz central-

ities for the reverse graph GR. The third equality is true because (I − yAT )−T =(∑
k≥0(yAT )k

)T
=

∑
k≥0(yA)k

y< 1
µ
= (I − yA)−1. It is easy to observe that, by the rear-

rangement inequality, the optimal solution would be to intervene in the top-T

nodes in terms of Katz centrality in GR.

B.3 Upper and Lower Bounds on E [S ] for the m-ary tree

Lemma B.3.1. Let qd be the probability that a product in tier d can be produced. Then

qd =


(1 − xn)

mD−d+1−1
m−1 , m ≥ 2

(1 − xn)D−d+1 , m = 1
(B.8)

Proof. Letqd = P[a product in tier d can be produced] = P[∃a functional supplier at tier d].

To calculate qd, note that all the inputs for a product node at tier d succeed

with probability qm
d+1, and then the probability that at least one supplier is func-

tionally conditioned on all the inputs working is 1 − xn. This yields the fol-

lowing recurrence relation qd = qm
d+1(1 − xn) with qD+1 = 1. Solving this re-

currence relation, we get qD−d = (1 − xn)
∑d

l=0 ml
for d ∈ [D]. This yields qd =

(1 − xn)
mD−d+1−1

m−1 , m ≥ 2

(1 − xn)D−d+1 , m = 1
. □
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Lemma B.3.2 (Upper Bound when m ≥ 2). Under the tree structure and m ≥ 2 the

expected size obeys E [S ] ≤ Kxn(D−1)
2 = U(x).

Proof. From Lemma B.3.1 we have qd = (1 − xn)
mD−d+1−1

m−1 . Using the inequality

(1 − t)a ≤ 1
1+ta for a > 0 and t ∈ (0, 1) we get that

E [S ] =
D∑

d=1

md−1qd ≤

D∑
d=1

md−1 1

1 + xn mD−d+1

2(m−1)

≍

∫ D

t=1

mt−1

1 + xn mD−t+1

2(m−1)

.

By letting u = xnmD−t+1

2(m−1) we get that the above integral equals

mDxn

2 log m(m − 1)
log

(
(1 − xn)(1 − p)εK(1 + (1 − xn)(1 − p)K)
(1 − xn)(1 − p)K(1 + (1 − xn)(1 − p)εK)

) ∣∣∣∣∣u1=xnm/2(m−1)

u2=xnmD/2(m−1)

≤
mDxn

2 log m(m − 1)
log

(
mD−1

)
≤

Kxn(D − 1)
2

= U(x).

□

Lemma B.3.3 (Lower bound when m ≥ 2). Under the tree structure and m ≥ 2 the

expected cascade size obeys E [S ] ≥ K(1 − xn(D − 1)) = L(x) where K = mD − 1 is the

number of products.

Proof. From Lemma B.3.1 we have qd = (1 − xn)
mD−d+1−1

m−1 . By Bernoulli’s inequality

qd ≥ 1 − xn
(

mD−d+1−1
m−1

)
.

Since every level has md−1 nodes we have that

E [S ] =
D∑

d=1

md−1qd ≥

D∑
d=1

md−1
[
1 − xn

(
mD−d+1 − 1

m − 1

)]
= K(1 + xn) − xn 1

m − 1

D∑
d=1

md−1mD−d+1

= K(1 + xn) − xn 1
m − 1

D∑
d=1

mD = K(1 + xn) − xnD(K − 1) ≥ K(1 − xn(D − 1)).

□
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B.4 Extended Related Work

Supply Chain Contagion. There have been multiple works on production net-

works in macroeconomics and how shocks in production networks propagate

through the production network’s input-output relations, see a comprehensive

survey by [88]. One of the earliest works dates back to [206] introduces a multi-

sector model that extends the earlier Long-Plosser model [274] and argues that

sector-specific shocks are, in fact, affected by the graph topology between pro-

ducing sectors. Such arguments contrast the previous arguments of [275], which

argue that small microeconomic shocks would significantly affect the economy.

In the 2008 financial crisis, the ex-CEO of Ford, Alan Mulally, argued that the

collapse of GM or Chrysler would significantly impact Ford’s production ca-

pabilities for nontrivial amounts of time. The works of [4, 164] build on the

above observation and show that even small shocks lead to cascades that can

have devastating effects on the economy. Specifically, [164] argues that firm-

level idiosyncratic shocks can translate into large fluctuations in the production

network when the firm sizes are heavy-tailed, and, in the sequel, [4] replaced

[164]’s analysis on the firm size with the intersectoral network, building on the

Long-Plosser model. [193] introduces a supply chain model in which, when a

firm cannot satisfy its orders, it rations its production to the firms that depend

on it via the Input-Output matrix. The model of [193] has been used to study

supply chain effects of the COVID-19 pandemic [189, 413, 208, 336]. Finally, re-

cent work by [142] studies the propagation of shocks in a network. Our work is

related to the above works and attempts to study the propagation of individual

shocks at the supplier level to the (aggregate) production network through the

definition of a resilience metric.
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Seeding Problems in Supply Chains. In a different flavor from the literature

we discussed above, the work of [59] study how to find the least costly set of

firms to target as early adopters of traceability technology in a supply chain

network, where hyperedges model individual supply chains. The connections

to our paper involve the spread of information in a networked environment

through interventions. However, in this paper, we do not focus on building

algorithms for interventions; instead, we provide metrics to assess the vulner-

ability of nodes in a supply chain network, which can be informative for inter-

ventions.

Node Percolation. [181, 430] study node percolation processes, wherein graph

nodes fail independently with probability p. Their goal is to find the graphs –

among graphs with a fixed number of nodes and edges – such that the proba-

bility that the induced subgraph (after percolation) is connected is maximized.

Resilience and Risk Contagion in Financial Networks. In a different context,

similar models have been used to study financial networks, and optimal alloca-

tions in the presence of shocks [139, 179, 322, 320, 330, 161, 122, 12] and financial

network formation and risk, see, e.g., [62, 220, 212, 31, 32, 148, 149, 16, 385, 57].

Our work is related to the above works and attempts to study the propaga-

tion of individual shocks at the supplier level to the (aggregate) production net-

work through the definition of a resilience metric. [8] study financial networks

and state that contagion in financial networks has a phase transition: for small

enough shocks, a densely connected financial network is more stable, and, on

the contrary, for large enough shocks, a densely connected system is a more

fragile financial system. In a similar spirit, [17] and [46] characterize the size of
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defaults under financial contagion in random graphs. They show that firms that

contribute the most to network instability are highly connected and have highly

contagious links. Moreover, it has also been shown – see, e.g., [368, 47, 45], and

the references therein – that risky nodes in financial networks are connected to

centrality measures.

Cascading Failures and Emergence of Power Laws. There has been a large

body of literature on cascading failures in networks and how the cascade dis-

tributions behave as power laws in social networks [265, 420], and power grids,

see e.g., [128, 304]). We bring the perspective of supply chains and production

networks to this literature and offer new insights on how complexity of prod-

ucts and their interdependence affect production network resilience.

B.5 Experiments Addendum: World I-O Tables

Country Size (K) Avg. Degree Density Min/Max In-degree Min/Max Out-degree AUC

USA 55 54.00 1.000 54 54 0.052
Japan 56 45.33 0.824 0 – 50 0 – 50 0.058
G. Britain 56 52.05 0.946 0 – 54 0 – 54 0.052
China 56 37.89 0.688 0 – 46 0 – 46 0.078
Indonesia 56 35.75 0.65 0 – 46 0 – 46 0.078
India 56 29.57 0.537 0 – 41 0 – 43 0.095

Table B.1: Network Statistics and AUC for the world economies. The edge den-
sity is computed as |E(G)|

K2−K .
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Figure B.1: World Economy Input-Output Networks. We set the number of
suppliers for each product to n = 1.

B.6 Generalizing Resilience

B.6.1 Hardness with deterministic marginals

If supplier failures are deterministic, the hardness follows from the following

decision problem, which is equivalent to calculating the resilience.

Definition B.6.1 (RESILIENCE-DETERMINISTIC). Given a production network

G, an average number of supplier failures x, and a non-negative integer f , does

there exist a deterministic distribution ν such that the number of failures is f ?

Theorem B.6.1. RESILIENCE-DETERMINISTIC is NP-hard.

The proof relies on a reduction from the 3-SET-COVER problem, where the

input consists of c elements V = {v1, . . . , vc} and r sets S = {s1, . . . , sr} where

each set has cardinality 3, and a number B. The question is whether there is a

collection of B subsets that cover all the elements.
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To construct the reduction, we consider a bipartite production network with

raw products R, labeled by {s1, . . . , sr}, and final goods C, labeled by {v1, . . . , vc},

with K = c + r products, where the left partition (raw products R) corresponds

to the sets in 3-SET-COVER and the right partition (consumer goods C) corre-

sponds to the elements in 3-SET-COVER. Each product/node has a single sup-

plier (ni = 1). Each raw product si ∈ R is used to make three complex products

such that for each complex product v j ∈ C we have v j ∈ si in the 3-SET-COVER

instance. We set f = B + c and x = B/K. The reduction runs in polynomial time,

creating a graph with O(K) nodes and O(K) edges.

( =⇒ ) Assume that there is a set coverJ ⊂ S of size B = |J|. Then we choose

the raw products J ⊆ R corresponding to J and the set xi = 1 for the unique

supplier of the product i (so that it fails deterministically with probability 1). B

of the raw products and all c consumer goods fail. Therefore, the number of

failures is now B + c.

( ⇐= ) Take any supplier failure assignment with at least B + c supplier

failures. Then, if there exists a scenario with B+ c failed products, then it should

necessarily include all c consumer goods and B of the raw products, whose

corresponding subsets in S constitute a solution to the 3-SET-COVER problem.

B.6.2 Distribution Constraints

For brevity, we let N =
∑

i∈K ni. The definition of Equation (3.16) requires defin-

ing a distribution ν over the union of the suppliers. We let U =
⋃

i∈K S(i) be

the universe of suppliers. We let ν : 2U → [0, 1] be the distribution, where ν(U)

corresponds to the probability that at subset U ⊆ U of the suppliers is active.
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We require the coupling to be non-negative and normalized:

ν (U) ≥ 0, ∀U ∈ 2U (B.9)∑
U⊆U

ν(U) = 1, (B.10)

and respect the corresponding marginals, i.e.

∑
T⊆U:s<T

ν(T ∪ {s}) ≤ xs. (B.11)

Finally, we impose the budget constraint, i.e.

0 ≤ xs ≤ 1 ∀s ∈ U (B.12)∑
s∈U

xs ≤ xN. (B.13)

In matrix notation, if x̄ is the vector of marginals,

ν ≥ 0, x̄ ≥ 0 (B.14)

x̄ − 1 ≤ 0,Φν − x̄ ≤ 0,1T x̄ ≤ xN,1Tν ≤ 1 (B.15)

where Φ is a matrix such that ϕT,s = 1 if and only if s < T . The number of

variables needed to define ν is O
(
2N

)
.
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B.6.3 Upper bound on E [F]

We extend Equation (3.10) to account for ν. Specifically, we are interested in the

upper bound on the number of failures for the worst possible joint distribution

ν. The primal problem corresponding to this upper bound is as follows:

p∗ = max
β,q,ν≥0

1Tβ (B.16)

s.t. β ≤ 1, (I − yAT )β − Ψν ≤ 0 (B.17)

Equation (B.14) (B.18)

We define Ψ as the K × 2N matrix with elements ψi,T = 1 iff T ⊆ U \ S(i) and

0 otherwise. Taking the dual yields,

d∗ = min
γ,θ,ζ,κ,η,ξ≥0

1Tθ + 1Tζ + η + ξxN (B.19)

s.t. (I − yA)γ + θ ≥ 1

ζ − κ + 1ξ ≥ 0

− ΨTγ + ΦTκ + 1η ≥ 0.

B.6.4 Lower Bound

Similarly to Theorem 3.4.12, if we take a feasible dual solution (γ̃, θ̃, ζ̃, κ̃, η̃, ξ̃) to

Equation (B.19) with objective value d̃, we can show from weak duality that it

suffices to set d̃ ≤ 1 − ε to get a lower bound on RG(ε). This implies that
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RG(ε) ≥
ε − 1T θ̃ − 1T ζ̃ − η̃

ξ̃N
(B.20)

Therefore, a lower bound can be devised by taking the maximum possible

value of the RHS, i.e.

R
G

(ε) = max
γ,θ,ζ,κη,ξ

ε − 1Tθ − 1Tζ − η

ξN
(B.21)

s.t. Equation (B.19) constraints

It is easy to show that in optimality η = 0, θ = 0 and ζ = 0, we therefore have

the following.

R
G

(ε) = max
γ,κ,ξ

ε

ξN
(B.22)

s.t. (I − yA)γ ≥ 1, −κ + 1ξ ≥ 0, −ΨTγ + ΦTκ ≥ 0.

B.6.5 Resulting Lower Bound for the Resilience

The results yield the following theorem.

Theorem B.6.2. If resilience is defined as in Equation (3.16), then a lower bound on re-

silience can be found by solving the following optimization problem with O(K) variables

and O(2N) constraints:
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R
G

(ε; y) = max
γ,κ,ξ≥0

ε

ξN

s.t. (I − yA)γ ≥ 1, −κ + 1ξ ≥ 0, −ΨTγ + ΦTκ ≥ 0,

where Ψ,Φ are matrices given in Appendix B.6.

B.7 Limitations of the LP-based bound

Theorem B.7.1. There exist non-negative integers m ≥ 2 and h ≥ 1 such that there

exists a family of graphs {Gm,h}m≥2,h≥1 with K = Θ(mh) nodes, n = 1 suppliers and

subsampling probabilities ym > 1/m, such that p∗m,h − E
[
Fm,h

]
≥ K/8, where p∗m,h is the

value of Equation (3.10) for Gm,h and E
[
Fm,h

]
is the expected number of failures in Gm,h.

The tree graphs with height h and fanout m are the family of graphs that

achieve this gap. Throughout the analysis, we will set m′ = mym for brevity, as

the percolation process on this (random) tree graph is equivalent to percolation

in a deterministic tree graph of height h and fanout m′. We set n = 1, and let

gm,h = p∗m,h − E
[
Fm,h

]
be the additive gap between the LP approximation p∗m,h and

the true value E
[
Fm,h

]
for the graph Gm,h.

We start the proof with the case of h = 1, corresponding to a star graph

graph with m raw goods and a final product in the center. To find p∗m,1, note

that each of the leaf nodes fails with probability x and for the root we have

β∗root ≤ m′x + x = (m′ + 1)x. If x ≥ 1/(1 + m′) we have β∗root = 1, because the

union bound is loose and the box constraint on the range of β becomes active.

Therefore, p∗m,1 = mx+ 1. In contrast, the size of the cascade is given by E
[
Fm,1

]
=
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mx + x + 1 − (1 − x)m − x(1 − (1 − x))m = mx + 1 − (1 − x)m+1. The gap gm,1 equals

gm,1 = (1− x)m+1 and for x = 1/(1+m′) we have gm,1 ≥
(

1
4

)(m+1)/(m′+1)
≥ 1

4 . Moreover,

for any h ≥ 2 we can inductively show that gm,h = gm,1 + mgm,h−1, and therefore

solving the recurrence yields gm,h ≥ mh/4 ≥ K/8 (since mh ≥ K/2) which grows

unbounded as h,m→ ∞.
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APPENDIX C

PRIVACY-PRESERVING DECISION-MAKING FOR RESILIENCE:

DIFFERENTIALLY PRIVATE DISTRIBUTED INFERENCE IN

CONTINUOUS AND DISCRETE HYPOTHESIS SPACES

Part 1: Learning and Inference in Continuous

Hypothesis Spaces

C.1 Proofs

C.1.1 Proof of Theorem 4.1.1

Proof. Since A is real and symmetric, we can do an eigen decomposition of A as

A = QΛQT where Q is an orthonormal eigenvector matrix, and Λ is the diagonal

eigenvalue matrix. We have that ∥νt − µt∥
2
2 = ∥QΛ

tQT d∥22 =
∑n

i=1 λ
2t
i (A)(qT

i d)2. Note

that E
[
(qT

i d)2
]
= E

[∑n
j=1 q2

i jd
2
j +

∑
1≤ j<k≤n qi jqikd jdk

]
= E

[∑n
j=1 q2

i jd
2
j

]
=

∑n
i=1 q2

i jV [di].

Therefore E
[
∥νt − µt∥

2
2

]
=

∑n
j=1V

[
d j

]∑n
i=1 λ

2t
i (A)q2

i j. Since for all 2 ≤ i ≤ n we have

that |λi(A)| ≤ b⋆n , and by using Jensen’s inequality we get that

E
[
∥νt − µt∥2

]
≤

√√ n∑
i, j=1

V
[
d j

]
λ2t

i (A)q2
i j ≤

n∑
i, j=1

√
V

[
d j

]
|λt

i(A)||qi j|

≤

n∑
j=1

√
V

[
d j

]
|q1 j| + (b⋆n )t

n∑
i, j=1

√
V

[
d j

]
|qi j|

≤

√√ n∑
j=1

V
[
d j

] (
1 +
√

n − 1(b⋆n )t
)
.
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To minimize the upper bound on the MSE for each agent j, it suffices to

minimize the variance of d j ∼ D j, subject to differential privacy constraints.

We assume that the PDF of D j – denoted by pd j(·) ∈ ∆n,Θ(R) – is differentiable

everywhere in R. The differential privacy constraint is equivalent to∣∣∣∣∣∣ d
ds j

logP[ψMS
j
(s j) = t]

∣∣∣∣∣∣ ≤ ε ⇐⇒∣∣∣∣∣∣ d
ds j

log pd j(t − ξ(s j))

∣∣∣∣∣∣ ≤ ε ⇐⇒∣∣∣∣∣∣ d
ds j

pd j(t − ξ(s))

∣∣∣∣∣∣ ≤ εpd j(t − ξ(s j)),

for all t ∈ R and s j ∈ Θ. Letting u = t − ξ(s j) we get that, in order to satisfy ε-DP,∣∣∣∣∣∣dpd j(u)
du

∣∣∣∣∣∣ ≤ ε

∆n,Θ
pd j(u),

where ∆n,Θ = maxs∈Θ

∣∣∣∣ dξ(s j)
ds j

∣∣∣∣ is the global sensitivity of ξ. We have that

min
pd j (·)∈∆n,Θ(R)

Ed j∼D j

[
d2

j

]
=

∫
R

t2 pd j(t)dt

s.t.
∫
R

pd j(t)dt = 1,

|p′d j
(t)| ≤

ε

∆n,Θ
pd j(t), ∀t ∈ R.

From Theorem 6 of [247] we get that the optimal solution to the above prob-

lem is the Laplace distribution with scale λ j = ∆n,Θ/ε,

pd j(t) =
ε

2∆n,Θ
exp

(
−

ε

∆n,Θ
|t|
)
, ∀t ∈ R.

To derive the upper bound on the error note that by Theorem 3 of [343] we have

that E
[
∥µt − 1xmθ∥2

]
≤
√

n(n − 1)(b⋆n )tΓn,Θ, and also E
[
∥µt − νt∥2

]
≤

√∑n
j=1V

[
d j

]
(1 +

√
n − 1(b⋆n )t). Applying the triangle inequality yields the final result, i.e.,

E
[
∥νt − 1xmθ∥2

]
≤

√
n(n − 1)(b⋆n )tΓn,Θ +

√√ n∑
j=1

V
[
d j

]
(1 +

√
n − 1(b⋆n )t). (C.1)
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Using the optimal distributions D⋆
i = Lap(∆n,Θ/ε) in (4.8) gives the claimed

upper bound on TE(MS ). □

C.1.2 Proof of Corollary 4.1.2 (DP preservation across time)

To derive the DP guarantee for the MVUE for round t, we will do an induction.

Specifically, we want to prove that for all x = (x1, . . . , xn) ∈ Rn we have for all

i ∈ [n], ∣∣∣∣∣∣log
P[νi,t = xi]
P[ν′i,t = xi]

∣∣∣∣∣∣ ≤ ε,
for all adjacent pairs of signals and beliefs, i.e.,

∥∥∥∥(si, {ν j,t−1} j∈Ni) − (s′i , {ν
′
j,t−1} j∈Ni)

∥∥∥∥
1
≤

1. We proceed with the induction as follows:

• For t = 1, the result is held by the construction of the noise and the defini-

tion of DP.

• For time t ∈ N, we assume that
∣∣∣∣∣log

(
P[νi,t=xi]
P[ν′i,t=xi]

)∣∣∣∣∣ ≤ ε for all x = (x1, . . . , xn) ∈ Rn.

• For time t + 1, we have that for all i ∈ [n],

∣∣∣∣∣∣log
P[νi,t+1 = xi]
P[ν′i,t+1 = xi]

∣∣∣∣∣∣ =
∣∣∣∣∣∣log

P[νi,t = (A−1x)i]
P[ν′i,t = (A−1x)i]

∣∣∣∣∣∣ ≤ ε.
which holds by applying the definition of the MVUE update, the fact that

A is non-singular, and the inductive hypothesis for t.
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C.1.3 Proof of Theorem 4.1.3

Proof. Similarly to Theorem 4.1.1, we decompose A as A = QΛQT and get that

∥νt − µt∥
2
2 =

∥∥∥∥∥∥∥1
t

Q
t−1∑
τ=0

Λτdt−τQT

∥∥∥∥∥∥∥
2

2

=
1
t2

n∑
i=1

t−1∑
τ=0

λ2τ
i (A)(qT

i dt−τ)2.

We take expectations and apply Cauchy-Schwarz to get

E
[
∥νt − µt∥

2
2

]
≤

1
t2

n∑
i=1

t−1∑
τ=0

λ2τ
i (A)E

[
∥dt−τ∥

2
2

]
(C.2)

≤
1
t2

1 + n∑
i=2

t−1∑
τ=0

λ2τ
i (A)


 n∑

j=1

t−1∑
τ=0

V
[
d j,t−τ

]
≤

1
t2

1 + (n − 1)
t−1∑
τ=0

(b⋆n )2τ


 n∑

j=1

t−1∑
τ=0

V
[
d j,t−τ

]
≤

1
t2

(
1 +

n − 1
1 − (b⋆n )2

)  n∑
j=1

t−1∑
τ=0

V
[
d j,t−τ

] .
By Jensen’s inequality, we get that

E
[
∥νt − µt∥2

]
≤

1
t

1 +
√

n − 1
1 − (b⋆n )2


√√√ n∑

j=1

t−1∑
τ=0

V
[
d j,t−τ

]
.

Also note that the dynamics of qt = µt − 1mθ obey

qt =
t − 1

t
Aqt−1 +

1
t

(ξt − 1mθ) .

By following the same analysis as Equation (C.2) we get that
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E
[
∥νt − µt∥2

]
≤

√
n
t

1 +
√

n − 1
1 − (b⋆n )2

 √
V

[
ξ(s)

]
,

and then, the triangle inequality yields

E [∥νt − 1mθ∥2] ≤
1
t

1 +
√

n − 1
1 − (b⋆n )2


√ntV

[
ξ(s)

]
+

√√√ n∑
j=1

t−1∑
τ=0

V
[
d j,t−τ

] .
To optimize the upper bound of Equation (C.2), for every index 0 ≤ τ ≤

t − 1 and agent j ∈ [n] we need to find the zero mean distribution D j,τ+1 with

minimum variance subject to differential privacy constraints. We follow the

same methodology as Theorem 4.1.1 and arrive at the optimization problem

min
pd j,τ+1 (·)∈∆n,Θ(R)

Ed j,τ+1∼D j

[
d2

j,τ+1

]
=

∫
R

u2 pd j,τ+1(u)du

s.t.
∫
R

pd j,τ+1(u)du = 1,

|p′d j,τ+1
(u)| ≤

ε

∆n,Θ
pd j,τ+1(u), ∀u ∈ R.

The optimal distribution is derived identically to Theorem 4.1.1, and equals

D⋆
j,τ+1 = Lap

(
∆n,Θ

ε

)
for all j ∈ [n] and 0 ≤ τ ≤ t − 1.

□

C.1.4 Proof of Theorem 4.1.4

Proof. Let C(t) = B(t) − 1
t I, and let Φ(t) =

∏t−1
τ=0 C(τ). Note that C(t) can be written

as tC(t) = (t−2)I+A, and we can infer that the eigenvalues of C(t) satisfy λi(C(t)) =
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1 + λi(A)−2
t , and that {C(τ)}τ∈[t] and A have the same eigenvectors. Therefore,

λi(Φ(t)) =
t−1∏
τ=0

λi(C(τ)) ≤ exp

 t∑
τ=1

λi(A) − 2
τ

 ≤ tλi(A)−2.

Similarly to Theorem 4.1.3, we have the following.

E
[
∥νt − µt∥

2
2

]
=

1
t2

n∑
i=1

t−1∑
τ=0

λi(Φ(τ))2E
[(

qT
i dt−τ

)2
]

≤
1
t2

 n∑
i=1

t−1∑
τ=0

λi(Φ(τ))2

  t−1∑
τ=0

E
[
∥dt−τ∥

2
2

]
≤

1
t2

 n∑
i=1

∫ t

1
τ2λi(A)−4dτ

 t−1∑
τ=0

E
[
∥dt−τ∥

2
2

]
≤

1
t2

 n∑
i=1

∫ t

1
τ2λi(A)−4dτ

  t−1∑
τ=0

E
[
∥dt−τ∥

2
2

]
≤

1
t2

 n∑
i=1

1
3 − 2λi(A)

 t−1∑
τ=0

E
[
∥dt−τ∥

2
2

]
≤

1
t2

(
1 +

n − 1
3 − 2b⋆n

) t−1∑
τ=0

E
[
∥dt−τ∥

2
2

]
≤

1
t2

(
1 +

n − 1
3 − 2b⋆n

)  n∑
i=1

t−1∑
τ=0

V
[
di,t−τ

] .
Applying Jensen’s inequality, we get that

E
[
∥νt − µt∥2

]
≤

1
t

√√
n∑

i=1

t−1∑
τ=0

V
[
di,t−τ

] 1 +
√

n − 1
3 − 2b⋆n

 .
Similarly, by considering the dynamics of qt = µt − 1mθ we get that

E
[
∥µt − 1mθ∥2

]
≤

√
n
t

√
V

[
ξ(s)

] 1 +
√

n − 1
3 − 2b⋆n

 .
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The triangle inequality yields the final error bound.

To derive the optimal distributions, note that at each round t, the optimal

action for agent i is to minimize V
[
di,t

]
subject to DP constraints. By following

the analysis similar to Theorem 4.1.1, we deduce that the optimal noise to add

is Laplace with parameter max{max j∈Ni ai j,∆n,Θ}/ε.

□

C.2 Algorithm of Rizk et al. (2023)

We adapt the framework of [354] to our problem, for which the identification of

the MVUE xmθ can be formulated as

xmθ = argmin
m∈R

1
2n

n∑
i=1

(m − ξ(si))2︸        ︷︷        ︸
Ji(m)

.

The private dynamics for updating the beliefs νt can be found by simplifying

the consensus algorithm given in Equations (24)-(26) of [354]:

νi,t = aii(νi,t−1 + gii,t) +
∑
j∈Ni

ai j

(
ν j,t−1 + gi j,t

)
+ di,t − η(νi,t−1 − ξ(si)).

Here, η is the learning rate, di,t is noise used to protect the private signal, and

gi j,t,
{
gi j,t

}
j∈Ni

are noise terms used to protect own and the neighboring beliefs. As

a first difference, we observe that [354] uses (n + m)T noise variables, whereas

our method uses just n noise variables, which makes our method easier to im-

plement for the MVUE task. It is easy to observe that these dynamics converge
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slower than our dynamics for two reasons: (i) the privacy protections are added

separately for the signal and each neighboring belief, and (ii) the beliefs are al-

ways using information from the signals since the method is first-order, thus

requiring noise to be added at each iteration.

For this reason, the authors consider graph-homomorphic noise, i.e., noise

of the form gi j,t = qi,t for all j , i and gii,t = −
1−aii

aii
qi,t where qi,t are noise variables.

Rewriting the dynamics in this form, we get the following update:

νi,t = (aii − η)νi,t−1 +
∑
j∈Ni

ai jν j,t−1 + ηξ(si) + di,t.

Given a privacy budget ε, in order to make a fair comparison with our al-

gorithm, the noise variable should be chosen as di,t ∼ Lap
(
ηTS ⋆

ξ,γ(si)

ε

)
for Signal

DP, and di,t ∼ Lap
(

T max{max j,i ai j,ηS ⋆
ξ,γ(si)}

ε

)
for Network DP. Here, since the per-agent

privacy budget is ε, and the noise is added T times at each iteration, the initial

budget needs to be divided by T .

We run the same experiments as in Section 4.1.9 with the method of [354]

and compare with our method using the same values of the privacy budget ε

and a learning rate η = 0.001 to get the results in Figure 4.7.
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C.3 Extensions to Dynamic and Directed Networks and Het-

erogeneous Privacy Budgets

C.3.1 Dynamic Networks

In this problem, the agents observe a sequence of dynamic networks {G(t)}t∈N, for

example, due to corrupted links, noisy communications, other agents choosing

not to share their measurements, power failures etc. These dynamic networks

correspond to a sequence of doubly stochastic matrices {A(t)}t∈N. A choice for

the weights are the modified Metropolis-Hastings (MH) weights:

ai j(t) =


1

2 max{degt(i),degt( j)} , j , i

1 −
∑

j∈Ni
ai j(t), j = i

. (C.3)

This is a natural choice of weights since they can be easily and efficiently

computed by the agents in a distributed manner (e.g., in a sensor network) from

the knowledge of own and neighboring degrees, thus requiring minimal mem-

ory to be stored for each agent. Below we will show that the MVUE and the

OL algorithms converge under minimal assumptions for the time-varying MH

weights.

MVUE.. We can prove that if Gt contain no isolated nodes, the beliefs would

converge to xmθ as a direct consequence of [95, Theorem 1.4], i.e.

Proposition C.3.1. If Gt contains no isolated nodes for all t ∈ N, for accuracy 0 < ρ <

1/2, the dynamics with the modified MH weights of Equation (C.3) will converge to the
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MVUE, xmθ, in

t = min

2O(n)(Γn,Θ + ∆n,Θ/ε)
ρ

,

(
log
Γn,Θ + ∆n,Θ/ε

ρ

)n−1

2n2−O(n)


steps.

Proof. The proof follows from applying Theorem 1.4 of [95], since max j,i ai j ≤

1/2, the graph is undirected, and the diameter of the points is at most 2(Γn,Θ +

∆n,Θ/ε). □

Note that the above convergence rate is exponentially worse than the

t = O
(
log

(
n(Γn,Θ + ∆n,Θ/ε)/ρ

)
log(1/b⋆n )

)
convergence time that we obtain for static networks.

Online Learning.. For the online learning regime, we can follow the approach

presented in [391]. For this, we consider the following update rule:

νt =
t − 1

t
νt−1 +

1
t

A(t)νt−1 +
1
t

(ξt + dt) . (C.4)

We show that under reasonable assumptions on the graph sequence, the

above algorithm converges to 1mθ almost surely.

Proposition C.3.2. If Gt contains no isolated nodes for all t ∈ N, and there exists an

integer B such that
⋃t(B+1)−1

τ=tB Gτ is strongly connected for every t ∈ N, then the dynamics

of Equation (C.4) with the modified MH weights of Equation (C.3) converge to 1mθ

almost surely.
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Proof. The dynamics have the form of the dynamics of [391]. We will show

the result by showing that the assumptions of [391] hold. Specifically, all non-

zero elements of A(t) have value at least 1/(2n), aii(t) ≥ 1/2 for all i ∈ [n], t ∈ N

by our hypothesis, there exists an integer B such that
⋃t(B+1)−1

τ=tB Gτ is strongly

connected for every t ∈ N by our hypothesis,
∑∞

t=1 1/t = ∞, and
∑∞

t=1 1/t2 < ∞.

Thus, by Proposition 2 of [391], the beliefs converge almost surely to 1mθ as

t → ∞. Furthermore, we can show that the dependence on t becomes slower,

i.e., from t−1/2 when the network is static to t−1/n3 when the network is dynamic.

□

C.3.2 Directed Networks

We can also consider extensions of our results to directed graphs, i.e., when

ai j , a ji in general. Such asymmetries can arise due to systemic heterogeneities,

e.g., varying accuracy and reliability of sensors in a sensor network or imbal-

ances caused by influence dynamics in a social network. The adjacency weights

in such cases are no longer doubly stochastic, making the MVUE dynamics in

Equations (4.3) and (4.7) to converge to xmθ = qT
1 ξ where q1 is the stationary dis-

tribution of the Markov chain with transition matrix A, satisfying Aq1 = q1 and

qT
11 = 1. Unlike the doubly stochastic case, the stationary distribution is not nec-

essarily uniform, in which case the aggregate converges to a weighted average

of ξ(si) that is no longer minimum variance. To analyze the convergence rate of

the algorithms with asymmetric adjacency weights, we cannot use tools from

the theory of doubly-stochastic matrices anymore, and we need to rely on dif-

ferent tools from the analysis of convergence of non-reversible Markov chains.
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The results of [94] extend the notion of spectral gap and can make this analy-

sis possible. However, these results come with significant technicalities, using

substantially different analytical steps that are beyond the scope of our present

work. More limited conclusions about the asymptotic rates and finite-time con-

vergence can be asserted in special cases by applying existing results such as

[391].

C.3.3 Heterogeneous Privacy Budgets

Our algorithms extend easily to the case where each agent has their own privacy

budget εi, e.g., due to their differing energy consumption levels. In this case, it

is easy to show that all of the results can be updated to accommodate heteroge-

neous εi and the smooth sensitivities ∆n,Θ,i, as shown in Table C.1 below.

Table C.1: Total Error Bounds for heterogeneous privacy budgets {εi}i∈[n]. The
blue terms are due to privacy constraints (CoP), and the red terms are due to de-
centralization (CoD). Here Γn,Θ and b⋆n are the same as in Table 4.1, and {∆n,Θ,i}i∈[n]

are the smooth sensitivities for each agent which can be set as ∆n,Θ,i = S ∗ξ,γ(si) for
the case of Signal DP and ∆n,Θ,i = max

{
max j,i ai j, S ∗ξ,γ(si)

}
for the case of Network

DP.

Minimum Variance Unbiased Estimation Online Learning of Expected Values

O
(
(b⋆n )tΓn,Θ + (1 + (b⋆n )t)

∑n
i=1
∆n,Θ,i

εi

)
O

(
n
√

t

√
V

[
ξ(s)

]
+ 1
√

t

∑n
i=1
∆n,Θ,i

εi

)

The possibility of heterogeneous privacy budgets opens new avenues to ex-

plore the allocation of an overall privacy budget (nε) while respecting individual

budgets {εi,max}i∈[n]. Such a situation may arise, e.g., to limit overall information

leakage against an adversary that can eavesdrop on some or all of the commu-

nications. Suppose that each agent wants to maintain εi-DP and suppose that

there is an adversary that eavesdrops on all of the beliefs (this also covers the
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Figure C.1: Sample Paths for MVUE and OL for the German Households
Dataset with heterogeneous budgets (centralized solution). For the OL case, we
plot the optimal privacy overhead

∑n
i=1
∆n,Θ,i

ε⋆i
which we compare with the lower

bound
∑n

i=1
∆n,Θ,i

ε
, and the upper bound

∑n
i=1
∆n,Θ,i

εi,max
.

cases where the adversary has access to a subset W of the [n], such as in the case

of a targeted attack to a large part of the network). Note that all of the results

presented so far protect against information leakage about a single agent’s sig-

nals (or their network neighborhoods) when their reports νi,t are compromised.

However, if the goal is to protect the private signals against an adversary that

can eavesdrop simultaneously on all or a subset of agents, then each individual

agent’s report can be regarded as a data release about the vector of all signals

that needs to be protected at the nε-DP level, in addition to the individual-level

εi,max-DP protections required by each agent. If the adversary can eavesdrop

on all of the signals, then the resulting mechanism that protects the joint dis-

tribution of the signals can be thought of as a mechanism ΨMS which adds n-

dimensional noise d to the sufficient statistics and each dimension i ∈ [n] of the
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Figure C.2: Sample Paths for MVUE and OL for the German Households
Dataset with heterogeneous budgets (decentralized solution). For the OL case,
we plot the optimal privacy overhead

∑n
i=1
∆n,Θ,i

ε⋆i
which we compare with the

lower bound
∑n

i=1
∆n,Θ,i

ε
, and the upper bound

∑n
i=1
∆n,Θ,i

εi,max
.

(a) Homogeneous (b) Problem (C.6) (c) Problem (C.7)

Figure C.3: MSE Plots for the German Households Dataset with heterogeneous
privacy budgets. We note that compared to the homogeneous case, using het-
erogeneous budgets reduces the MSE.

noise corresponds to di,t, i.e.,

ΨM
S
(s1,t, . . . , sn,t) = ξt + dt

Then, if ∆n,Θ,i is the sensitivity for each agent i, the noise has PDF:
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pdt(u1, . . . , un) =
n∏

i=1

εi

2∆n,Θ,i
exp

(
−

εi

∆n,Θ,i
|ui|

)
∝ exp

− n∑
i=1

εi

∆n,Θ,i
|ui|


Now, consider a pair (s1,t, . . . , sn,t), (s′1,t, . . . , s

′
n,t) of sets of signals such that

∥∥∥(s1,t, . . . , sn,t) − (s′1,t, . . . , s
′
n,t)

∥∥∥
1
≤ 1.

Then, we have that for all x ∈ Rn:

∣∣∣∣∣∣∣log

P[ΨMS
i,t(s1,t, . . . sn,t) = x]

P[ΨM
S
i,t(s′1,t, . . . s

′
n,t) = x]


∣∣∣∣∣∣∣ =

∣∣∣∣∣∣log
(

pdt(ξt − x)
pdt(ξ

′
t − x)

)∣∣∣∣∣∣
=

∣∣∣∣∣∣∣
n∑

i=1

εi

∆n,Θ,i
(|ξ(s′i,t) − x| − |ξ(si,t) − x|)

∣∣∣∣∣∣∣
≤

n∑
i=1

εi

∆n,Θ,i
|ξ(si,t) − ξ(s′i,t)|

≤

n∑
i=1

εi

∥∥∥si,t − s′i,t
∥∥∥

1

≤

 n∑
i=1

εi

 max
i∈[n]

∥∥∥si,t − s′i,t
∥∥∥

1

≤

n∑
i=1

εi. (C.5)

Now suppose we want to protect the vector of all beliefs against the eaves-

dropper at the nε-DP level (assuming an average privacy budget of ε per agent

for the overall protection of the vector of all private signals). The noise that is

added to individual estimates also works to protect the entire vector of all esti-

mates against the eavesdropper and to achieve the latter at the nε level, Equa-

tion (C.5) indicates that it is sufficient to ensure that
∑
εi ≤ nε. On the other

hand, given εi privacy level at every agent i, we also want to minimize the

accuracy loss by reducing
∑n

i=1 ∆n,Θ,i/εi while ensuring that individual privacy
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budgets do not exceed a preset maximum: vecεi ≤ εi,max for all i. The subsequent

optimization problem to allocate individual privacy budgets can be formulated

as follows:

min
ε1,...,εn>0

n∑
i=1

∆n,Θ,i

εi
(C.6)

s.t.
n∑

i=1

εi ≤ nε.

εi ≤ εi,max ∀i ∈ [n]

Following KKT conditions [74], Equation (C.6) admits a closed-form solu-

tion. The solution indicates that by allowing heterogeneous privacy budgets

and taking into account individual smooth sensitivities in the optimal alloca-

tion, we can improve the total error. These observations are summarized below:

Proposition C.3.3. The following hold:

1. If
∑n

i=1 εi,max ≥ nε, then the optimal solution to Equation (C.6) is

ε⋆i = min

εi,max,
nε

√
∆n,Θ,i∑

j∈[n]
√
∆n,Θ, j


for all i ∈ [n]. Moreover, the improvement over

∑n
i=1
∆n,Θ,i

ε
satisfies mini∈[n] ∆n,Θ,i

maxi∈[n] ∆n,Θ,i
≤∑n

i=1
∆n,Θ,i
εi∑n

i=1
∆n,Θ,i
ε

≤ 1.

2. If
∑n

i=1 εi,max < nε then the optimal solution is ε⋆i = εi,max for all i ∈ [n].

In a large network making individual nodes aware of their allocated budgets

based on their smooth sensitivities is difficult to achieve in a central manner. The
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following formulation of the allocation problem arrives at a sub-optimal solu-

tion that satisfies the nε global privacy budget constraint by imposing n addi-

tional constraints in the local neighborhoods: aiiεi+
∑

j∈Ni
ai jε j ≤ ε, ∀i ∈ [n]. The

advantage of these constraints is that they can be verified locally, and satisfying

them implies the nε global budget constraint in Equation (C.6). The subsequent

optimization problem is given in Equation (C.7). It allows individuals to learn

their allocated budgets in a distributed manner by running distributed gradi-

ent descent, which is guaranteed to converge since the problem is convex [360,

Chapter 7].

min
ε1,...,εn>0

n∑
i=1

∆n,Θ,i

εi
(C.7)

s.t. aiiεi +
∑
j∈Ni

ai jε j ≤ ε, ∀i ∈ [n]

εi ≤ εi,max, ∀i ∈ [n].

Numerical Experiment.. We test our method with the German Households

dataset. Specifically, we set a per-agent average budget of ε = 1 for MVUE and

ε = 10 for OL. We put a maximum individual budget cap of εi,max = 10ε in both

cases. We report the sample paths in Supplementary Figures C.1 and C.2, and

observe that the dynamics converge faster compared to the homogeneous case

(cf. Figure 4.4). In Supplementary Figure C.3, we present an MSE plot where the

MSE is plotted as a function of ε, and observe that the algorithm with the hetero-

geneous thresholds has smaller MSE compared to the homogeneous thresholds.

These results confirm our theoretical observations in Proposition C.3.3.

372



Part 2: Learning and Inference in Discrete

Hypothesis Spaces

C.4 Additional Related Work

In this section, we review the following collections of literature on privacy and

group decision-making: (i) differential privacy, (ii) works at the intersection of

group decision-making and social learning, (iii) privacy protections in social

network contexts, (iv) literature in distributed learning and estimation, and (v)

existing advances in the literature of privacy in healthcare contexts.

Differential privacy. Data privacy has evolved to incorporate various concepts,

including K-anonymity. In modern definition, a mechanism is considered dif-

ferentially private if it assigns similar records to the same value with equal like-

lihood. This definition has a significant implication. It ensures that the outcome

of a statistical analysis remains consistent regardless of an individual’s partic-

ipation in the social learning process. Numerous existing mechanisms, such

as the randomized response [416], the Laplace mechanism, and the Gaussian

mechanism, can be demonstrated to adhere to differential privacy principles.

The randomized response, for example, introduces random perturbations in bi-

nary responses, allowing the retrieval of population means while allowing in-

dividual respondents to maintain plausible deniability. It serves as an example

of adding noise to the data.

When it comes to handling donated data for purposes such as providing rec-

ommendations to public policy agencies or submitting online product reviews
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on e-commerce platforms, it is crucial to protect the privacy of data donors.

This is because common anonymization techniques used in such scenarios are

susceptible to different types of attacks, including identification risks [42], link-

age and cross-referencing vulnerabilities [382, 383], as well as statistical differ-

ence and reidentification attacks [252]. Therefore, protecting the privacy of data

donors becomes an essential aspect of statistical disclosure control in these con-

texts with important trade-offs between privacy and utility [438]. Our work

contributes to the literature on DP by utilizing DP techniques to enable group

decision making in distributed environments.

Group decision-making and social learning. The problem of aggregating the

opinions and observations of different individuals into a coherent collective

option arises naturally in jury deliberations, expert committees, medical di-

agnoses, or board meetings where several stakeholders must agree on a fac-

tual basis despite heterogeneity and uncertainty of their opinions and private

information. A common way to resolve disagreements in such contexts is

to engage in repeated peer interactions. Subsequently, a long line of litera-

ture goes back to seminal works of [28, 171, 121] that investigate the forma-

tion and evolution of Bayesian and non-Bayesian beliefs towards consensus

agreement. This problem has close parallels in distributed estimation [73, 398],

data fusion [281], as well as consensus and coordination in distributed control

[216, 285]. The formation, evolution and aggregation of beliefs in distributed

environments have attracted a lot of interest in statistics [174, 175, 170, 425, 337],

engineering [232, 289, 197, 76, 426, 352, 114, 339, 387, 73, 398, 365], philoso-

phy [259, 270, 126, 112], sociology [200, 162], machine learning [381], and eco-

nomics [182, 123, 183, 217, 35, 125, 116], among others.

374



Of particular interest to us in this paper is the growing literature on non-

Bayesian information aggregation and opinion pooling, going back to the clas-

sical work of DeGroot [121], who proposes linear opinion pools by averaging

the latest beliefs of each agent with those of their neighbors. Several asymptotic

properties and extensions of this model, including streams of private signals

over time, are studied in the literature [217, 182, 123]. To combine beliefs on

a finite set of alternatives, we use geometric averaging and logarithmic opin-

ion pools, which also have a long history in Bayesian analysis and behavioral

decision models [177, 358] and can be justified under specific axioms [287] or de-

rived as a no-recall behavioral update rule [340, 341, 342]. In this paper, we ask

how one should limit the information requirement of a non-Bayesian update to

guarantee differential privacy and ensure consensus agreement and asymptotic

learning for the agents.

Privacy-preserving methods in healthcare contexts. Data privacy and secu-

rity are critical in healthcare contexts [23]. An example is multicenter clinical

trials, which are often difficult to coordinate and conduct; see, for example,

the AIDS Clinical Trials Group [84, 195]. In the literature, a variety of meth-

ods and protocols have been proposed for privacy-preserving data sharing be-

tween collaborating healthcare centers and data providers; see, for example,

[414, 351, 163, 293]. Most of these methods are based on holomorphic encryption

schemes and rely on centralized processing authority; see, e.g., [163, 293, 176]).

In contrast, our method allows for fully distributed computation and does not

require a centralized party to coordinate communication or computations be-

tween the centers. Furthermore, our method is based on statistical disclosure

control following the differential privacy framework, which offers significant

advantages in runtime and flexibility to accommodate a variety of statistical
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models, including survival analysis [176, 163], logistic regression [176], and lin-

ear regression [163].

Differentially private hypothesis testing. There have recently been several

works on differentially private hypothesis testing [85, 82, 310]. A work related

to ours is the work of [30], which devises the most powerful differentially pri-

vate hypothesis test for binary variables, which introduces a new type of DP

noise: the TULAP noise. Our work differs from the work of [30] in two main

axes: first, [30] can be viewed as a centralized test, while ours is decentralized

and can only handle binary signals, where our work can support arbitrary dis-

tributions. The work of [233] utilizes and adapts the mechanism [30] to general

distributions; however, the new mechanism is not distributed and does not have

optimal statistical power. Moreover, the work of [85] shows that one of the noise

distributions that optimize the sample complexity in nondistributed differen-

tially private hypothesis testing is the Laplace noise. Similarly, in our work, we

leverage the Laplace noise mechanism, which also has the added advantage of

minimizing the convergence time of our distributed estimators.

Privacy in social network contexts. With our DP formulation for distributed

learning environments, we can focus on privacy leaks through the informa-

tion flow on the network rather than the underlying network structure. More

broadly, the fundamental relationship between information flow and privacy is

well noted, cf., contextual integrity [309, 52] or how social network contexts af-

fect link formation and information sharing behaviors [5, 6]. Notwithstanding,

the privacy implications of information diffusion and algorithmic intervention

on social networks are largely unexplored, except in a few studies [346, 269, 345].

The existing work looks at this issue in specific, highly stylized scenarios. One
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study shows that it is extremely hard to hide the existence of a giant connected

component of infected nodes under an independent cascade model, and a sim-

ple inference attack can reveal the status of a good fraction of nodes [353]. In

another study, the authors propose a decaying pseudo-noise added locally to

mask the influence structure against an external observer with access to the en-

tire information flow under the Friedkin-Johnsen influence propagation model

[269].

Literature on Distributed Learning and Estimation. Our work builds upon the

distributed learning algorithms presented in [343], by incorporating DP. Even

though the belief updates posited in [343] are similar to the ones presented in

this paper, the incorporation of noise makes the algorithms’ behavior signifi-

cantly different, which requires novel tools to analyze that the current paper

provides. Moreover, the work of [343] provides asymptotic results for online

learning and estimation, whereas, in our paper, we provide non-asymptotic re-

sults which flesh out the trade-offs between the privacy budget, the number of

agents, the network, the errors, as well as the statistical models of the agents.

Moreover, an essential distinction between estimating a continuous quantity

in [325, 267, 227, 354, 429] and choosing from a discrete set in this work is in the

fact that DP randomization in the latter case induces a non-trivial failure prob-

ability that is bounded away from zero with increasing number of iterations.

Hence, in our work, to satisfactorily control the quality of the group decision

outcome, we need the agents to repeat their deliberations in multiple rounds

and then aggregate the outcome of several rounds towards a collective belief.

Different aggregation schemes are possible (e.g., based on arithmetic or geo-

metric averaging of the beliefs and using different threshold rules to identify
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the selected alternatives), which lead to different false-positive and missed de-

tection rates and come with their own privacy guarantee and communication

complexity requirements.

C.5 Non-Private Belief Propagation Algorithms

C.5.1 Non-private Distributed MLE

In the non-private regime, agents form beliefs µi,t(pθ) over the states pθ ∈ Θ at every

iteration t and exchange their beliefs with their neighbors until they can detect

the MLE. [343] give Algorithm 11 for belief exchange and prove that beliefs

converge to a uniform distribution over the MLE set (see Theorem 1 in their

paper).

Algorithm 11 Non-Private Distributed MLE

The agents begin by forming: γi(pθ) =
∏ni

j=1 ℓi(s j|pθ), and initializing their beliefs to
µi,0(pθ) = γi(pθ)/

∑
θ̃∈Θ γi(θ̃). In any future time period, the agents update their

belief after communication with their neighboring agents, and according to the
following update rule:

µi,t(pθ) =
µ1+aii

i,t−1 (pθ)
∏
j∈Ni

µ
ai j

j,t−1(pθ)∑
θ̃∈Θ

µ1+aii
i,t−1 (θ̃)

∏
j∈Ni

µ
ai j

j,t−1(θ̃)
, for all pθ ∈ Θ and t ∈ [T ]. (C.8)

The convergence of this algorithm relies on studying the behavior of the

log-belief ratio between two states pθ and qθ, whose dynamics are governed by

the powers of the primitive matrix A + I, see [343, Theorem 1], with modulus-

ordered eigenvalues 0 < |λn(A + I)| ≤ · · · ≤ |λ2(A + I)| < λ1(A + I) = 2. Specifically,
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[343, Theorem 1] state that there is a dominant term due to the maximum eigen-

value λ1(A + I) = 2 that dominates the log-belief ratios for large t, and n − 1

terms that decay exponentially with rate (|λ2(A + I)|/2)t. The dominant term de-

pends on the difference of the log-likelihoods between the states pθ and qθ, namely

Λ(pθ,qθ) = Λ(pθ) − Λ(qθ). Subsequently, the log-belief ratio approaches −∞ as t → ∞

whenever qθ ∈ Θ⋆, and we can recover the MLEs.

C.5.2 Non-private Online Learning from Intermittent Streams

[343] give Algorithm 12 for the agents to determine the true state θ◦ from their

streams of observations in the online learning regime.

Algorithm 12 Non-Private Distributed Online Learning

Every time t ∈ N0, each agent forms the likelihood product of the signals that it
has received at that iteration: γi,t(pθ) =

∏ni,t
j=1 ℓi(s j

i,t|
pθ), if ni,t ≥ 1, and γi,t(pθ) = 1 if

ni,t = 0. The agent then updates its belief according to:

µi,t(pθ) =
γi,t(pθ)µ

aii
i,t−1(pθ)

∏
j∈Ni

µ
ai j

j,t−1(pθ)∑
θ̃∈Θ

γi,t(θ̃)µ
aii
i,t−1(θ̃)

∏
j∈Ni

µ
ai j

j,t−1(θ̃)
, for all pθ ∈ Θ and t ∈ [T ], (C.9)

initialized by: µi,0(pθ) = γi,0(pθ)/
∑
θ̃∈Θ γi,0(θ̃).

[343] prove that this algorithm converges to learning the true state asymp-

totically. Their argument relies on the fact that the time average of the log-belief

ratio between any state pθ ∈ Θ and the true state θ◦, (1/t) log(µi,t(pθ)/µi,t(θ◦)), con-

verges to the weighted sum of the KL divergences of all agents, which is less

than zero if the models are statistically identifiable.
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C.6 Proofs and Convergence Analysis for Distributed, Private

MLE

C.6.1 Log-Belief Ratio Notations

Let µi,t(pθ) be the beliefs for the nonprivate system, and let νi,k,t(pθ) be the private

estimates for agent i ∈ [n], at the time step t ≥ 0 of round k ∈ [K]. For the non-

private algorithm (Algorithm 11) all pairs pθ,qθ ∈ Θ we let ϕi,t(pθ,qθ) = log
(
µi,t(pθ)
µi,t(qθ)

)
and λi(pθ,qθ) = log

(
γi(pθ)
γi(qθ)

)
be the log belief ratios and the log-likelihood ratios of the

agent i ∈ [n] in the time step t ≥ 0. For the private algorithm (Algorithm 8) we

let ψi,k,t(pθ,qθ) = log
(
νi,k,t(pθ)
νi,k,t(qθ)

)
, ζi,k(pθ,qθ) = log

(
σi,k(pθ)
σi,k(qθ)

)
, and κi,k(pθ,qθ) = di,k(pθ) − di,k(qθ) be the

private log-belief ratio, log-likelihood ratio and log of the noise ratio between

states pθ and qθ for agent i ∈ [n] at time step t ≥ 0 of round k ∈ [K], and denote their

vectorized versions by ϕt(pθ,qθ), ψk,t(pθ,qθ), λ(pθ,qθ), and ζk(pθ,qθ), respectively, where

the vectorization is over the agents i ∈ [n]. We define Λ(pθ,qθ) = 1Tλ(pθ,qθ), Zk(pθ,qθ) =

1Tζk(pθ,qθ) = 1T
(
λ(pθ,qθ) + κk(pθ,qθ)

)
.

We say that a stochastic process {Xt}t∈N converges in L2 to X, and write Xt
L2
→ X,

if and only if limt→∞ E [∥Xt − X∥2] = 0. Convergence in L2 implies convergence in

probability (i.e., Xt
p
→ X) due to Markov’s inequality.

To prove the results, we need the following auxiliary lemma:

Lemma C.6.1. Let X1, . . . , Xn be i.i.d. draws from a distribution D. Then, for every

i ∈ [n], we have P[Xi ≥ max j,i X j] = 1/n.

Let Ei = {Xi ≥ max j,i X j}. Note that because X1, . . . , Xn are i.i.d. P[E1] = P[E2] =

· · · = P[En]. Moreover, note that since the maximum is unique, we have that
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E1, . . . , En are a partition of the sample space. Therefore, we get
∑

i∈[n] P[Ei] = 1,

and subsequently P[Ei] = 1/n. □

C.6.2 Proof of Theorem 4.2.1

Similarly to [343, Theorem 1], we have that for any k ∈ [K]∥∥∥∥∥ψk,t(pθ,qθ) −
2t

n
Zk(pθ,qθ)1

∥∥∥∥∥
2
=

∥∥∥∥∥∥∥
n∑

i=2

(
λi(A + I)

2

)t

lirT
i ζk(pθ,qθ)

∥∥∥∥∥∥∥
2

≤

n∑
i=2

∣∣∣∣∣λi(A + I)
2

∣∣∣∣∣t ∥li∥2

∣∣∣rT
i ζk(pθ,qθ)

∣∣∣
≤

n∑
i=2

∣∣∣∣∣λi(A + I)
2

∣∣∣∣∣t ∥∥∥ζk(pθ,qθ)
∥∥∥

2

≤

n∑
i=2

∣∣∣∣∣λi(A + I)
2

∣∣∣∣∣t (∥∥∥λ(pθ,qθ)
∥∥∥

2
+

∥∥∥κk(pθ,qθ)
∥∥∥

2

)
.

Taking expectations and applying Jensen’s inequality, we can bound the

above as

E

[∥∥∥∥∥ψk,t(pθ,qθ) −
2t

n
Zk(pθ,qθ)1

∥∥∥∥∥
2

]
≤ 2(n − 1)

∣∣∣∣∣λ2(A + I)
2

∣∣∣∣∣t
nΓn,Θ +

n∑
i=1

√
V

[
di,k(pθ)

] ,
(C.10)

where Γn,Θ = maxi∈[n],pθ∈Θ | log γi(pθ)| and |λ2(A + I)|/2 < 1 is the SLEM of (A + I)/2; A

is doubly stochastic so 0 < |λn(A + I)| ≤ · · · ≤ |λn−1(A + I)| < λ1(A + I) = 2. Note

that the right-hand side in Equation (C.10) goes to 0 as t → ∞, which implies

that (by Markov’s inequality) ψk,t(pθ,qθ)
L2
→ 2t

n Zk(pθ,qθ)1.

Let θ⋆ ∈ Θ⋆ and θ̄ ∈ Θ̄. Based on our definition of Λ(·, ·) we should

have Λ(θ̄, θ⋆) < 0 and the corresponding non-private algorithm would have

ϕi,t(θ̄, θ⋆)→ −∞ for every θ̄ ∈ Θ̄ and θ⋆ ∈ Θ⋆. However, when noise is introduced,
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there could be mistakes introduced in the log-belief ratios, even if Λ(θ̄, θ⋆) < 0

we can have Zk(θ̄, θ⋆) ≥ 0 which implies ψi,k,t(θ̄, θ⋆) ̸→ −∞.

AM estimator. For all pθ ∈ Θ we let Y j(pθ) =
∑n

i=1 di,k(pθ). We focus on a single

θ⋆ ∈ Θ⋆. It is easy to show that because the noise is independent across the

agents, and i.i.d. between the states for a given agent i, then Y j(θ̄) and Y j(θ⋆) are

also i.i.d. for all θ̄ ∈ Θ̄, and therefore we have that (see Lemma C.6.1)

lim
T→∞
P
[
νi,k,T (θ⋆) > 0

]
≥ P

⋂
θ̄∈Θ̄

{
Yk(θ̄) ≤ Yk(θ⋆)

} = 1
|Θ̄|
.

Therefore, for the AM estimator we have the following:

lim
T→∞
P
[
νAM

i,T (θ⋆) = 0
]
= lim

T→∞
P

⋂
k∈[K]

{
νi,k,T (θ⋆) = 0

} ≤ (
1 −

1
|Θ̄|

)K

≤ e−
K
|Θ̄| , (C.11)

and the failure probability of the AM estimator can be calculated by applying

the union bound as

lim
T→∞
P
[
Θ⋆ ⊈ pΘAM

i,T

]
= lim

T→∞
P
[
∃θ⋆ ∈ Θ⋆ : νAM

i,T (θ⋆) = 0
]

≤ lim
T→∞

∑
θ⋆∈Θ⋆

P
[
νAM

i,T (θ⋆) = 0
]

≤ |Θ⋆|e−
K
|Θ̄| .

Setting K = |Θ̄| log(|Θ⋆|/(1 − β)), we can ensure that the Type II error rate is at

most 1 − β.

GM estimator. Similarly, for νGM
i,T we have the following:

lim
T→∞
P
[
νi,k,T (θ̄) = 0

]
≥ P

 ⋂
θ⋆∈Θ⋆

{
Yk(θ̄) ≤ Yk(θ⋆)

} = 1
|Θ⋆|

,
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for all θ̄ ∈ Θ̄ and subsequently

lim
T→∞
P
[
νGM

i,T (θ̄) > 0
]
= lim

T→∞
P

⋂
k∈[K]

{
νi,k,T (θ̄) > 0

} ≤ (
1 −

1
|Θ⋆|

)K

≤ e−
K
|Θ⋆ | ,

and

lim
T→∞
P
[
pΘGM

i,T ⊈ Θ
⋆
]
= lim

T→∞
P
[
pΘGM

i,T ∩ Θ̄ , ∅
]

= lim
T→∞
P
[
∃θ̄ ∈ Θ̄ : νGM

i,T (θ̄) > 0
]

≤ lim
T→∞

∑
θ̄∈Θ̄

P
[
νGM

i,T (θ̄) > 0
]

≤ |Θ̄|e−
K
|Θ⋆ | .

Therefore, selecting K = |Θ⋆| log(|Θ̄|/α) produces a Type I error rate of at most

α.

Differentially Private Outputs. Due to the postprocessing property of DP

(see Proposition 2.1 of [135]), the resulting estimates are ε-DP with respect to the

private signals.

C.6.3 Proof of Theorem 4.2.2

For simplicity of exposition, we have set ϱAM = ϱGM = ϱ which corresponds to

τAM = τGM = τ.

GM estimator. We let Yk(pθ) =
∑

i∈[n] di,k(pθ). We define the event F =
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{
∃k ∈ [K], θ̄ ∈ Θ̄, θ⋆ ∈ Θ⋆ : ZGM(θ̄, θ⋆) > Λ(θ̄, θ⋆)

}
. We have that

P[F]
(i)
≤

∑
θ̄∈Θ̄

P
[
∃k ∈ [K], θ⋆ ∈ Θ⋆ : Zk(θ̄, θ⋆) > Λ(θ̄, θ⋆)

]
(ii)
=

∑
θ̄∈Θ̄

(
1 − P

[
∀θ⋆ ∈ Θ⋆ : Z1(θ̄, θ⋆) ≤ Λ(θ̄, θ⋆)

])K

(iii)
≤ |Θ̄|

1 − P
⋂
θ̄∈Θ̄

{
Y1(θ̄) ≤ Y1(θ⋆)

}


K

(iv)
≤ |Θ̄|

(
1 −

1
|Θ⋆|

)K

(v)
≤ |Θ̄|e−K/|Θ⋆ |,

where the above follows (i) from the application of the union bound, (ii) us-

ing the fact that the K rounds are independent, (iii) the fact that {Z1(θ̄, θ⋆) ≤

Λ(θ̄, θ⋆)} ⊇
⋂

θ̄∈Θ̄

{
Yk(θ̄) ≤ Yk(θ⋆)

}
and that {Yk(θ̄)}θ̄∈Θ̄ and Yk(θ⋆) are i.i.d., (iv)

Lemma C.6.1, and (v) 1 + x ≤ ex for all x ∈ R.

For each round k of the algorithm and each pair of states pθ,qθ ∈ Θ, the follow-

ing holds for the log-belief ratio of the geometrically averaged estimates:

ψGM
i,t (pθ,qθ) =

1
K

∑
k∈[K]

ψi,k,t(pθ,qθ).

We let ZGM(pθ,qθ) = 1
K

∑K
k=1 Zk(pθ,qθ). By the triangle inequality and Theorem 4.2.1

E

[∥∥∥∥∥ψt(pθ,qθ) −
2t

n
ZGM(pθ,qθ)1

∥∥∥∥∥
2

]
≤

1
√

K

K∑
k=1

E

[∥∥∥∥∥ψk,t(pθ,qθ) −
2t

n
Zk(pθ,qθ)1

∥∥∥∥∥
2

]
. (C.12)
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For every round k ∈ [K],∥∥∥∥∥ψk,t(pθ,qθ) −
2t

n
Zk(pθ,qθ)1

∥∥∥∥∥
2
=

∥∥∥∥∥∥∥
n∑

i=2

(
λi(I + A)

2

)t

lirT
i ζk(pθ,qθ)

∥∥∥∥∥∥∥
2

≤

n∑
i=2

∣∣∣∣∣λi(I + A)
2

∣∣∣∣∣t ∥li∥2

∣∣∣rT
i ζk(pθ,qθ)

∣∣∣
≤

n∑
i=2

∣∣∣∣∣λi(I + A)
2

∣∣∣∣∣t ∥∥∥ζk(pθ,qθ)
∥∥∥

2

≤

n∑
i=2

∣∣∣∣∣λi(I + A)
2

∣∣∣∣∣t (∥∥∥λ(pθ,qθ)
∥∥∥

2
+

∥∥∥κk(pθ,qθ)
∥∥∥

2

)
.

Taking expectations and applying Jensen’s inequality, we can bound the

above as

E

[∥∥∥∥∥ψk,t(pθ,qθ) −
2t

n
Zk(pθ,qθ)1

∥∥∥∥∥
2

]
≤ 2(n − 1)

∣∣∣∣∣λ2(I + A)
2

∣∣∣∣∣t
nΓn,Θ +

n∑
i=1

√
V

[
di,k(pθ)

] .
(C.13)

Using a⋆n =
∣∣∣λ2(I+A)

2

∣∣∣, and combining Equation (C.12) with Equation (C.13), we

get:

E

[∥∥∥∥∥ψt(pθ,qθ) −
2t

n
ZGM(pθ,qθ)1

∥∥∥∥∥
2

]
≤

2(n − 1)(a⋆n )t[nΓn,Θ + Vn,Θ]
√

K
. (C.14)

By Markov’s inequality and Equation (C.12), we get that for every z > 0

P

[∥∥∥∥∥ψGM
t (pθ,qθ) −

2t

n
ZGM(pθ,qθ)1

∥∥∥∥∥
2
> z

]
≤

2(n − 1)(a⋆n )t[nΓn,Θ + Vn,Θ]

z
√

K
.

We let the RHS be equal to α/(|Θ⋆||Θ̄|), which corresponds to letting z =

|Θ̄||Θ⋆|
2(n−1)(a⋆n )t[nΓn,Θ+Vn,Θ]

α
√

K
. By applying a union bound over Θ̄ and Θ⋆ we have that

for every θ̄ ∈ Θ̄ and θ⋆ ∈ Θ⋆, with probability at least 1 − α,

ψGM
i,t (θ̄, θ⋆) ≤

2t

n
ZGM(θ̄, θ⋆) + |Θ̄||Θ⋆|

2(n − 1)(a⋆n )t[nΓn,Θ + Vn,Θ]

α
√

K
. (C.15)
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Conditioned on Fc, the above becomes

ψGM
i,t (θ̄, θ⋆) ≤

2t

n
Λ(θ̄, θ⋆) + |Θ̄||Θ⋆|

2(n − 1)(a⋆n )t[nΓn,Θ + Vn,Θ]

α
√

K

≤ −
2t

n
ln,Θ + |Θ|

2 (n − 1)(a⋆n )t[nΓn,Θ + Vn,Θ]

2α
√

K
. (C.16)

Note that we have used |Θ̄||Θ⋆| = (|Θ| − |Θ⋆|)|Θ⋆| ≤ |Θ|2/4. To make Equa-

tion (C.16) at most −ϱ for some ϱ > 0, we need to set

t ≥ max


log

(
2ϱn
ln,Θ

)
log 2

,
log

(
|Θ|2(n−1)(nΓn,Θ+Vn,Θ)

2αϱ
√

K

)
log(1/a⋆n )

 = T.

The log-belief ratio threshold implies that for all θ⋆ ∈ Θ⋆, θ̄ ∈ Θ̄ we have that

νi,k,T (θ⋆) ≥ eϱνi,k,T (θ̄). To determine the belief threshold τ, note that

1 =
∑

pθ∈pΘGM
i,T

νi,k,T (pθ) +
∑

pθ<pΘGM
i,T

νi,k,T (pθ) ≥ (1 + eϱ) max
pθ<ΘGM

i,T

νi,k,T (pθ)

=⇒ max
pθ<ΘGM

i,T

νi,k,T (pθ) ≤
1

1 + eϱ
.

Moreover, we can prove that min
pθ∈pΘGM

i,T
νi,k,T (pθ) ≥ 1

1+e−ϱ ≥
1

1+eϱ since ϱ > 0 which

shows that any value in [1/(1 + eϱ), 1/(1 + e−ϱ)] is a valid threshold. This yields

that P[pΘGM
i,T ⊆ Θ

⋆|Fc] = P[pΘGM
i,T ∩ Θ̄ = ∅|F

c] = P[∃θ̄ ∈ Θ̄ : νGM
i,T (θ̄) > τ|Fc] ≥ 1 − α.

Subsequently, by letting K = |Θ⋆| log(|Θ̄|/α), we get that

P[pΘGM
i,T ⊆ Θ

⋆] ≥ P[pΘGM
i,T ⊆ Θ

⋆|Fc]P[Fc] ≥ (1 − α)2 ≥ 1 − 2α.

AM estimator. We let E =
{
∃k ∈ [K], θ̄ ∈ Θ̄, θ⋆ ∈ Θ⋆ : Zk(θ⋆, θ̄) < Λ(θ⋆, θ̄)

}
. Using

similar arguments to Theorem 4.2.2, we can deduce that P[E] ≤ |Θ⋆|e−K/|Θ̄|. By

setting K = |Θ̄| log(|Θ⋆|/(1 − β)), we make P[E] ≤ 1 − β.
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Conditioned on Ec and by applying Markov’s inequality, similarly to Equa-

tion (C.16) for the GM estimator, we have that for all θ⋆ ∈ Θ⋆, θ̄ ∈ Θ̄ and run

k ∈ [K]

ψi,k,t(θ⋆, θ̄) ≥
2t

n
Zk(θ⋆, θ̄) − |Θ⋆||Θ̄|

2(n − 1)(a⋆n )t(nΓn,Θ + Vn,Θ)
1 − β′

(C.17)

≥
2t

n
Λ(θ⋆, θ̄) − |Θ|2

(n − 1)(a⋆n )t(nΓn,Θ + Vn,Θ)
2(1 − β′)

≥
2t

n
ln,Θ − |Θ|

2 2(n − 1)(a⋆n )t(nΓn,Θ + Vn,Θ)
2(1 − β′)

,

with probability β′ for some β′ ∈ (0, 1). To make the above at least ϱ for some

ϱ > 0 it suffices to pick

t ≥ max


log

(
2ϱn
ln,Θ

)
log 2

,
log

(
|Θ|2(n−1)(nΓn,Θ+Vn,Θ)

2(1−β′)ϱ

)
log(1/a⋆n )

 = T.

The log-belief ratio threshold implies that for all θ⋆ ∈ Θ⋆, θ̄ ∈ Θ̄ we have

that νi,k,T (θ⋆) ≥ eϱνi,k,T (θ̄). Similarly, any value in [1/(1 + eϱ), 1/(1 + e−ϱ)] is a valid

threshold, we can show that
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P[Θ⋆ ⊆ pΘAM
i,T |E

c] = P
[
∀θ⋆ ∈ Θ⋆ : νAM

i,T (θ⋆) > τ
∣∣∣∣∣Ec

]
≥ P

⋃
k∈[K]

{
∀θ⋆ ∈ Θ⋆ : νi,k,T (θ⋆) > τ

} ∣∣∣∣∣Ec


= 1 − P

⋂
k∈[K]

{
∃θ⋆ ∈ Θ⋆ : νi,k,T (θ⋆) < τ

} ∣∣∣∣∣Ec


= 1 −

(
P
[
∃θ⋆ ∈ Θ⋆ : νi,k,T (θ⋆) < τ

∣∣∣∣∣Ec
])K

= 1 −
(
1 − P

[
∀θ⋆ ∈ Θ⋆ : νi,k,T (θ⋆) > τ

∣∣∣∣∣Ec
])K

= 1 − (β′)K

≥ 1 − e−(1−β′)K .

We set 1 − β′ = log(1/(1 − β))/K and have that

P[Θ⋆ ⊆ pΘAM
i,T ] ≥ P[Ec]P[Θ⋆ ⊆ pΘAM

i,T |E
c] ≥ (β)2 ≥ 1 − 2(1 − β).

These finally yield

T = max


log

(
2ϱn
ln,Θ

)
log 2

,
log

(
|Θ|2(n−1)K(nΓn,Θ+Vn,Θ)

2 log(1/(1−β))ϱ

)
log(1/a⋆n )

 .

Privacy (for both estimators). Minimizing the convergence time T corre-

sponds to minimizing Vn,Θ. Since Vn,Θ is separable over the agents, it suffices to

solve the problem of minimizing the variance of each noise variable indepen-

dently.

If an adversary can eavesdrop only once and has access to any round k ∈ [K],

and we have |Θ| states, by the composition theorem, the budget ε should be
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divided by K|Θ|. Thus, the problem of finding the optimal distributionDi(ε) on

R, corresponds to the following optimization problem studied in [247, 325], for

all k ∈ [K]:

min
Di(ε)∈Simplex(R)

Vdi,k∼Di(ε)
[
di,k

]
(C.18)

s.t. Di(ε) is
ε

K|Θ|
-DP and Edi,k∼Di(ε)

[
di,k

]
= 0.

The optimal solution to this problem is given by [247, 325]. For privatizing

beliefs in our problem, this corresponds to selecting D⋆
i (ε) = Lap

(
∆n,ΘK|Θ|

ε

)
where

∆n,Θ is the sensitivity of the log-likelihood of the i-th agent.

Differentially Private Outputs. Due to the postprocessing property of DP

(see Proposition 2.1 of [135]), the resulting estimates are ε-DP with respect to the

private signals.

□

C.6.4 Proof of Theorem 4.2.3

For simplicity, we define p2 = 1/|Θ̄| and p1 = 1 − 1/|Θ⋆|, and assume that ϱthres,1 =

ϱthres,2 = ϱwhich implies that pτthres,1 = pτthres,2 = τ and N thres,1
i,t (pθ) = N thres,2

i,t (pθ) = Ni,T (pθ).

Type I estimator (pΘthres,1
i,T ). To determine the asymptotic Type I error probability

α of pΘthres,1
i,T , we assume that the threshold takes the form τthres,1 = (1+ π1)p1. Then
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lim
T→∞
P
[
pΘthres,1

i,T ⊈ Θ⋆
] (i)
= lim

T→∞
P
[
∃θ̄ ∈ Θ̄ : θ̄ ∈ pΘthres,1

i,T

]
(C.19)

(ii)
≤ lim

T→∞

∑
θ̄∈Θ̄

P
[
θ̄ ∈ pΘthres,1

i,T

]
(iii)
≤ lim

T→∞

∑
θ̄∈Θ̄

P
[
Ni,T (θ̄) ≥ τthres,1

]
≤ lim

T→∞

∑
θ̄∈Θ̄

P
[
Ni,T (θ̄) ≥ (1 + π1)p1

]
(iv)
≤ lim

T→∞

∑
θ̄∈Θ̄

P
[
Ni,T (θ̄) ≥ (1 + π1)E

[
Ni,T (θ̄)

]]
(v)
≤ |Θ̄|e−2Kπ2

1 ,

where the result is derived by applying (i) the definition of pΘthres,1
i,T , (ii) union

bound, (iii) the definition of the threshold τthres,1 = (1 + π1)p1, (iv) the fact that

E
[
Ni,T (θ̄)

]
≤ p1 for all θ̄ ∈ Θ̄ as T → ∞, and the Chernoff bound on Ni,T (θ̄).

Therefore, to make the above α, it suffices to choose K = log(|Θ̄|/α)
2π2

1
.

Type II estimator (pΘthres,2
i,T ). To determine the asymptotic Type II error probability

1 − β of pΘthres,2
i,T , we assume that the threshold takes the form τthres,2 = (1 − π2)p2.

Then
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lim
T→∞
P
[
Θ⋆ ⊈ pΘthres,2

i,T

] (i)
= lim

T→∞
P
[
∃θ⋆ ∈ Θ⋆ : θ⋆ < Θthres,2

i,T

]
(C.20)

(ii)
≤ lim

T→∞

∑
θ⋆∈Θ⋆

P
[
θ⋆ < Θthres,2

i,T

]
(iii)
≤ lim

T→∞

∑
θ⋆∈Θ⋆

P
[
Ni,T (θ⋆) ≤ τthres,2

]
(iii)
≤ lim

T→∞

∑
θ⋆∈Θ⋆

P
[
Ni,T (θ⋆) ≤ (1 − π2)p2

]
(iv)
≤ lim

T→∞

∑
θ⋆∈Θ⋆

P
[
Ni,T (θ⋆) ≤ (1 − π2)E

[
Ni,T (θ⋆)

]]
(v)
≤ |Θ⋆|e−2Kπ2

2 ,

where the result is derived by applying (i) the definition of pΘthres,2
i,T , (ii) union

bound, (iii) the definition of the threshold τthres,2 = (1 − π2)p2, (iv) the fact that

E
[
Ni,T (θ⋆)

]
≥ p2 for all θ⋆ ∈ Θ⋆ as T → ∞, and (v) the Chernoff bound on Ni,T (pθ).

Therefore, to make the above less than 1 − β, it suffices to choose K = log(|Θ̄|/(1−β))
2π2

2
.

Differentially Private Outputs. Due to the immunity to post-processing

of DP [135, Proposition 2.1], the resulting estimates are ε-DP with respect to

private signals.

□

C.6.5 Proof of Theorem 4.2.5

For simplicity, we assume that ϱthres,1 = ϱthres,2 = ϱ which implies that pτthres,1 =

pτthres,2 = τ and N thres,1
i,t (pθ) = N thres,2

i,t (pθ) = Ni,T (pθ).

Type I estimator. From the analysis of Theorem 4.2.2 (see Equation (C.16)),
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setting

t ≥ max


log

(
2ϱn
ln,Θ

)
log 2

,
log

(
(n−1)|Θ|2(nΓn,Θ+Vn,Θ)

q1ϱ

)
log(1/a⋆n )

 = T,

guarantees that E
[
Ni,T (θ̄)

]
= P

[
νi,k,T (θ̄) ≤ τ

]
≤ q1 for all θ̄ ∈ Θ̄. Then following

the analysis similar to Theorem 4.2.5, using the union bound and the Chernoff

bound, we can prove that P[Θthres,1
i,T ⊆ pΘ⋆] ≤ |Θ̄|e−2Kπ2

1 . Subsequently, setting K ≥

log(|Θ⋆ |/α)
2π2

1
makes the error to be at most α.

Type II estimator. From the analysis of Theorem 4.2.2 (see Equation (C.17)),

setting

t ≥ max


log

(
2ϱn
ln,Θ

)
log 2

,
log

(
(n−1)|Θ|2(nΓn,Θ+Vn,Θ)

2(1−q2)ϱ

)
log(1/a⋆n )

 = T,

guarantees that E
[
Ni,T (θ⋆

]
= P

[
νi,k,T (θ⋆) > τ

]
≥ q2 for all θ⋆ ∈ Θ⋆. Then following

a similar analysis to Theorem 4.2.5 using the union bound and the Chernoff

bound, we can prove that P[Θ⋆ ⊈ pΘthres,2
i,T ] ≤ |Θ⋆|e−2Kπ2

2 . Subsequently, setting

K ≥ log(|Θ⋆ |/(1−β))
2π2

2
makes the error at most 1 − β.

Optimal Distributions. The proof is exactly the same as in Theorem 4.2.2.

Differentially Private Outputs. Due to the post-processing property of DP

(see Proposition 2.1 of [135]), the resulting estimates are ε-DP with respect to the

private signals.
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C.7 Proofs and Convergence Analysis for Distributed, Private

Hypothesis Testing

C.7.1 Proof of Proposition 4.2.6

Let 0 < α′, α′′ < 1, α′ + α′′ = α to be determined later. The centralized UMP

test at level α′′ defines a threshold ϱc such that θ = 0 is rejected if 2Λ(1, 0) ≥

ϱc. The threshold ϱc is selected such that P[2Λ(1, 0) ≥ ϱc|θ = 0] = α′′. For the

decentralized test, by the GM algorithm convergence analysis, we know that

after K runs and T iterations given by the GM algorithm with Type I guarantee

α′ and threshold ϱGM = 1 we have the following event

E =
{∣∣∣∣∣ n

2T−1ψi,T (1, 0) − 2Λ(1, 0)
∣∣∣∣∣ ≤ n

2T−1

}
,

Thus, for these values of T,K we set ϱd = ϱc−1. From the above relations, we

get that under θ = 0 and E: {2Λ(1, 0) ≥ ϱc} =⇒
{
ψi,T (1, 0) ≥ ϱd

}
. This means that

if the centralized test rejects, then the decentralized test also rejects θ = 0 with

probability at least 1 − α′. The Type I error is:

P[ψGM
i,t (1, 0) ≥ ϱd|θ = 0] = P[E]P[ψGM

i,t (1, 0) ≥ ϱd|θ = 0, E] + P[Ec]P[ψGM
i,t (1, 0) ≥ ϱd|θ = 0, Ec]

≤ α′′ + α′.

We choose α′ = α/2, α′′ = α/2 such that α′ + α′′ = α. The privacy guarantee is

a direct consequence of DP’s post-processing property.

□
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C.7.2 Extension to Composite Hypotheses

The extension to composite hypotheses is straightforward since, if we consider

the generalized likelihood ratio test and run the GM algorithm with the param-

eters of Proposition 4.2.6 we would obtain that for T and K set as in above, with

probability at least 1 − α/2 the log-belief ratio statistic

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣
n

2T−1ψ
GM
i,T (Θ̃, Θ̃0) −

∑
i∈[n]

2 log
 supθ̃i∈Θ̃

ℓi(S i|θ̃1)

supθ̃0∈Θ̃0
ℓi(S i|θ̃0)

︸                              ︷︷                              ︸
converges to χ2

n for sufficiently large ni

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣
≤

n
2T−1

If ϱd = F−1
χ2

n
(1 − α/2) − 1 then the composite hypothesis test is ε-DP and has

Type I error at most α.

C.8 Proofs and Convergence Analysis for Distributed, Private

Online Learning

C.8.1 Log-Belief Ratio Notations

Let µi,t(pθ) be the beliefs for the non-private system, and let νi,t(pθ) be the pri-

vate estimates for agent i ∈ [n] and round t ≥ 0. For the non-private al-

gorithm (Algorithm 12) all pairs pθ,qθ ∈ Θ we let ϕi,t(pθ,qθ) = log
(
µi,t(pθ)
µi,t(qθ)

)
and

λi,t(pθ,qθ) = log
(
γi,t(pθ)
γi,t(qθ)

)
be the log belief ratios and the log-likelihood ratios respec-

tively for agent i ∈ [n] round t ≥ 0. For the private algorithm (Algorithm 10)

we let ψi,t(pθ,qθ) = log
(
νi,t(pθ)
νi,t(qθ)

)
, ζi,t(pθ,qθ) = log

(
σi,t(pθ)
σi,t(qθ)

)
, and κi,t(pθ,qθ) = di,t(pθ) − di,t(qθ) be
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the private log-belief ratio, log-likelihood ratio, and noise difference ratios re-

spectively for agent i ∈ [n], and round t ≥ 0. We also let the vectorized ver-

sions ϕt(pθ,qθ), ψt(pθ,qθ), λt(pθ,qθ), ζt(pθ,qθ) respectively, where the vectorization is over

the agents i ∈ [n]. Finally, for each agent i ∈ [n] and pair of states pθ,qθ ∈ Θ

we define the KL divergence between the states Λi(pθ,qθ) = Eθ
[
log

(
ℓi(si,0 |pθ)
ℓi(si,0 |qθ)

)]
=

DKL

(
ℓi(·|pθ)|ℓi(·|qθ)

)
.

C.8.2 Auxiliary Lemmas

Before proving the main result for online learning, we prove the following

lemma regarding the rate of convergence of the Césaro means.

Lemma C.8.1. Let X0, . . . , Xt−1 be i.i.d. random variables (vectors), let A be an irre-

ducible doubly stochastic matrix with the second largest eigenvalue modulus |λ2(A)|,

and let xτ = 1
n1

T Xτ for all 0 ≤ τ ≤ t − 1, with max1≤τ≤t
√
V [xτ] ≤ V . Then

E


∥∥∥∥∥∥∥1

t

t−1∑
τ=0

At−τXτ −

1
t

t−1∑
τ=0

xτ

1
∥∥∥∥∥∥∥

2

 ≤ (n − 1)V
(1 − |λ2(A)|)t

.

Proof. For 0 ≤ τ ≤ t − 1, we have

E
[∥∥∥At−τXτ − xτ1

∥∥∥
2

]
= E


∥∥∥∥∥∥∥1

n
11T Xτ +

n∑
i=2

λi(A)t−τrilT
i Xτ − xτ1

∥∥∥∥∥∥∥
2


= E


∥∥∥∥∥∥∥xτ1 +

n∑
i=2

λi(A)t−τrilT
i Xτ − xτ1

∥∥∥∥∥∥∥
2


≤

n∑
i=2

|λi(A)|t−τ ∥ri∥2∥li∥2E [∥Xτ∥2]

≤ (n − 1)|λ2(A)|t−τE [∥Xτ∥2]

≤ (n − 1)|λ2(A)|t−τE [∥X0∥2]

≤ (n − 1)|λ2(A)|t−τV.
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Therefore,

E


∥∥∥∥∥∥∥1

t

t−1∑
τ=0

At−τXτ −

1
t

t−1∑
τ=0

xτ

1
∥∥∥∥∥∥∥

2

 ≤ (n − 1)V
(1 − |λ2(A)|)t

,

where we use
∑t
τ=0 |λ2(A)|t−τ ≤

∑
τ≥0 |λ2(A)|τ = 1

1−|λ2(A)| . □

In the sequel, we show the main result for online learning.

C.8.3 Proof of Theorem 4.2.8

Similarly to the asymptotic case, it suffices to pick K = 1. We let Ξn =

V
[∑n

i=1 ni,τ
]
=

∑n
i=1 χi. We define the following sequence of “bad” events:

Bn,t =

max
i∈[n]

∣∣∣∣∣∣∣1t
t−1∑
τ=0

ni,τ − ξi

∣∣∣∣∣∣∣ ≥
√
Ξn

ηt

 .
By applying the union bound and Chebyshev’s inequality, we can show that

P[Bn,t] ≤ η.

We condition on the “bad” event Bn,t not happening. We can prove that,

conditioned on Bc
n,t,

V ′n,Θ = max
θ̄∈Θ̄,θ⋆∈Θ⋆

√√
V

 1
nt

n∑
i=1

t−1∑
τ=0

ni,τζi,τ(pθ,qθ)
∣∣∣∣∣Bc

n,t

 ≤ √2
n

(nQn,Θ + Vn,Θ)

max
i∈[n]

ξi +

√
Ξn

ηt

 .
The dynamics of the log-belief ratio obey ψt(pθ,qθ) = Aψt−1(pθ,qθ) + ζt(pθ,qθ) =∑t−1

τ=0 At−τζτ(pθ,qθ), where ζτ(pθ,qθ) = λτ(pθ,qθ) + κτ(pθ,qθ). We apply Lemma C.8.1, and

get that

E


∥∥∥∥∥∥∥1

t
ψt(pθ,qθ) −

1
nt

t−1∑
τ=0

n∑
i=1

ζi,τ(pθ,qθ)1

∥∥∥∥∥∥∥
2

∣∣∣∣∣Bc
n,t

 ≤ (n − 1)V ′n,Θ
t(1 − |λ2(A)|)

.
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Moreover,

E


∥∥∥∥∥∥∥ 1

nt

t−1∑
τ=0

n∑
i=1

ζi,τ(pθ,qθ) −
1
n

n∑
i=1

ξiΛi(pθ,qθ)

∥∥∥∥∥∥∥
2

∣∣∣∣∣Bc
n,t

 ≤ V ′n,Θ
t
.

Therefore, by Markov’s inequality and the triangle inequality, we get that for

every z > 0

P


∥∥∥∥∥∥∥1

t
ψt(pθ,qθ) −

1
n

n∑
i=1

ξiΛi(pθ,qθ)1

∥∥∥∥∥∥∥
2

> z
∣∣∣∣∣Bc

n,t

 ≤ V ′n,Θ
z(1 − |λ2(A)|)t

.

Therefore, we can show that by applying a union bound over Θ⋆, we have

that with probability 1 − η, for all θ̄ ∈ Θ̄

log νi,t(θ̄) ≤ ψi,t(θ̄, θ⋆) ≤ −
t
n

ln,Θ +
|Θ|V ′n,Θ

2η(1 − |λ2(A)|)
.

To make the RHS the log-belief threshold at most some value −ϱ for some

ϱ > 0, we require

t ≥ T =
ϱ +

|Θ|V′n,Θ
2η(1−|λ2(A)|)

ln,Θ/n

To determine ϱ, note that νi,t(θ̄) ≤ e−ϱ for all θ̄ , θ⋆, and, thus,

νi,t(θ⋆) = 1 −
∑
θ̄,θ⋆

νi,t(θ̄) ≥ 1 − (|Θ| − 1)e−ϱ.

To determine a valid value of ϱ, we require 1 − (|Θ| − 1)e−ϱ ≥ e−ϱ which yields

ϱ ≥ log(|Θ|). Therefore, setting ϱ = log(|Θ|) and subsequently

T =
log(|Θ|) +

|Θ|
√

2
n (nQn,Θ+Vn,Θ)

(
maxi∈[n] ξi+

√
Ξn
η

)
2η(1−|λ2(A)|)

ln,Θ/n
,
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we get that

P
[
θ⋆ = pθOL

i,T

]
≥ P[Bc

n,T ]P
[
θ⋆ = pθOL

i,T |B
c
n,T

]
≥ (1 − η)2 ≥ 1 − 2η.

Privacy. Similarly to Theorem 4.2.2, the optimal distributions are those that

minimize variance subject to privacy constraints. Because there are |Θ| states,

the budget ε should be divided by |Θ|, resulting inD⋆
i,t(ε) = Lap

(
∆n,Θ |Θ|

ε

)
. □

Differentially Private Outputs. Due to the post-processing property of DP

(see Proposition 2.1 of [135]), the resulting estimates are ε-DP with respect to the

private signals.

C.9 Sensitivity of the Proportional Hazards Model

We derive the sensitivity of the proportional hazards model used in our experi-

ments. Specifically, each center has ni data points S i, and the treatment variable

is bounded above by 1 (that is, max1≤ j≤ni |xi, j| ≤ Bx). The state θ obeys |θ| ≤ Bθ. Let

S ′i be a data set of ni points such that S i and S ′i differ in patient k. The log partial

likelihood can be written as

log ℓi(S i|θ) =
ni∑
j=1

δi j

θxi j − log
∑

r∈R( j)

eθxik

 = ni∑
j=1

δi jθxi j −

ni∑
j=1

δi j log
∑

r∈R( j)

eθxir

where R( j) = { j′ : ti j′ ≥ ti j} is the risk set of j. We are looking to bound

maxS i,S ′i :∥S i−S ′i ∥1≤1

∣∣∣log ℓi(S i|θ) − log ℓi(S ′i |θ)
∣∣∣, when patient k is added, removed, or

modified:
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• If k is removed and k is not in any risk set R( j), removing k does not affect

the likelihood.

• If k is removed and k in some risk sets, removing k affects the denominator∑
r∈R( j) eθxir for all R( j) such that k ∈ R( j).

• If k is added or modified, adding or modifying k affects the numerator eθxik

if k experiences an event, and the denominator
∑

r∈R( j) eθxir if k ∈ R( j).

Thus, the term θxi j in the numerator is always bounded by BθBx due to

Hölder’s inequality. The denominator
∑

r∈R( j) eθxir is a sum of exponentials, and

its change is bounded by eBθBx and its logarithm by BθBx. Therefore, ∆n,Θ = 2BθBx.

C.10 Lower Bounds for Distributed Hypothesis Testing

In this section, we devise information-theoretic lower bounds that are applicable

to any belief-exchange algorithms. We focus on the hypothesis testing scenario

with Θ consisting of a null hypothesis (θ = 0) and an alternative hypothesis

(θ = 1). Initially, each agent has access to a model ℓi(·|θ) and an ε-DP privacy

mechanismMi which the agent uses K times to construct a private signal yi,k =

Mi(si,k). Agents can exchange the private signals yi,k that they possess in each

iteration T , and have access to a statistical test A : RnK → {0, 1} that, given

private signals y1,1, . . . , yn,K , outputs 1 if θ = 0 is rejected and 0 if we fail to reject

θ = 0. We want to find a lower bound on communication complexity, K · T ,

assuming thatA achieves a Type I error rate of α and a Type II error rate of 1−β.

To devise the lower bound, we rely on classic results from the bandits literature

[376].
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Theorem C.10.1 (Lower Bound). For any belief aggregation scheme, we need at least

K · T ≥
|1 − α − β|diam (G)

2
∑

i∈[n] DKL

(
pℓi(·|θ = 1)|pℓi(·|θ = 0)

) , where pℓi(s|θ) = ℓi(Mi(s)|θ) = ℓi ◦Mi(s|θ),

such thatA achieves Type I error rate of α and Type II error rate of 1 − β.

Proof. For T , we always need T ≥ diam (G) for a signal from each agent to

reach any other agent. To devise a lower bound for K, let

P
[
A(y1,1, . . . , yn,K) = 1|θ = 0

]
= 1 − α, (C.21)

P
[
A(y1,1, . . . , yn,K) = 0|θ = 1

]
= β. (C.22)

We let Pθ0(Bi,T ) = P
[
Bi,T |θ = θ0

]
for any event Bi,T ⊂ Ωi,T , where Ωi,T is the

sample space for agent i at iteration T and corresponds to all the signals ob-

served up to time T . From simple properties of the KL divergence (see [376]),

we see that for any event Bi,T ⊂ Ωi,T ,

(
P1(Bi,T ) − P0(Bi,T )

)2
≤ DKL (P1|P0)

≤ 2K
∑
i∈[n]

DKL

(
pℓi(·|θ = 1)|pℓi(·|θ = 0)

)
,

for T ≥ diam (G), where pℓi is the likelihood of the privatized signal, that is,

pℓi(s|θ) = ℓi(Mi(s)|θ). By setting Bi,T =
{
A(y1,1, . . . , yn,K) = 1

}
, we get the lower

bound for K.

□

Remark about the Randomized Response. If the mechanism corresponds to

the randomized response mechanism with probability of randomization equal
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to pε = 1
1+eε and under θ = 0 the signals follow Be(1/2) and under θ = 1 the

signals follow Be(1/2 + εgap/2), then we can show that on this instance, the ran-

domized response requires

K · T ≥
2|1 − α − β|

ε2
gap

·

(
eε + 1
eε − 1

)2

·
diam (G)

n
,

because DKL (P1|P0) ≤ ε2
gap(1 − 2pε)2, where P0, P1 are defined in the theorem

right above. Moreover, when epsilon is small, i.e., ε ∈ (0, 1), the lower bound

on the communication complexity can be approximated as K · T ≥ 2(1−η)
ε2

gap
· 1
ε2 ·

diam(G)
n , yielding an 1/ε2 lower bound (with respect to the privacy budget) for the

randomized response mechanism.

Finding the Additive DP mechanism that Minimizes the Communication

Complexity Lower Bound. For given agent models ℓ1, . . . , ℓn, finding the

mechanisms that minimize the lower bound of communication complexity re-

quires maximizing the sum of KL divergences (after applying the DP mecha-

nism). Assuming that the noise is additive on the signal and independent of it,

i.e., the private signal of each agent is yi = si + di, we have pℓi(·|θ) = ℓi(·|θ) ∗ pdi(·)

where ∗ denotes the convolution operator between the two distributions and pdi

is the density of the noise. If the noise is continuous and the range of the mech-

anism is a subset of Rd, the corresponding optimization problem becomes (e.g.,

for continuous signals and noise; see also [247] and [325]):
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max
pdi (·)

DKL
(
ℓi(·|θ = 1) ∗ pdi(·)|ℓi(·|θ = 0) ∗ pdi(·)

)
(C.23)

s.t. pdi(u) ≥ 0, ∀u ∈ Rd∫
R

pdi(u)du = 1∥∥∥∇s log pdi(u − s)
∥∥∥
∞
≤ ε, ∀u ∈ Rd

where ℓi(·|θ) ∗ pdi)(s) =
∫
Rd pd(u)ℓi(s − u|θ)du.

C.11 Additional Simulation Experiments

C.11.1 Toy Example: MLE and OL for a Single Treatment

We test the MLE and OL algorithms in an arrangement of n = 5 hospitals pos-

sible values Θ = {0,− log 2}, whereas the value of − log 2 examines whether the

patients are 1/2 less likely to die. We use a privacy budget of ε = 1 and error

bounds equal to α = 1 − β = 0.05. The evolution of the beliefs and the beliefs

at the terminal time T – calculated by applying Theorem 4.2.2 – are shown in

Figure C.4(a). Algorithm 8 is able to successfully recover Θ⋆ = {− log 2}which is

the true maximizer, that is, Λ(− log 2) > Λ(0). The DP algorithms are compared

against the centralized baseline, which corresponds to all centers sharing their

signals without privacy. In addition, Figure C.4(b) shows the result of apply-

ing the two threshold algorithm (with a single threshold), which is also able to

recover successfully Θ⋆, similar to the AM/GM algorithm.

We perform a similar analysis in an online manner, where we assume that
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the centers perform survival analysis every 10 days (we achieve that by split-

ting the data evenly among these days). In Figure C.4(c), we report the time-

averaged log-belief ratio as well as the beliefs at the terminal time T for the

same choice of topology and privacy budget. The time-averaged log-belief ratio

is shown against the limiting value of the non-DP baseline (see [343]). Again,

agents collectively identify the true state θ◦ = − log 2.

C.11.2 Time and Space Complexity

We first start by analyzing the time complexity of our method. Specifically, in

the distributed MLE setting, if agent i has ni data points and model ℓi which

can be computed in Ti(ni) for one value of θ ∈ Θ, then the distributed MLE

is parallelizable between the agent and the total time complexity per agent is

O
(
|Θ|K

(
Ti(ni) + T degG(i)

))
which includes an initialization cost of |Θ|KTi(ni) to

calculate noisy likelihoods. For example, in the case of the distributed propor-

tional hazards model, the likelihoods can be computed in Ti(ni) = O
(
ni log ni

)
.

Then, there is a communication cost, which consists of the number of belief

exchanges dictated by the communication complexity KT , and the cost of prop-

agation for each iteration, which is O(|Θ|K degG(i)) for all states. Similarly, in the

OL regime, the total time complexity per agent is O
(
|Θ|

∑T
t=1

(
Ti(ni,t) + degG(i)

))
.

Finally, in terms of space complexity, each agent can simply maintain their belief

in each state, giving a space complexity O(K|Θ|) during communication.
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C.11.3 Runtime Comparison with Homomorphic Encryption

Methods

To further test the practical applicability of our method, we compare the runtime

of our method with existing holomorphic encryption methods (HE) and, in par-

ticular, the FAHME method introduced in [163] as the number of providers (n)

grows and the number of data grows. Both our method and FAHME are capa-

ble of performing survival analysis in a distributed regime; however, they apply

different privacy protections and cannot be compared prima facie. Generally,

HE methods have the strongest possible privacy. However, these protections

fall short in scalability considerations, for which DP with a small ε is a better

alternative in terms of efficiency. Furthermore, the most recent HE methods de-

signed for multicenter trials do not have open-source implementations, making

direct comparison difficult (see, e.g. [163, 176]).

First, our aim is to compare the two methods in the same dataset and exper-

iment, which corresponds to distributed survival analysis with cancer data in-

troduced in [359]. Specifically, [359] finds that tumor mutational burden (TMB)

is a significant predictor of survival outcomes in patients with metastatic cancer

undergoing immune checkpoint inhibitor (ICI) therapy. Analyzing data from

1,662 advanced cancer patients, the authors demonstrated that higher TMB lev-

els are associated with better survival prospects.

[163] use the data from [359] and perform survival analysis (see Figure 2 in

their paper) by splitting the data equally among n providers. Then, the authors

report the runtime as a function of n for three datasets: with 4096 time points

(t.p.), 8192 t.p., and a dataset that consists of 10 times the original data, and
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report the total runtime in Figure 2(c). To construct the fairest possible com-

parison, we consider the same dataset and the distributed proportional haz-

ards model with TMB as a covariate and two hypotheses – null (θ = 0) and a

composite alternative (θ , 0) – similarly to our initial example for ACTG (see

Section 4.2.2). The two first datasets (4096 and 8192 t.p.) are constructed by

resampling the original data with replacement. We choose ε to be 0.1, which

corresponds to a very strong privacy regime, significantly smaller than the one

used in the 2020 US Census [80] and healthcare contexts [156, 134]. Finally, we

chose the error bounds to be no more than 0.1. In Figure C.5, we report the per-

agent cost of inference for n ∈ {6, 12, 24, 48, 96} in a fully connected topology, in

analogy to Figure 2(c) of [163]. Our reported runtimes vary from ∼ 10−2s to ∼ 1s,

which is a 10x − 1000x improvement over the runtimes reported in [163].

C.11.4 Comparison with First-order Methods

We compare with the first-order method of [354] with graph-homomorphic

noise. The distributed optimization problem we are solving is

max
θ∈R

1
n

∑
i∈[n]

2
(
log ℓi(S i|θ) − log ℓi(S i|0)

)
The distributed updates on the parameters with graph-homomorphic noise

according to [354] are equivalent to

θi,t =
∑
j∈[n]

ai jθ j,t−1 + ηlrClip
(
d log ℓi(S i|θi,t−1)

dθi,t−1
, 2BθBx

)
+ Lap

(
2BxBθTηlr

ε

)
,
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where ηlr is the learning ratem and the Clip operation clips the gradient to

have L1 norm at most 2BθBx. To derive the Laplace noise, note that the sensitivity

of the clipped gradient is, at most, 2ηlrBθBx. Additionally, since the per-agent

budget is ε, we need to scale the budget by T . In the simulations, we use Bθ = 1,

ηlr = 0.001, and in order to have a fair comparison to our algorithm, we set T to

be equal to the number of iterations we run our algorithms. For large sample

sizes the P values are given as Pi = 1 − Fχ2
1

(
2
[
log ℓi(S i|θi,T ) − log ℓi(S i|0)

])
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Figure C.4: Top (a): Resulting beliefs and total variation distance between the
beliefs and the ground truth for the GM and AM estimators (Algorithm 8) for
the ACTG study data for n = 5 centers examining the effect the ddI treatment
on patient survival assuming a proportional hazards model. Section 4.2.2 de-
scribes the model. The topology between the hospitals is taken to be the com-
plete graph. We have set ε = 1, α = 1 − β = 0.05 and ϱAM = ϱGM = 1.5. The
resulting estimators recover Θ⋆ = {− log 2}. The number of iterations T and the
number of rounds K have been computed according to Theorem 4.2.2.
Bottom Left (b): Resulting beliefs and total variation distance between the be-
liefs and the ground truth for the Two Threshold algorithm. We have set ε = 1,
α = 1 − β = 0.05 and pτthres,1 = pτthres,2 = 0 and τthres,1 = τthres,2 = 1.5 (single-threshold
recovery; cf Corollary 4.2.4). The resulting estimators recover Θ⋆ successfully.
The number of iterations T and number of rounds K have been computed ac-
cording to Theorem 4.2.5.
Bottom Right (c): Resulting log-belief ratios and terminal beliefs for the online
learning algorithm on the ACTG study. We assume that the centers exchange
beliefs on a daily basis. The dashed line corresponds to the value that the time-
averaged log-belief ratio converges in the non-DP regime.
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Figure C.5: Runtime of distributed MLE algorithm for the study by [359] for
varying values of n used in measuring the performance of the FAHME method
[163]. The privacy budget is set to ε = 1 (tight privacy), and the error rates
are set to α = 1 − β = 0.05, and the thresholds are set to ϱAM = ϱGM = 0.1.
In accordance with [163], we have constructed 3 datasets: a dataset consisting
of 4096 timepoints (t.p.) via resampling the original data with replacement, a
dataset of 8192 t.p. via resampling the original data with replacement, and a
dataset which consists of 10 times the original data.
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C.11.5 Additional Experimental Results with the Cancer

Dataset
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Figure C.6: Left: Kaplan-Meier survival curves for the cancer data. The three
curves correspond to high TMB (top 10%), medium TMB (top 10%-20%) and
low TMB (bottom 80%). Middle: Survival curves for one hospital (the data is
split equally among 5 hospitals) for the same study. Right: Log hazard ratios
with 95% confidence intervals from the fitted proportional hazards model for
centralized and one hospital.
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Figure C.7: Resulting beliefs νGM
i,T (θ) and νGM

i,T (θ) for the GM and AM estimators
(Algorithm 8) for the cancer study data for n = 5 fully connected centers ex-
amining the effect of TMB on patient survival assuming a proportional haz-
ards model and Θ = {0, log(0.15)}. We have set ε = 1, α = 1 − β = 0.05 and
ϱAM = ϱGM = 0.1. The resulting estimators yield {log(0.15)} as the MLE set which
agrees with the ground truth.

C.11.6 Additional Experimental Results with the AIDS Dataset
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Figure C.8: Resulting beliefs Ni,T (θ) for the two threshold algorithm (Algo-
rithm 9) for the cancer study data for n = 5 fully connected centers examining
the effect of TMB on patient survival assuming a proportional hazards model.
We have set ε = 1, α = 1− β = 0.05 and pτthres,1 = pτthres,2 = 0 and τthres,1 = τthres,2 = 0.5
(single-threshold recovery; cf Corollary 4.2.4). The resulting estimators yield
{log(0.15)} as the MLE set. The number of iterations T and number of rounds K
have been computed according to Theorem 4.2.5.
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Figure C.9: Resulting log-belief ratios and terminal beliefs for the online learn-
ing algorithm on the cancer study. We assume that the centers exchange beliefs
on a daily basis for ε = 1. Data is evenly split among n = 5 centers. The dashed
line corresponds to the value that the time-averaged log-belief ratio converges
in the non-DP regime.
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Figure C.10: Runtime of distributed MLE algorithm for the ATCG study for
varying values of n used in measuring the performance of the FAHME method
[163]. The value of the privacy budget is ε = 0.1 (tight privacy), and the value
of the errors is α = 1 − β = 0.05, and the thresholds are set as ϱAM = ϱGM = 0.1.
In accordance with [163], we have constructed 3 datasets: a dataset consisting
of 4096 timepoints (t.p.) via resampling the original data with replacement, a
dataset of 8192 t.p. via resampling the original data with replacement, and a
dataset which consists of 10 times the original data.
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APPENDIX D

STYLIZED NETWORK MODELS FOR RESILIENCE

D.1 DIGAM Model

D.1.1 Reproducibility

Code and data needed to exactly reproduce are provided in the form of a Jupyter

notebook and is available here[319]. The software has been developed in Python

by the author and uses the following open–source libraries: numpy [406], scipy

[410], networkx [192], matplotlib [207], pandas [280], and seaborn[417].

D.1.2 Qualitative Results Addendum

The analytical results which are briefly presented in Section 5.1.4 can be found

below for the first three levels of the hierarchy. Groups enclosed in parentheses

correspond to separate levels. In the faculty hiring networks the “All others”

node represents all non–US institutions:

• world–trade: (Finland) (Hungary, Slovenia, Singapore, Chile) (Salvador,

Iceland, Kuwait, Rep., Belgium, Poland, Moldava., Austria, Germany, In-

donesia, Guatemala, Bolivia, Paraguay, Australia, Africa, Of)

• london–underground: (Bank) (Baker Street, Canning Town) (Kings Cross St.

Pancras, Stratford, Willesden Junction, Earls Court)

• open–arilines: (AMS) (FRA, CDG) (IST, MUC, ATL, PEK)
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• cs–faculty: (All others) (University of Illinois, Urbana Champaign, MIT)

(Purdue University, University of Texas, Austin, Carnegie Mellon Univer-

sity, Stanford University)

• history–faculty: (All others) (Harvard University, Yale University, Univer-

sity of Chicago, University of Wisconsin, Madison, Columbia University)

(UC Berkeley, UCLA, Princeton University, University of Michigan, Uni-

versity of Pennsylvania, Stanford University, Johns Hopkins University,

Rutgers University, University of Virginia, Cornell University, University

of Texas, Austin, New York University, Indiana University, Northwestern

University, Ohio State University, University of Illinois, Urbana Cham-

paign, University of North Carolina, Chapel Hill, Duke University, Brown

University, University of Minnesota, Minneapolis, Michigan State Univer-

sity, UC San Diego, UC Santa Barbara, Brandeis University, University of

Washington)

• business–faculty: (All others) (University of Michigan, University of Texas,

Austin) (Ohio State University, Indiana University, Pennsylvania State

University, University of Pennsylvania)

D.1.3 Global Clustering Coefficient of IGAM

For the number of closed triplets (i.e. triangles) we have
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E[TC] =
H∑

w:h(w)=h(v)+1

h(w)∑
v:h(v)=h(u)+1

h(v)∑
u:h(u)=0

bh(u)+h(v)+h(w)c−3−2h(u)−h(v)

=
1
c3

H∑
w:h(w)=h(v)+1

h(w)∑
v:h(v)=h(u)+1

bh(v)+h(w)c−h(v)
h(v)∑

h(u)=0

bh(u)c−2h(u)
2

=
1
c3

H∑
w:h(w)=h(v)+1

h(w)∑
v:h(v)=0

bh(v)+h(w)c−h(v)Θ

(
bh(v)

c2h(v)

)

=
1
c3

H∑
w:h(w)=h(v)+1

h(w)∑
v:h(v)=0

bh(w)bh(w)Θ

(
b2h(w)

c3h(w)

)
= Θ

(
b3H

c3H+3

)
.

(D.1)

For the number of open triplets, we have that

E[TR] =
H∑

w:h(w)=h(v)+1

h(w)∑
v:h(v)=h(u)+1

h(v)∑
u:h(u)=0

bh(u)+h(v)+h(w)γuvw

≤ 3
H∑

w:h(w)=h(v)+1

h(w)∑
v:h(v)=h(u)+1

h(v)∑
u:h(u)=0

bh(u)+h(v)+h(w)c−2−2h(u)

=
3
c2

H∑
w:h(w)=h(v)+1

h(w)∑
v:h(v)=0

bh(v)+h(w)Θ

(
bh(v)

c2h(v)

)

=
3
c2

H∑
w:h(w)=0

bh(w)Θ

(
b2h(w)

c2h(w)

)
= Θ

(
b3H

c2H+2

)
.

(D.2)

Similarly, E[TR] ≥ 3
∑H

w:h(w)=h(v)+1
∑h(w)

v:h(v)=h(u)+1

∑h(v)
u:h(u)=0 bh(u)+h(v)+h(w)c−2−2h(v) =

Θ
(

b3H

c2H+2

)
. Therefore, E[TR] = Θ

(
b3H

c2H+2

)
.

D.1.4 Other Properties of IGAM2

We describe the mathematical properties of IGAM2. First, we construct a cou-

pling between IGAM2 and IGAM which we can use a proxy for the behaviour

of IGAM2.
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Remark. Throughout the proofs we use the following remark: For every two

positive integers s, t with s < t and for a positive integer constant b ≥ 2 we have

that (1 − 1/b)bt ≤ bt − bt−1 ≤ bt − bs ≤ bt. Therefore bt − bs = Θ(bt) with constants

C1 = 1 − 1/b and C2 = 1.

Coupling Construction. We consider a randomly generated network G ∼

IGAM2(b, c1, c2,H0,H) ≡ IGAM(b, c1,H) for 1 < c1 ≤ c2 < b and 0 ≤ H0 ≤ H

with edge law g. We also consider a network G′ ∼ IGAM2(b, c2, c2, 0,H) ≡

IGAM(b, c2,H) and a network G′′ ∼ IGAM2(b, c1, c1, 0,H) with edges law g′ and

g′′ coupled with G as follows:

• P [(u, v) ∈ E(G)|(u, v) ∈ E(G′)] = 1 and P [(u, v) ∈ E(G)|(u, v) < E(G′)] =

g(u,v)−g′(u,v)
1−g′(u,v) ∈ [0, 1].

• P [(u, v) ∈ E(G′′)|(u, v) ∈ E(G)] = 1 and P [(u, v) ∈ E(G′′)|(u, v) < E(G)] =

g′′(u,v)−g(u,v)
1−g(u,v) ∈ [0, 1].

Under this coupling, which we denote as ν, we have that P [(u, v) ∈ E(G)] =

P [(u, v) ∈ E(G)| (u, v) ∈ E(G′)]P[(u, v) ∈ E(G′)]+P [(u, v) ∈ E(G)|(u, v) < E(G′)]P[(u, v) <

E(G′)] = g′(u, v) · 1 + (1 − g′(u, v)) · g(u,v)−g′(u,v)
1−g′(u,v) = g′(u, v) + g(u, v) − g′(u, v) = g(u, v)

and, similarly, P [(u, v) ∈ E(G′′)] = g′′(u, v). The coupling also satisfies that G′ is a

subgraph of G (G′ ⊆ G) since (u, v) ∈ E(G′) implies (u, v) ∈ E(G). Moreover, G is a

subgraph of G′′ (G ⊆ G′′) since every edge of G belongs to the edge set of G′′.

Sublinear Dominating Set. We let (G′,G,G′′) ∼ ν. We know that G′ is gen-

erated from a simple IGAM model therefore it has a dominating set of size

bO(log(2c2H log b)/ log(b/c) = bo(H) = o(n). Since G′ ⊆ G, the dominating set of G has
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size at most the dominating set of G′. Therefore, G has a dominating set of size

bO(log(2c2H log b)/ log(b/c) = bo(H) = o(n).

Degree Distribution. We fix a node u ∈ V . We have the following

If h(u) > H0 then the law that is obeyed is g(u, v) = c−1−min{h(u),h(v)}
2 . From

the simple IGAM model we have calculated the degree in this case to be

Θ
(
bH+1/ch(u)+1

2

)
.

If h(u) ≤ H0 then

d̄h ≈

H0∑
r=0

brc−min{h(u),r}−1
1 +

H∑
r=H0+1

brc−min h(u),r}−1
2 = Θ

 bH0+1

ch(u)+1
1

 + H∑
r=H0+1

brc−1−h(u)
2

= Θ

 bH0+1

ch(u)+1
1

 + Θ  bH+1

ch(u)+1
2

 .
Therefore, every node, parametrized by its height h has average degree

d̄h ≈


Θ

(
bH+1

ch+1
2

)
h > H0,

Θ

(
bH0+1

ch+1
1

)
+ Θ

(
bH+1

ch+1
2

)
h ≤ H0

.

To bound the average number of edges we refer to the coupling ν and deduce

that the average number of edges m̄ of G is at most the average number of edges

of G′, say m̄′ = Θ(b2H/cH
2 ) (as we showed in the main part of the paper) due

to the subgraph relationship. Therefore, the average number of edges is m̄ =

O(b2H/cH
2 ). A better bound can be obtained by calculating the expected value

analytically using the form of d̄h we derived above. Namely,
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m̄ =
H0∑

h=0

bhd̄h +

H∑
h=H0+1

bhd̄h

=

H0∑
h=0

bh

[
Θ

(
bH0+1

ch+1
1

)
+ Θ

(
bH+1

ch+1
2

)]
+

H∑
h=H0+1

bhΘ

(
bH+1

ch+1
2

)

= Θ

b2H0

cH0
1

 + Θ bH+H0

cH0
1

 + Θ (
b2H

cH
2

)
.

We still observe that m̄ = O(b2H/cH
2 ). Moreover, using the fact that the edges

m̄′′ of G′′ are Θ(b2H/cH
1 ) we get, in the same logic, that m̄ ≥ m̄′′, and, thus m̄ =

Ω(b2H/cH
1 ). Note that setting c1 = c2 and H0 = 0 recovers the result for the simple

IGAM model.

Small-world Behaviour. We let (G′,G,G′′) ∼ ν. Since G′ ⊆ G, the diameter of

G is at most the diameter of G′ because every path between two nodes in G′ is

a path in G. Since the diameter of G′ is close to Θ(log b/ log(b/c2)) = O(1) a.a.s.,

then the diameter of G is also close to O(1) a.a.s..

Global Clustering Coefficient. Let (G′,G,G′′) ∼ ν. Let uvw be a triplet in G

such that h(u) ≤ h(v) ≤ h(w). The probability that uvw is a triangle in G′ is

β′uvw, βuvw if uvw is a triangle in G and β′′uvw if uvw is a triangle in G′′. From the

subgraph relationship we have that c−3−2h(u)−h(v)
2 = β′uvw ≤ βuvw ≤ β

′′
uvw = c−3−2h(u)−h(v)

1 .

Therefore, the number of triangles TC (respectively T ′C for G′ and T ′′C for G′′)

satisfies E[T ′C] ≤ E[TC] ≤ E[T ′′C ]. Using Equation (D.1) we deduce that E[T ′′C ] =

Θ

(
b3H

c3H+3
1

)
and E[T ′C] = Θ(b3H/c3H+3

2 ).

The probability γuvw of uvw being a triplet in G (respectively γ′uvw in G′ and γ′′uvw

in G′′) satisfies 3c−2−2h(v)
2 ≤ γ′uvw ≤ γuvw ≤ γ

′′
uvw ≤ 3c−2−2h(u)

2 . The expected number of
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triplets is denoted by E[TR] (E[T ′R] for G′ and E[T ′′R ] for G′′) can be found by using

Equation (D.2). If we execute the sum mutatis mutandis, we arrive at the fact

thatΩ(b3H/c2H+2
2 = E[TR] = O(b3H/c2H+2

1 ). McDiarmid’s Inequality[130] states that

P
[
TC ≤ E[TC] + O(bH)

]
= 1 − O

(
e−bH

)
, and P

[
TR ≥ E[TR] − O(bH)

]
= 1 − O

(
e−bH

)
.

because TC,TR are Θ(bH)–Lipschitz functions [In general, for a graph G with n

nodes the number of triangles of G as a function of the edge variables is a 3n–

Lipschitz per edge, since deleting or adding an edge can change the number of

triangles by 3n, and, similarly, the number of triplets is a 2n–Lipschitz function

since each edge is part of at most 2n paths on 3 vertices]. Thus, with probability

1 − O
(
e−bH

)
we have that TC

TR
≤
E[TC]
E[TR] + O(b−H) = O

(
c2H+2

2
c3H+3

1
+ b−H

)
.

Core–periphery Conductance. Let (G′,G,G′′) ∼ ν. Let the partition (S τ, S̄ τ) be

at level τ, i.e. all nodes with height h ≤ τ and the periphery S̄ with h ≥ τ. From

the subgraph relationship we get that e′(S τ, S̄ τ) ≤ e(S τ, S̄ τ) ≤ e′′(S τ, S̄ τ), and

subsequently E[e′(S τ, S̄ τ)] ≤ E[e(S τ, S̄ τ) ≤ E[e′′(S τ, S̄ τ)]. Thus ϕ̄′(S τ) ≤ ϕ̄(S τ) ≤

ϕ̄′′(S τ). Using the fact about the core-periphery conductance we proved for the

simple IGAM model, since G′,G′′ are equivalently produced from the simple

IGAM model, we get that, on expectation, Ω
(

bH

cτ2

)
= ϕ̄(S τ) = O

(
bH

cτ1

)
. If we take

τ = H0 = O(log H) to be the core, we can deduce that the core conductance is

Θ(bH/H) as in the case of the simple IGAM model.

D.1.5 Data Preprocessing

We have ignored directionality in the examined networks and have removed

nodes with degree less than or equal to 4 (except in the london–underground

network where almost all degrees are very small). The removal of nodes with
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degree less than or equal to 4 is done (i) to remove outlier nodes and, (ii) to refer

to the removal of non–engaged nodes.

D.1.6 Code and Data

The data used in this study are publicly available and are located in the follow-

ing resources

• world–trade [119].

• {cs, history, business}–faculty [107].

• polblogs [10].

• airports [111].

• open–airlines [222].

• celegans [224]. 8

• london–underground [222].

D.2 CIGAM Model

D.2.1 Core Size of CIGAM

Coupling construction. Let a CIGAM model G1 with parameters λ and 1 <

c1 ≤ c2 · · · ≤ cL < eλ be given and let a CIGAM model G2 have parameters λ

and one layer with value cL. We construct the coupling ν as follows: We first
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1. The input is provided as a dataset of m edgesD = {e1, . . . , em}.

2. Calculate the degree ȳu of every node u in the sample.

3. We sort the degrees in descending order.

4. For all fanouts b ∈ {2, . . . , n − 1}

5. We build a tree by attributing heights to the nodes in descending order of
their degree

6. We calculate z̄h = log
(∑

u:h(u)=h ȳu

)
, that is the log-total number of edges on

level h as indicated by the samples.

7. We fit a linear least squares relation between h and z̄h that has the form
pzh = ah + b

8. We calculate c = b · e−a, since the slope a is roughly log(b/c).

9. We calculate the log–likelihood of the parametrization which equals∑
u<v

(
1{(u, v) ∈ D} log(c−1−min{h(u),h(v)}) + (1 − 1{(u, v) ∈ D}) log(1 − c−1−min{h(u),h(v)})

)
.

10. We return the set of parameters that maximize the computed likelihood.

11. (Optional: Swaps) Iterate on every edge (u, v) ∈ D and swap h(u) with h(v) if
the log–likelihood increases, otherwise do nothing. Iterate until no more
swaps are possible.

Algorithm 13: IGAM Fitting Algorithm Pseudocode.

sample the rank vector r (common for both G1 and G2) and then construct the

hyperedges as follows: (i) If a hyperedge appears on G2 then with probability

1 is appears on G1, and (ii) if a hyperedge does does not appear on G2 then it

appears on G1 with probability f1(e)− f2(e)
1− f2(e) . We can easily show that the marginals

satisfy P[e ∈ E(G1)|r] = f2(e)·1+(1− f2(e)) f1(e)− f2(e)
1− f2(e) = f1(e) and P[e ∈ E(G2)|r] = f2(e).

Finally, we integrate over r to get that P[e ∈ E(G1)] = f1(e) and P[e ∈ E(G2)] =

f2(e). Therefore ν is a valid coupling. Under ν we have that always G2 ⊆ G1.

Therefore, it suffices to prove the Theorem for G2 to get a result that holds for

G1.
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Core size. We prove the statement in the case that G1 is k-uniform. Since by the

coupling construction G2 ⊆ G1, proving a statement for the size of the core on

G2 will also hold for G1 since a dominating set in G2 is a dominating set in G1.

Let t ∈ [0, 1] be a threshold value to be determined later. Define

Nk(t) =
∑

( j1,... jk−1)∈( [n]
k−1)

1{max{r( j1), . . . , r( jk−1)} ≥ t}

be the number of nodes with ranks at least t. Note that by a simple combinatorial

argument

Nk(t) =
(

n
k − 1

)
−

∣∣∣∣∣∣J ∈
(

[n]
k − 1

)
: ∀ j ∈ J, r j < t

∣∣∣∣∣∣
=

(
n

k − 1

)
−

(
n − N2(t)

k − 1

)

where N2(t) ∼ Bin(n, 1 − F(t)) is the number of nodes with r j ≥ t and
(

x
y

)
=

Γ(x+1)
Γ(y+1)Γ(x−y+1) is the generalized biniomial coefficient. The function g(ν) =

(
n

k−1

)
−(

n−ν
k−1

)
is strictly increasing for 0 ≤ ν ≤ n. Therefore, we can directly devise a

concentration bound for Nk(t) via concentration bounds for N2(t). Indeed, by the

Chernoff bound

P
[
Nk(t) ≥

(
n

k − 1

)
−

(
n − E [N2(t)] +

√
n log n/2

k − 1

)]
= P[N2(t) ≥ E [N2(t)] −

√
n log n/2] ≥ 1 −

1
n

as long as t ≤ F−1(1−
√

log n/(2n)). Note that the probability that a node i ∈ [n]

is not dominated by any core-hyperedge is given by
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P[i is not dominated by the core]

=
∏

J∈( [n]
k−1)

(
1 − c−2+max j∈J∪{i} r j

L

)1{max j∈J r j≥t}

≤
∏

J∈( [n]
k−1)

(
1 − c−2+t

L

)1{max j∈J r j≥t}

=
(
1 − c−2+t

L

)Nk(t)
≤ exp(−Nk(t)c−2+t

L ).

If Nk(t) ≥
2 log n
c−2+t

L
then by the union bound P[∃i : i is not

dominated by the core|Nk(t) ≥ 2 log n/c−2+t
L ] ≤ 1

n . Subsequently, the complemen-

tary event (i.e. ∀i, i is dominated by the core) happens with probability at least

1 − 1/n. We let t to be such that

2 log n
c−2+t

L

=

(
n

k − 1

)
−

(
nF(t) +

√
n log n/2

k − 1

)
, (D.3)

in order for P[Nk(t) ≥ 2 log n/c−2+t
L ] ≥ 1 − 1

n . Finally we have that given t that

satisfies (D.3)

P
[
Core at threshold t

]
≥

(
1 −

1
n

)2

≥ 1 −
2
n
.

Existence and Uniqueness of threshold t. We define

Φ(t) =
2 log n
c−2+t

L

−

(
n

k − 1

)
+

(
nF(t) +

√
n log n/2

k − 1

)
(D.4)

in the range [0, t′] where t′ = F−1
(
1 −

√
log n
2n

)
is the point where the difference
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of the binomial coefficients becomes 0. Note that Φ is continuous and differen-

tiable in [0, t′] with derivative

Φ′(t) = −2 log cL log n/c−2+t
L +

(
nF(t) +

√
n log n/2

k − 1

)
n f (t)ψ(nF(t)

+
√

n log n/2)

≥ −2e2λλe−λt log n +
(
nF(t) +

√
n log n/2

k − 1

)
n f (t)ψ(nF(t)

+
√

n log n/2)

≥ n f (t)
−2e2λ +

(
nF(t) +

√
n log n/2

k − 1

)
ψ(nF(t) +

√
n log n/2)


≥ n f (t)

−2e2λ +

(√
n log n/2
k − 1

)
ψ(

√
n log n/2)


≥ n f (t)

[
−2e2λ +

√
n log n/2ψ(

√
n log n/2)

]
≥ n f (t)

−2e2λ +
√

n log n/2

1
2

log(n log n/2) −
1√

n log n/2


≥ n f (t)

[
−3e2λ +

√
n/8

]
> 0.

for λ < ln(n/72)
4 ∈ o(log n). ψ(x) = Γ′(x)

Γ(x) is the digamma function. For the in-

equalities we have used the facts: (i) cL < eλ, (ii) log n ≤ n, (iii) monotonicity

of the Gamma and the digamma function for t ≥ 0, (iv)
(

n
k−1

)
≥ n for k < n − 1,

(v) ψ(x) ≥ log x − 1
x , (vi) n ≥ 2. Therefore Φ(t) is strictly increasing. Note that

Φ(0) = 2c2
L log n −

(
n

k−1

)
+

(√
n log n
k−1

)
< 0 for large enough n and since cL = o(n).

Moreover note that Φ(t′) = 2 log n/c−2+t′
L > 0. Therefore Φ(0)Φ(t′) < 0. Thus by

Bolzano’s theorem and the fact that Φ′(t) > 0 we get that there exists a unique

threshold t ∈ [0, t′] such that Φ(t) = 0.

Upper Bound. Note that the threshold is maximized when k = 2, i.e. in the

graph case, and therefore the expected size of the core satisfies E [Core size] ≤
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n(1 − F(t(k = 2))) =
√

n log n/2 + 2 log n/c−2+t
L = Õ(

√
n) (see also Figure 5.11).

Empirical Core Thresholds

Figure D.1: Empirical core Threshold on generated instances for single layer
model with n = 200, b = 3.5, c1 = 3 for k ∈ {2, 3}. By “x” we denote the sample
core threshold values.

D.2.2 Sampling

Uniformly Sampling from
(

[n]
k

)
. To sample a k-tuple uniformly at random we

use a rejection sampling algorithm:
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1. Initialize S ← ∅.

2. While |S | ≤ k repeat: Sample i uniformly from [n], and if i < S , add i to S .

Ball-dropping (Single-Layer / k-uniform). For each i ∈ [n] we create a set Bi in

which we sample Mi edges by sampling an edge e uniformly from
(

[n]
k−1

)
(with i

being the dominant node, and if e ∪ {i} does not belong to Bi we add it to Bi.

Sampling Negative Edges. To sample edges from e ∈ Ē (i.e. e < E) we maintain

a set B of certain size b and while |B| ≤ b we sample uniformly an order {K = k}

with probability m̄k
m̄ and then we sample ē from

(
[n]
k

)
uniformly. If ē < (E∪B) then

we update B ← B ∪ {ē}.

D.2.3 Implementations

Methods. We implement point estimation and Bayesian inference algorithms

as part of the evaluation process, which are available in the code supplement.

Table 5.1 shows the costs of fitting CIGAM on various occasions.

1. Point Estimation (MLE/MAP). We implement point estimation for the pa-

rameters (λ, c) (or (λ, c, θ)) of CIGAM with PyTorch using the log-barrier

method. We use Stochastic Gradient Descent (SGD) to train the model for

a certain number of epochs, until the learned parameters have converged

to their final values. To avoid underflows, and because the resulting prob-

abilities at each epoch are ≪ 1 we use a smoothing parameter γ (here we

use γ = 10−10). which we add to the corresponding probabilities to avert

underflow. For MAP we add priors/regularization to λ, c (see App. D.3).
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Table D.1: Experiments with Regularization αc = 100, αλ = 1, βλ = 2 (LCC + 2-
core) for the StackExchange datasets for SGD with step-size 0.001 and 10 epochs.

Dataset c∗ λ∗ c∗ λ∗

Hypergraph Projected

threads-ask-ubuntu [11.1] 1.3 [11.1] 1.3
threads-math-sx [1522] 1.9 [44.1] 1.7
threads-stack-overflow [8.6e+11] 10.5 [2.1e+5] 10.9

For Logistic-CP we use the following architecture to learn zi’s: Linear(d,

d) → ReLU → Linear(d, 1).

2. Bayesian Inference (BI). We implement the posterior sampling procedures

with mc-stan [173] which offers highly efficient sampling using Hamil-

tonian Monte Carlo with No-U-Turn-Sampling (HMC-NUTS) [202] and

compiles a C++ model for BI. Note that K is a convex polytope. Finally, we

add priors (see App. D.3) on the parameters to form a posterior density to

sample from. For BI, the stan model samples from the truncated density

via defining the parameter c0 as a positive_ordered vector (which in-

duces a log-barrier constraint on the log-posterior) and the parameter c is

devised as c0 + 1 in the transformed parameters block. The pre-

processing takes place in the transformed data block, and the model

block is responsible for the log-posterior oracle.

D.3 Priors & Regularization

For notational convenience, we refer to the priors using the variables defined

in the stan model. For CIGAM we can use exponential priors for c (or c0

respectively), i.e. we can impose a penalty of the form p(c0) ∝ e−αc
∑

i∈[L] c0i .

Moreover, a stronger penalty can be applied in terms of a Pareto prior, i.e.
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p(c) ∝ e−αc
∑

i∈[L] log(ci). For the rank parameter λ we impose a Gamma(αλ, βλ) prior.

For Logistic-CP we can use L2 regularization for zi which corresponds to a

Gaussian prior p(z) ∝ e−
αθ
2

∑
i∈[n] z2

i to penalize large values of the core scores both

in terms of core (zi ≥ 0) and periphery (zi < 0) nodes.

Table D.1 shows the learned parameters when regularization is applied.
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APPENDIX E

MODELING NETWORKS WITH LARGE LANGUAGE MODELS

E.1 Experimental Procedure

In our study, we performed experiments to assess whether key network prin-

ciples at both the micro-level (such as preferential attachment, triadic closure,

and homophily) and the macro-level (including community structure and weak

ties) align with classical network models. Subsequently, we utilized real-world

networks to determine the factors that are most heavily weighted by LLMs.

Network Formation Process

Our experiments span a time series of T steps, with a sequence of network struc-

tures denoted as G1,G2, . . . ,GT with vertex sets V1, . . . ,VT . The initial network,

G1, is referred to as the seed network. At each step t, we select a query node it

(which may either be a new arrival or an existing node in the graph) and assign

it the task of forming new links. This is accomplished by selecting nodes from a

set of alternatives At (meaning potential candidates for link formation) and initi-

ating a query callQ(At, it, δ) to the LLM (as outlined in Algorithm 15) to create up

to δ new links. The edge set selection process involves presenting the LLMs with

personal or network features of the alternatives, denoted as F(At) = { fa : a ∈ At},

which may include information such as the neighbors of the nodes, node de-

grees, common connections with it, and community memberships, formatted in

JSON. We adopt a zero-shot learning approach, avoiding the provision of exam-
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ples to the model to prevent bias, in line with relevant studies such as [78]. This

approach allows for the exploration of the innate preferences of LLMs.

We employ multiple temperatures to account for the variability in response

generation by LLM systems, which is also observed in classical statistical mod-

els of network formation [210]. Our study conducts experiments using three

temperatures for all models except Claude 3.5: 0.5, 1.0, and 1.5. For Claude 3.5

the temperature range is between 0 and 1, and we run experiments with two

temperatures: 0.5, and 1.0.

Moreover, the model is tasked with outputting a JSON object indicating the

node chosen for link formation and the rationale behind the choice. This ap-

proach is adopted because LLMs have demonstrated proficiency in processing

code-like structures, such as HTML and JSON.

E.1.1 Feature Representations for Prompts

Below, we give examples of the features used in the prompt presented in Algo-

rithm 15. The features are formatted as a list of JSON objects which are provided

to the prompt.

Principle 1: Preferential Attachment. We have the following features:

[

{

"name" : 0,

"neighbors" : [5, 7, 1, 6]

},

...

]
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Principle 2: Triadic Closure. We have the following features:

[

{

"name" : 0,

"common_neighbors" : [5, 7, 1, 6]

},

...

]

Principle 3: Homophily. We have the following features:

[

{

"name" : 0,

"favorite_color" : "red",

"hobby" : "hiking",

"location" : "Boston"

},

...

]

Principle 5: Small-World. We have the following features:

[

{

"name" : 0,

"neighbors" : [5, 7, 1, 6]

},

...

]

Real-World Data. We have the following features:

[

{
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"name" : 0,

"status" : "student",

"major" : 10,

"second major" : 93,

"accommodation" : "house",

"high_school" : 5,

"graduation_year" : 2008

},

...

]

We note that the initial Facebook100 dataset included gender information as

a feature. We chose not to include gender as one of the features as it has been

shown that language models exhibit gender bias [409, 246, 68]. An example of

the prompt using real-world social network data is given at Algorithm 14.

E.1.2 Robustness Checks

We tried the following LLM models:

• GPT-3.5 (gpt-3.5-turbo)

• GPT-4o Mini (gpt-4o-mini)

• Llama 3 (llama-3-70b-instruct)

• Claude 3.5 Sonnet (claude-3-5-sonnet-20240620).

For each of the models except Claude 3.5 we used three temperatures: 0.5,

1.0, 1.5. For the Claude 3.5 model we used temperatures 0.5 and 1.0 (since the

model does not allow temperatures above 1.0). Finally, we experimented with
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different environmental prompts (e.g., friendship, collaboration, community) to

test prompt sensitivity.

E.2 Details for Small-World Experiments

The algorithm for the altered Watts-Strogatz model is described as follows:

1. Similarly to Watts-Strogatz, we first create a ring network with n nodes.

After that, for each node [n], we create k edges where k/2 edges connect to

its rightmost neighbors and k/2 edges connect to its leftmost neighbors.

2. To create Gt, for each node [n], we take its k/2 rightmost neighbors and

rewire them with probability β. For each of the k/2 rightmost neighbors

that are to be rewired, we make one query to the LLM, which indicates

how the edge will be rewired. The choice is made by providing the LLM

with all the network nodes and each node’s neighbors (i.e., the network

structure).

The model closely resembles the Watts-Strogatz model, with the primary

distinction being the method of edge rewiring. Instead of randomly selecting

edges for rewiring, as in the Watts-Strogatz model, we determine the rewiring of

an edge by inquiring about the LLM and providing it with the current network

structure.
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E.3 The Discrete Choice Model in Real-World Network Exper-

iments

For each node it that we consider at time t, we randomly remove one of its cur-

rent friends from the real-world network. After we remove a neighbor for each

of i1, . . . , iT , we end up with the network G1, which we use as a seed network for

the LLM agents.

Subsequently, during the link formation process, we present each node it

with a set of candidate nodes (denoted by At), comprising one of the previously

removed friends and other nodes that are not their friends. We then instruct the

LLM to form a link with one of the candidates, providing the attributes of the

candidates and the social network structure to aid its decision-making. These

choices are made sequentially.

We use the utility of the model for each node for each sequential decision of

network formation:

Ui j,t = θPA log d j,t + θH log wi j + θTC log ci j,t + ϵi j,t.

In this equation, θPA measures the strength of preferential attachment based on

the degree d j,t of j at step t, θH measures the strength of homophily based on the

similarity wi j (i.e. number of common attributes) between i and j, and θTC mea-

sures the strength of triadic closure, based on the number of common neighbors

ci j,t between i and j at step t. The error term ϵi j,t is distributed as i.i.d. standard

Gumbel.1 All variables are first normalized based on their range, and then the

log transformation is taken.

1The standard Gumbel distribution has CDF ee−x
.
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The multinomial logit model (MNL) indicates that the probability that i links

to j at step t is given by

pi j,t = P
[
argmaxr∈At

Uir,t = j
]
=

dθPA
j,t wθH

i j cθTC
i j,t∑

r∈At
dθPA

r,t wθH
ir cθTC

ir,t

.

Given a sequence of nodes i1, . . . , iT ∈ V and choices (denoted by subscripted

j) j1 ∈ A1, . . . , jT ∈ AT , the parameters can be found by maximizing the log-

likelihood function. To get the standard errors of the coefficients and the corre-

sponding P-values, we follow the process outlined in [315].

E.4 Estimating the Parameters of the Discrete Choice Model

To estimate the parameters of the discrete choice model, we optimize the fol-

lowing log-likelihood function

(pθPA,pθTC,pθH) = argmax(θPA,θTC,θH)∈R3

T∑
t=1

(
θPA log d jt ,t + θH log wit jt + θTC log cit jt ,t − log

(∑
r∈At

dθPA
r,t wθH

itr
cθTC

itr,t
))
,

where i1, . . . , iT are the chooser nodes (i.e., the LLM agents who want to form

a link), and j1, . . . , jT are the nodes which are chosen from the alternative sets

A1, . . . , AT . The likelihood function is convex, and we optimize it with the L-

BFGS-B method [271]. The standard errors of the coefficients are approximated

as
√
−H−1/N where H is the Hessian matrix of the log-likelihood at (pθPA,pθTC,pθH)

and N is the number of data points (cf. [315, 393]).
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E.5 Data and Code Availability

Data and code are available on GitHub at the following link:

https://github.com/papachristoumarios/llm-network-formation

The real-world social network data have been taken from the sources of [394]

and [431].

E.6 Full Regression Table for GPT-4 (gpt-4-1106-preview) and

the Facebook100 Data

In Table E.1, we report the regression coefficient for the regression in the real-

world network data for all temperatures and GPT-4 (gpt-4-1106-preview). The

first column corresponds to the temperature, the next three columns correspond

to the fitted coefficients from the regression model of Section 1.C (also shown in

Figure 5) accompanied by the standard errors (in parentheses) and the P-values

indicated by stars (the null hypothesis corresponds to the parameters being set

to 0). Next, LL corresponds to the log-likelihood of the fitted model, and AIC

corresponds to the Akaike Information Criterion. Finally, we report the percent

change in the accuracy compared to random guessing, the percent change in

the average path length (as a measure of the small-world phenomenon), and

the clustering coefficient (as a measure of the small-world phenomenon and

the triadic closure), as well as the t-statistic for the change in modularity (Q)

between the ground truth network dataset (before the edge deletions) and the

network after the network formation process.
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We observe that pθH > pθTC > pθPA > 0 accross all settings. LLM agents do better

than random guessing, reinforce the small-world phenomenon, and weaken the

triadic closure. Finally, the community structure is strengthened after new links

are formed.

Temp. pθPA pθH pθTC LL AIC % Change % Change % Change ∆Q (t-stat)
Acc. L C

Caltech36 (769 nodes, 33,312 edges)

0.5 0.41*** (0.01) 1.95*** (0.02) 0.59*** (0.01) -1,377.47 2,762.94 171.8 -0.008 -9.94 3.45**
1.0 0.36*** (0.005) 1.85*** (0.02) 0.58*** (0.01) -1,435.07 2,878.13 179.6 -0.18 -11.08 3.49**
1.5 0.36*** (0.006) 1.72*** (0.01) 0.55*** (0.007) -1,522.47 3,052.94 127.6 -0.06 -11.46 3.37**

Swarthmore42 (1,659 nodes, 12,2100 edges)

0.5 0.18*** (0.003) 1.62*** (0.006) 0.65*** (0.002) -2,838.33 5,684.66 124.2 0.01 -11.46 7.42***
11.0 0.26*** (0.002) 1.70*** (0.008) 0.58*** (0.003) -2,927.99 5,863.97 91.6 -0.10 -4.25 1.96*
1.5 0.19*** (0.004) 1.50*** (0.008) 0.59*** (0.002) -3,139.42 6,286.83 87.39 -0.20 -4.52 4.03***

UChicago30 (6,591 nodes, 416,206 edges)

0.5 0.23*** (0.001) 2.00*** (0.005) 0.41*** (0.002) -3,444.33 6,896.67 217.2 -0.24 -2.52 7.46*** [0.34]
1.0 0.23*** (0.002) 1.98*** (0.004) 0.38*** (0.001) -3,578.18 7,164.36 219.2 -0.12 -2.66 9.56*** [1.05]
1.5 0.22*** (0.004) 1.78*** (0.008) 0.41*** (0.002) -2,033.49 4,074.98 222.4 -0.17 -2.42 10.19*** [0.24]

Notes pθPA = Coefficient of log degree, pθH = Coefficient of log # of common attributes, pθTC = Coefficient of log # common neighbors
LL = Log-likelihood, AIC = Akaike Information Criterion

Acc. = Accuracy, L = Average Path Length, C = Average Clustering Coefficient, ∆Q (t-stat) = Modularity change t-statistic
∗ : P < 0.05, ∗∗ : P < 0.01, ∗∗∗ : P < 0.001

Table E.1: Multinomial logit coefficients for three networks from the Face-
book100 dataset and GPT-4 (gpt-4-1106-preview). The standard errors of the
estimates are shown in parentheses. The null hypothesis corresponds to the re-
spective parameter being equal to 0. We report the percent change in accuracy,
average path length, and average clustering coefficient compared to the initial
network (before the deletion of edges). For the change in modularity, we run the
Louvain algorithm ten times and perform a t-test with the resulting modulari-
ties. For the UChicago30 dataset, we report the t-statistic value in the subgraph
induced by the 2,000 sampled nodes, since the newly added edges would have
a very small effect on the change in the community structure if we were to mea-
sure it in the whole network. We also report the modularity change (t-statistic)
of the whole graph inside brackets.
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E.6.1 Analytical Regression Tables for GPT-4 (gpt-4-1106-

preview)

We present the regression tables for all the combinations of coefficients for each

of the three real-world network datasets. For all datasets, we observe that pθPA is

smaller than both pθTC and pθH in all models where any pair is included. Similarly,

pθTC is always smaller than pθH in all models that are both included. Finally, note

that whenever only pθPA and pθTC are considered, then pθPA < 0 and the result is not

statistically significant (P > 0.05).

Temp. pθPA pθH pθTC Log Likelihood AIC

0.5 0.50*** (0.001) -2,236.36 4,476.71
0.5 2.78*** (0.003) -1,511.42 3,026.85
0.5 1.53*** (0.002) -1,506.01 3,016.02
0.5 0.64*** (0.002) 2.99*** (0.007) -1,414.71 2,835.41
0.5 -0.02 (0.003) 1.53*** (0.003) -1,505.95 3,017.90
0.5 1.43*** (0.004) 0.82*** (0.002) -1,406.39 2,818.78
0.5 0.41*** (0.01) 1.95*** (0.02) 0.59*** (0.01) -1,377.47 2,762.94
1.0 0.48*** (0.001) -2,242.85 4,489.70
1.0 2.69*** (0.003) -1,558.67 3,121.34
1.0 1.47*** (0.002) -1,556.68 3,117.37
1.0 0.58*** (0.002) 2.86*** (0.003) -1,473.13 2,952.26
1.0 -0.04 (0.002) 1.47*** (0.002) -1,556.24 3,118.48
1.0 1.40*** (0.01) 0.79*** (0.002) -1,457.76 2,921.52
1.0 0.36*** (0.005) 1.85*** (0.02) 0.58*** (0.01) -1,435.07 2,878.13
1.5 0.50*** (0.001) -2,233.25 4,470.50
1.5 2.51*** (0.003) -1,646.83 3,297.65
1.5 1.36*** (0.001) -1,636.20 3,276.40
1.5 0.57*** (0.002) 2.65*** (0.005) -1,559.57 3,125.15
1.5 -0.01 (0.002) 1.37*** (0.002) -1,636.19 3,278.37
1.5 1.29*** (0.004) 0.75*** (0.002) -1,546.78 3,099.55
1.5 0.36*** (0.006) 1.72*** (0.01) 0.55*** (0.007) -1,522.47 3,052.94

Note ∗ : P < 0.05, ∗∗ : P < 0.01, ∗∗∗ : P < 0.001

Table E.2: Multinomial logit coefficients for Caltech36 and GPT-4 (gpt-4-1106-
preview). The standard errors of the estimates are shown in parentheses.
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Temp. pθPA pθH pθTC Log Likelihood AIC

0.5 0.33*** (0.0007) -4,978.28 9,960.56
0.5 2.91*** (0.001) -3,027.03 6,058.06
0.5 1.37*** (0.0006) -3,014.28 6,032.57
0.5 0.44*** (0.004) 2.99*** (0.003) -2,948.91 5,903.82
0.5 -0.18*** (0.002) 1.36*** (0.002) -3,002.17 6,010.35
0.5 1.42*** (0.003) 0.72*** (0.002) -2,847.16 5,700.32
0.5 0.18*** (0.003) 1.62*** (0.006) 0.65*** (0.002) -2,838.33 5,684.66
1.0 0.38*** (0.0007) -4,959.02 9,922.04
1.0 2.83*** (0.001) -3,119.06 6,242.11
1.0 1.32*** (0.0006) -3,118.13 6,240.26
1.0 0.50*** (0.004) 2.92*** (0.002) -3,018.85 6,043.71
1.0 -0.11** (0.002) 1.32*** (0.002) -3,113.21 6,232.43
1.0 1.41*** (0.004) 0.69*** (0.003) -2,947.89 5,901.78
1.0 0.26*** (0.002) 1.70*** (0.008) 0.58*** (0.003) -2,927.99 5,863.97
1.5 0.36*** (0.0007) -4,952.51 9,909.02
1.5 2.64*** (0.001) -3,324.71 6,653.43
1.5 1.24*** (0.0006) -3,306.06 6,616.11
1.5 0.44*** (0.003) 2.71*** (0.001) -3,241.67 6,489.35
1.5 -0.14*** (0.003) 1.24*** (0.001) -3,298.07 6,602.13
1.5 1.30*** (0.003) 0.67*** (0.002) -3,150.29 6,306.57
1.5 0.19*** (0.004) 1.50*** (0.008) 0.59*** (0.002) -3,139.42 6,286.83

Note ∗ : P < 0.05, ∗∗ : P < 0.01, ∗∗∗ : P < 0.001

Table E.3: Multinomial logit coefficients for Swarthmore42 and GPT-4 (gpt-4-
1106-preview). The standard errors of the estimates are shown in parentheses.

E.7 Network Evolution and Omitted Simulations

Here we depict the evolution of the networks generated by the LLM agents, as

well as omitted simulations.

E.7.1 Principle 1: Preferential Attachment

Network Evolution

We plot the evolution of the LLM-based preferential attachment networks at

three timesteps, together with the degree distribution alongside the degree dis-

tribution of a BA graph with the same number of nodes. We observe that for the
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Temp. pθPA pθH pθTC Log Likelihood AIC

0.5 0.28*** (0.02) -5,983.56 11,971.13
0.5 2.93*** (0.05) -3,637.18 7,278.37
0.5 1.11*** (0.02) -3,740.78 7,485.55
0.5 0.38*** (0.04) 3.06*** (0.21) -3,523.06 7,052.12
0.5 -0.04 (0.08) 1.11*** (0.04) -3,739.31 7,484.61
0.5 1.68*** (0.13) 0.51*** (0.07) -3,477.37 6,960.75
0.5 0.23*** (0.06) 2.00*** (0.24) 0.41*** (0.09) -3,444.33 6,896.67
1.0 0.28*** (0.02) -5,982.66 11,969.32
1.0 2.85*** (0.05) -3,759.78 7,523.56
1.0 1.07*** (0.02) -3,879.04 7,762.08
1.0 0.36*** (0.07) 2.96*** (0.31) -3,649.84 7,305.68
1.0 -0.04 (0.06) 1.07*** (0.03) -3,877.83 7,761.66
1.0 1.67*** (0.11) 0.49*** (0.08) -3,611.48 7,228.95
1.0 0.23*** (0.10) 1.98*** (0.17) 0.38*** (0.06) -3,578.18 7,164.36
1.5 0.30*** (0.03) -3,241.67 6,487.34
1.5 2.71*** (0.06) -2,145.02 4,294.03
1.5 1.03*** (0.02) -2,175.32 4,354.64
1.5 0.37*** (0.08) 2.81*** (0.10) -2,080.67 4,167.34
1.5 -0.01 (0.04) 1.03*** (0.04) -2,175.25 4,356.49
1.5 1.50*** (0.10) 0.51*** (0.04) -2,051.61 4,109.23
1.5 0.22*** (0.12) 1.78*** (0.27) 0.41*** (0.07) -2,033.49 4,074.98

Note ∗ : P < 0.05, ∗∗ : P < 0.01, ∗∗∗ : P < 0.001

Table E.4: Multinomial logit coefficients for UChicago30 and GPT-4 (gpt-4-1106-
preview). The standard errors of the estimates are shown in parentheses.

temperature being 0.5 we have a core-periphery-like formation which diverges

from the BA model, whereas for the temperature being 1.5 the network has the

same degree distribution as the BA model.
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Figure E.1: Dynamic evolution of networks created based on Principle 1.

Simulations with Degree Information

In Figure E.2 we provide the results with degree-information only. We ob-

serve that the agents form connections around high-degree nodes only (see Fig-

ure E.2). The same result (star-like networks) holds for the other LLM models

and temperatures.
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Figure E.2: Results for Principle 1 (preferential attachment): We display sim-
ulated networks comprising 200 nodes across different temperatures. For the
degree-based simulations, node degree data {d j,t : j ∈ Vt}was provided (Vt corre-
sponds to the vertex set of the network Gt at round t). With degree information
only, the networks form more unrealistic star-like structures, diverging from
scale-free configurations and more closely mirroring a core-periphery network
structure.

E.7.2 Principle 2: Triadic Closure

Network Evolution

We plot the evolution of the LLM-generated networks based on the triadic clo-

sure principle, together with the transitivity measure and the algebraic connec-

tivity (which corresponds to the second-smallest eigenvalue of the graph Lapla-

cian). We observe that the algebraic connectivity gradually increases as new

edges between the clusters are created. Specifically, the algebraic connectivity

reaches a higher value for higher temperatures, indicating the more frequent

creation of new intra-cluster edges. Moreover, we observe that the transitivity

initially increases and then decreases until it reaches its final value.
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Figure E.3: Dynamic evolution of networks created based on Principle 2.

Simulations with the Number of Common Neighbors

Instead of giving the neighborhood information, the simulations presented in

Figure E.4 use the number of common neighbors. We observe behavior similar

to Figure 6.2.
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Figure E.4: Results for Principle 2 (triadic closure). The figure shows the same
networks as in Figure 6.2 with the only change that instead of the intersection
of neighborhoods between the query node and each alternative, we provide
the number of common neighbors (i.e., the size of the intersection) between
the query node and each alternative. Similarly, we observe that the probabil-
ity of forming an edge within the same community and the marginal transitiv-
ity, which indicate triadic closure, is significantly larger than randomly creating
links (P < 0.001, t-test). The error bars correspond to 95% confidence intervals.

E.8 Chain-of-Thought Experiments

We experiment with Chain-of-Thought (CoT) reasoning [421]. To induce

CoT reasoning, we ask the LLM agents to output the reason and then their

choice (i.e., by reversing the order of reason and name in the prompt. The

resulting prompt can be found at Algorithm 16. In the following figures, we

show the results from the same experiments as the ones of the main text with

the difference that CoT is used.
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(a) Probability of connecting to top-k nodes for different
models, temperatures, and environments

(b) Power law fits (pγ) and standard errors for different
models, temperatures, and environments

Figure E.5: Results for Principle 1 with CoT reasoning (preferential attach-
ment) The multi-LLM setup was given neighborhood information {N j,t : j ∈ Vt}.
Top: Probability of connecting to top-k-degree nodes for varying model (tem-
perature is fixed to 1.0 and environment to baseline), temperature (model fixed
to GPT-3.5 and environment to baseline) and environment (model fixed to GPT-
3.5 and environment temperature to 1.5) for networks generated according to
Principle 1 with n = 200 nodes. Bottom: Power Law exponents and standard
errors for varying model, temperature, and environment.
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Algorithm 14 Example prompt regarding social network data.

# Task

You are located in a school. Your task is to select a set of people to be friends

with.

# Profile

Your profile is given below after chevrons:

<PROFILE>

{

"name" : "Person 0",

"favorite subject" : "Chemistry",

"neighbors" : ["Person 3", "Person 432", "Person 4", "Person 3", "Person

32"]

}

</PROFILE>

# Candidate Profiles

The candidate profiles to be friends with are given below after chevrons:

<PROFILES>

[

{

"name" : "Person 1",

"favorite subject" : "Mathematics",

"neighbors" : ["Person 3", "Person 4", "Person 23", "Person 65"]

},

{

"name" : "Person 33",

"favorite subject" : "History",

"neighbors" : ["Person 342", "Person 2", "Person 12"]

}, ...

]

</PROFILES>

# Output

The output should be given a list of JSON objects with the following structure

[

{{

"name" : name of the person you selected,

"reason" : reason for selecting the person

}}, ...

]

# Notes

- The output must be a list of JSON objects ranked in the order of preference.

- You can make at most 1 selection.
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Algorithm 15 General Prompt used to implement Q(At, it, δ).

# Task

Your task is to select a set of people to be friends with.

# Profile

Your profile is given below after chevrons:

<PROFILE>F({it})</PROFILE>

# Candidate Profiles

The candidate profiles to be friends with are given below after chevrons:

<PROFILES>F(At)</PROFILES>

# Output

The output should be given a list of JSON objects with the following structure

[

{{

"name" : name of the person you selected,

"reason" : reason for selecting the person

}}, ...

]

# Notes

- The output must be a list of JSON objects ranked in the order of preference.

- You can make at most δ selections.
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Algorithm 16 Example prompt regarding social network data with Chain-of-
Thought reasoning. Note that compared to the prompt without CoT the order
of the fields name and reason in the output format is reversed.

# Task

You are located in a school. Your task is to select a set of people to be friends

with.

# Profile

Your profile is given below after chevrons:

<PROFILE>

{

"name" : "Person 0",

"favorite subject" : "Chemistry",

"neighbors" : ["Person 3", "Person 432", "Person 4", "Person 3", "Person

32"]

}

</PROFILE>

# Candidate Profiles

The candidate profiles to be friends with are given below after chevrons:

<PROFILES>

[

{

"name" : "Person 1",

"favorite subject" : "Mathematics",

"neighbors" : ["Person 3", "Person 4", "Person 23", "Person 65"]

},

{

"name" : "Person 33",

"favorite subject" : "History",

"neighbors" : ["Person 342", "Person 2", "Person 12"]

}, ...

]

</PROFILES>

# Output

The output should be given a list of JSON objects with the following structure

[

{{

"reason" : reason for selecting the person,

"name" : name of the person you selected

}}, ...

]

# Notes

- The output must be a list of JSON objects ranked in the order of preference.

- You can make at most 1 selection.
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(a) Probability of connecting to top-k for different models, tem-
peratures, and environments

(b) Marginal transitivity (D) and probability of an edge within a
community (pp) for different models, temperatures, and environ-
ments

Figure E.6: Results for Principle 2 with CoT reasoning (triadic closure). Top:
Probability of connecting to top-k nodes (in terms of common neighbors) for
varying model (temperature is fixed to 1.0 and environment to baseline), tem-
perature (model fixed to GPT-4 Mini and environment to baseline) and envi-
ronment (model fixed to GPT-4 Mini and environment temperature to 0.5) for
networks generated according to Principle 2 (n = 50, 10 simulations for each
model, environment and temperature). Bottom: Marginal transitivity (D) and
probability of an edge within a community (pp) for networks generated accord-
ing to Principle 2 in different models, temperatures, and environments.
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(a) Assortativity and Louvain Modularity with different LLM models and environ-
ments

Figure E.7: Results for Principle 3 (Homophily) and Principle 4 (Community
structure due to homophily) with CoT reasoning. Top: Assortativities and
Louvain modularity according to Principle 3 (n = 50, 5 simulations for each row)
in different environments (school, work, community) using different models.
The statistical significance is P < 0.001 for all t-tests (comparing with 0).

(a) Regression plot for different models and environ-
ments for β = 0.25 and k = 5.

Figure E.8: Fitted results for Principle 5 with CoT reasoning (small world).
Regression plot for the relation L ∼ log(n) for different LLM models for β = 0.25
and k = 5. The legend shows the effect size (a) and the P-value. (*: P < 0.05; **:
P < 0.01, and ***: P < 0.001.)
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APPENDIX F

CODE AND DATASETS

The code and datasets for the simulations of this thesis can be found at (Ac-

cessed on July 1, 2025):

• Chapter 2

– Code: https://github.com/papachristoumarios/financ

ial-contagion and https://github.com/papachristoum

arios/dynamic-clearing.

– Datasets: The SafeGraph dataset has been obtained from https:

//www.safegraph.com under an academic license. The TLC data

are openly available at https://www.nyc.gov/site/tlc/abo

ut/tlc-trip-record-data.page, and the Venmo data can be

found at https://github.com/sa7mon/venmo-data.

• Chapter 3

– Code: https://github.com/papachristoumarios/supply

-chain-resilience

– Dataset: The dataset has been obtained from [422].

• Chapter 4

– Code: https://github.com/papachristoumarios/dp-dis

tributed-estimation and https://github.com/papachr

istoumarios/dp-social-learning.

– Datasets: The data have been obtained from [419] for the US power

grid, and from [286] for the GEM openHouse. The AIDS Clinical
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Trials Dataset was obtained from Kaggle: https://www.kagg

le.com/datasets/tanshihjen/aids-clinical-trials.

Original information about the clinical trial can be found at https:

//clinicaltrials.gov/study/NCT00000625. The data set for

the cancer clinical trial was obtained from [359].

• Chapter 5

– Code: https://github.com/papachristoumarios/core-p

eriphery-hypergraphs

– Datasets: The coauth-MAG-KDD and ghtorrent-projects datasets can

be found at https://doi.org/10.5281/zenodo.6639983. The

StackExchange datasets can be found at https://www.cs.corne

ll.edu/~arb/data.

• Chapter 6

– Code: https://github.com/papachristoumarios/llm-net

work-formation

– Datasets: The Facebook100 data are taken from [394] and the Andorra

and company datasets are taken from [431].
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